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FOREWORD

You are about to read one of the most interesting over-
views of modern desktop computing history that’s ever
been written. And that isn’t to say there haven’t been
a lot of good books on the subject. This one, however,
rearranges the picture in a way that properly frames

the importance (in both the good and bad senses of the
word) of Microsoft. It’s hard to discuss computing today or the history of
desktop computing since 1976 without putting Microsoft into the middle of
the story. With that in mind, Tony Bove takes apart the scene with an axe and
chops away at the monolith that is Microsoft. Nobody has ever done it as well
as Bove does it here. As someone who has always been labeled a Microsoft
basher, I have mixed feelings about this. For their part, Apple users call me
an Apple basher and a Microsoft stooge. You just can’t win. In fact, I like and
admire Microsoft and consider Bill Gates to be the greatest businessperson
of our generation. Our Henry Ford or even John D. Rockefeller. Others at
the company get the same praise from me and this includes Steve Ballmer,
Jeff Raikes, Carl Stork and others.
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I'm also of the firm opinion that many Microsoft competitors would
have done better if they were run according to the Microsoft mentality.
‘While analysts and business schools and hotshots here and there like to
say that Business is war, few companies actually take it to any extreme, short
of assassinating the competition’s CEO. Microsoft played hard and rough
and never let up. Of course, it’s now a moot point, as things have changed so
drastically over the last decade that Microsoft has become a sort of latter-day
IBM. More stodgy than before and with its flaws more exposed than ever.
No longer is it the shark swimming forward. Personally, as with IBM, I think
what we have here with Microsoft now is a dead shark bobbing around on the
surface like bloated bait.

The company was once a young paranoid operation that actually enjoyed
being the bad guy. They could yell and scream about it. For years I would give
keynotes at various conferences and make a snide joke or two about Microsoft
and you could see the Microsoft people actually relishing negative attention
in a sort of defiant, “Yeah—we bad!” posture, always with a smirk. It was only
within recent memory, about three or four years ago perhaps—when Bill
settled into his new mansion with its heated driveway and bulletproof-glass
picture window—that the company lost its edge. Maybe it began when Gates
first broke 100 in his golf game. It’s hard to pin down.

Maybe they got sick of the commentary or just couldn’t keep their
collective energy up. But all I know is that now when I make the snide
remarks about Microsoft, the employees in the audience no longer seem
proud; they seem defensive and they complain about it. Apparently they are
not so tough anymore. The newer, more sensitive Microsoft is almost too easy
to pick on. I don’tlike to do it. And I'm disappointed because it used to be
fun all around.

The Microsoft influence on the entire computer scene is impressive,
however. You run into all sorts of talented people who are running all sorts
of little companies in a modified Microsoft way with emphasis on hard work
and producing a good product. Even though a book like this may deride the
company thoroughly, Microsoft talked a big game about producing good
products and whether they did or not is not the question. The fact is employ-
ees were convinced and those employees have since taken that positive
attitude elsewhere. This is actually the untold legacy of Microsoft.

Unfortunately for Microsoft, the people who stayed behind are the less
ambitious corporate types who decided to work their way up the ladder inter-
nally. The nature of big companies like this always tends to reward the guy or
gal who is easy to get along with and who doesn’t make a lot of waves while
being supportive. This tends to involve being supportive of bad ideas too.
So, you end up with a company full of sensitive and supportive happy campers
and yes-men. This is just a fact of corporate America. Microsoft has it worse
since it is peopled by a lot of technical folks who often are not very gregarious
or people-oriented. Most of them have moved into middle manager positions
to which they are unsuited. Anyone at Microsoft with gumption or creativity
has done whatever’s necessary to gravitate to the Xbox and gaming teams—



the only areas where any real action is left. The rest of the company is repre-
sented by that dead shark. Many of the leftovers can be described one way:
incredibly dull people.

This situation is not peculiar to Microsoft, but we can’t keep seeing the
company in the same light as we did 10 years ago. Steve Ballmer supposedly
talked a big game about how Microsoft will crush Google, for example. Nobody
thinks it’s even possible. Microsoft has turned into the cartoon character
Montgomery Burns of The Simpsons. Filthy rich and nasty but with no
punching power. Besides, as anyone knows, to find what you are looking for
within the huge Microsoft website, you need to use Google.

‘Whatever the case with Microsoft, it still continues to dominate in both
the operating system and the Office suite spaces, two of the most lucrative
and profitable busine in the world. This dominance is not going to end
any time soon, but when it does it will be interesting to see Microsoft’s
reaction. In fact, if someone wanted to avoid Microsoft products completely
and have the same relative power on their desktop, it can be easily accom-
plished. And it can even be done with software that is free. Microsoft has
managed to maintain market share despite this reality. This book offers up
some of the possibilities to wean a user away from the expense of a Microsoft
license and its limitations. Whether large numbers of people ever flock to an
alternative is hard to predict.

Microsoft’s problem is that the Office suite has been cloned over and
over by various competitors and the OS is under constant attack from Linux
and, eventually, Mac OS X too. Microsoft is not fighting back with much
enthusiasm. If T personally had a choice between using Microsoft software
and OpenOffice, for example, I'd choose Microsoft. But much of the
decision stems from familiarity and habit. That and the fact that there are
various annoying idiosyncrasies with OpenOffice that I simply do not like.
But if someone was starting from scratch with OpenOffice, they may react
similarly and resist switching to Microsoft Office. There are still plenty of
people who religiously stick with WordPerfect, a product I could never warm
up to.

But perhaps the most interesting aspect of this particular tome is the fact
that it was written in the first place. During the Microsoft heyday, there was
so much activity that Microsoft was not an easy target to attack. They were on
the move and they were doing a great job of servicing the media. No matter
how the company acted generally, their responsiveness to media questions
and their proactive relationship with writers such as Bove (and everyone else
for that matter) was exemplary.

I remember the days, for example, when I'd get almost every product
Microsoft produced the day after its release. If I needed something else, it
would arrive fast. Nowadays the only people at Microsoft who are regularly in
touch with me are those involved with pad-based computing and that’s only
because I made it clear to them that I was getting more interested in the
topic. If I read a press release from the company, I read it off the company
website. I don’t think I've actually been sent one by mail or email for the last
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five years. Not that I'm complaining. It’s just an observation. But Microsoft
simply isn’t as aggressive with the media anymore. It’s actually amazing to
watch this corporate lethargy creep throughout the company.

Then again, with the company essentially banking a billion dollars a
month with little effort, it’s hard to justify hard work. You have to wonder
whether the company could ever kick it back into high gear if it needed to.
I personally don’t know, but it seems unlikely.

That’s what makes this book interesting. It’s possibly a watershed event.
In other words—a great read for anyone with a desktop computer.

John Dvorak



INTRODUCTION

Rings shall vanish from our noses,
And the harness from our back,
Bit and spur shall rust forever,
Cruel whips no more shall crack.

—“Beasts of England’"

Losing My Religion

When I first downloaded the free OpenOffice.org package, I felt a strange
new sense of elation. There were no restrictions—I could copy the software
to any of my computers or my family’s computers. I could give copies to my
friends. I had already given up on Microsoft Windows and switched to using
Apple Macintosh computers. Suddenly, I no longer needed to depend on
Microsoft Word, Excel, or PowerPoint.

OpenOffice.org is open source free software, and it runs on my PowerBook
with Apple’s Mac OS X. Not a piece of Microsoft code in sight. And yet, if
a client were to send me a Word doc or PowerPoint file, I'm ready for it.
The OpenOffice.org package includes the source code, too. Not that I know
what to do with source code, because I'm not a software engineer, but it’s
comforting to know that nothing in the application is hidden, nothing is

" Orwell, George. Animal Farm. Harcourt Brace & Company. New York, NY. 1946.



secret. The source code is right there, and thousands of programmers have
already pored over it, looking for bugs.

Why was my first OpenOffice.org moment so pivotal? Consider that the
Mac version of Microsoft Office, which includes Word, PowerPoint, Excel,
and several other programs I don’t use, costs around $200 for the home or
educational version—the professional version costs twice as much. With two
Macs of my own and several Macs and PCs in my family, I save a bundle by
going with open source software. All these computers can run OpenOffice.org
for free.

But there are other important reasons for switching to OpenOffice.org.
‘While everyone knows that most software products suck, there is anecdotal
evidence that Microsoft products suck @ bit more. My colleagues and I used to
joke around with other technical journalists that Microsoft software was never
truly ready for the public until version 3. No matter what the program, don’t
buy it until version 3. Windows versions 1 and 2 were unstable; versions of
Word and Excel earlier than version 3 were worthless. Other software com-
panies can’t get away with this, but Microsoft virtually runs the industry with
its near-monopoly power (or whatever the legal eagles want to call it). Millions
of people place a great deal of trust in Microsoft. Could they be wrong?

One thing is certain: You need to get out from under the trees to see the
forest. You need, at the very least, to try alternatives to be sure you're getting
what you want from your software.

The Highway Is for Gamblers

The highway is for
gamblers, better
use your sense.
Take what you
have gathered
from coincidence.
—Bob Dylan,

“It's All Over
Now, Baby Blve”
{Dylan)

2 iniroduction

Migrating away from Microsoft software seems a bit like choosing to be
eccentric in a world that prizes conformity. Freeways were built to carry
tratfic quickly across vast distances, but I prefer to travel the back roads. Fast
food is available everywhere, but I go out of my way to eat in a better class of
restaurant when I travel.

I'm originally from Philadelphia, so forgive me this analogy, but
Microsoft is like the toll road known as the Pennsylvania Turnpike. It looks
convenient on paper, if you're coming from New Jersey and want to bypass
Philly on your way across the state. Considering the traffic in Philly, it should
be convenient. But once you get on the turnpike, you can’t get off unless you
pay exorbitant tolls. The rest stops are overcrowded, and the service monop-
olies overcharge. The fast food is terrible, and the restrooms are disgusting.
It’s a form of highway robbery—for most of the turnpike’s length, you are
stuck with two lanes and surrounded by speeding trucks, and nearly half of it
seems to be always under construction.

So, are you supposed to take the back roads exclusively? Not exactly
(unless you want to). There are other interstate highways, freeways, and
traffic-free roads that will get you across the state in about the same amount
of time, give or take an hour or two. You can get on and off them at will, with-
out paying anything, and you can sample the local restaurants and shops, and
take in the local scenery. It's a much more pleasant drive than the turnpike
and is certainly more predictable in duration due to less traffic and fewer



accidents. But most people won’t even consider trying alternate routes. Why?
Because you need to get out a map and plan the route yourself.

This book is your map.

This book is for you if you think for yourself. If you don’t buy the party line.
Ifyou recognize the necessity of functioning in this Microsoft-dominated world
but are willing to try alternatives. At the very least, I'll show you how to mini-
mize your likelihood of being a victim of Microsoft dominance, and perhaps
become even more productive with Microsoft software by making it crash less.

Chances are, you already use Microsoft software and still have some of
the green-logo’d shrink-wrapped boxes of old Microsoft software—bundled
with the computer but never used. And you think you have little or no choice
but to use the software supplied by the not-so-jolly green giant from Redmond,
Washington. But you can wean yourself off this unsafe habit and even save
a few bucks in the process. You can live in the Microsoft-dominated world,
work with others who use Microsoft software, participate in Microsoft-based
networks, and even share Microsoft-related resources, all without having to
suffer like a typical Microsoft user.

Even if you're a regular user of Windows or Microsoft Outlook, you will
learn how to keep from suffering security breaches, malevolent viruses, clumsy
applications, and misleading help messages by reading this book. At the very
least, you'll learn how to attain some level of damage control when using
Microsoft systems and software.

NOTE TO THE WISE

Don't think you are immune as a Mac or Linux user. You still have to deal with the
Microsoft world—opening Microsoft Word or Excel files or Windows Media files
from other people. You may have to create files for others to open with Microsoft
products. You have already strayed from the Microsoft Way, but you should arm
yourself with the tools you need to deal with the output from the Microsoft world.

Microsoft is everywhere and all-powerful, and you have to learn how to
deal with it—either by going underground, with a Mac or Linux system, or by
working within the Microsoft world. This book provides answers, alternatives,
and suggestions, salted with historical (and hysterical) anecdotes, peppered
with personal experiences, and cooked with considerable research and testing,.

If the time is right for you to buy a new computer for travel or home use,
don’t automatically assume you need to use the same type of computer as the
one in your office. During the two decades that PCs have ruled the industry,
I've heard the same excuse time after time from people who thought they
needed a Windows PC for home or travel, but would have used something
else (such as a Mac) if they knew they could. Or, they thought they needed to
use the same software they used at the office, which meant Microsoft Office
applications (such as Word and Excel) for at least 9 out of 10 users. Even when
these applications migrated to the Mac, people were wary. Then, during the
last decade and a half, custom “client” applications available only for Windows

niroductian 3



Living is easy with
eyes closed,
Misunderstanding
all you see.

—The Beatles,
“Strawberry Fields
Forever” (lennon/
McCartney)

Tangled

4 iniaduction

appeared in many offices, locking people into using that software at home
and while traveling. Microsoft’s dominance grew, and the Mac lost market
share. Alternative desktop systems faded away.

But things have changed in just the last few years. With the Internet as

the primary information carrier and the Web as its primary interface, it no
longer matters which operating system you use or even which applications.
All most people need is a computer that runs a browser, an email program
(or just your browser with online email), and your suite of “office™ applica-
tions. You can determine what works for you and then use what you like.

Macs work just fine, and as the market grows, Apple’s share remains
steady or grows. In addition, the revolutionary new model of software
distribution called opien source—in which software is given away for free and
volunteers contribute to its development—is changing the dynamics of the
software industry and offering the first real threat to Microsoft dominance.

You now have choices. That's what freedom and capitalism are all about,
right? Let this book be your guide.

Up in Green

This book is for everyone to read, but not necessarily to follow in all ways.
Only the brave might try Linux on a desktop. Many of you might switch to
Macs, because it’s easy to do and nearly always a rewarding experience. Still
more of you will stick with Microsoft systems and software—but you can learn
techniques gleaned from anecdotal experience that will help you avoid viruses
and other catastrophes.

But why should you trust what I have to say? For no other reason than [
want to say it, and I'm willing to sacrifice my “relationship” as a media person
with Micr

ft. I'm more than willing be left off the A list” of analysts and
editors typically invited to Redmond for early-warning non-disclosure brief-
ings (which is no great sacrifice, since I've never been on it). Unlike many of
the proponents of the nascent open source movement, I have no software
to sell that competes with Microsoft. I don’t have a grudge against the green
giant. I once did three days of contract work for the company, and my chil-
dren own some Microsoft stock (as well as Apple stock). I've used Microsoft
software for decades. I still do—at least to test things. I admit that I even made
money with Microsoft software. But, like a rich entertainer from Hollywood
espousing the liberal agenda, I'd like to see some changes that would benefit
the rest of the world.

I owe a considerable debt of gratitude to the people in the computer
industry who freely exchange ideas and information. Many of these people
worked at Microsoft at one time or another, and some still do.

So, to my Microsoft friends: This book contains many cheap shots, innu-
endos, and wisecracks about your company. If you've been with Microsoft for
a long time, don’t get mad—enjoy your millions and stop whining. If you just

joined the company and haven’t made millions yet, you have my sympathy.

But this book is just one of the many irritations that Microsoft and its employ-
ees must endure in order to continue with its plan of world domination.



PART |

YOU SAY YOU WANT A
REVOLUTION

Toave

Every time
I type "win"
T lose.

Life goes on as
before.. Badly!

Free your
software and your

ass will follow.

Failure is net an
option—it's bundled
with Windows.






PLAYING MONOPOLY IS NO
LONGER FUN

We all know the game of Monopoly from Parker

Brothers (and if you don’t, go to www.monopoly.com).
The object of the game is to get rich at the expense of
other players by buying, renting, and selling property.

o
In the original version set in Atlantic City, if you own

Boardwalk, Park Place, Atlantic, Pacific, and Ventnor
Avenues, Marvin Gardens, the four railroads, and the utilities, you pretty
much own the town. The game offers a carefree attitude about business and
life—you can land on Free Parking or land in Jail, depending on a roll of the
dice. You can form alliances with other players to wipe out competitors. And,
with a bit of luck, you could accumulate enough Get Out of Jail Free cards to
rule the game.

In the late 1970s, a Harvard dropout from Seattle named Bill Gates sur-
veyed the fledgling computer hobbyist industry and told his future Microsoft
co-founder, Paul Allen, that it would be easy to monopolize. All you needed
to do was control the software—the Boardwalk, Park Place, Marvin Gardens,
utilities, and railroads of the computer industry. Gates was still talking about
monopolizing the industry in the very early 1980s when his P.R. firm told him
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NOTE

Chapter

to stop using that word. Gates tricked the world’s largest computer company,
IBM, to give Microsoft that monopoly. Since then, Microsoft has tricked,
bullied, or purchased its way to nearly total control over the computer industry.

Interestingly enough, the game of Monopoly was itself stolen from its real inventor and
sold to Parker Brothers the same way Gates sold his imaginary software to IBM—by
tricking the game company (see “Who Invented Monopoly?” al www.adena.com/adena/
mo). The proof is that Marvin Gardens doesn 't exist in Atlantic City. It’s a misspelling
of Marven Gardens in neighboring Margate, NJ. The charlatan inventor who tricked
Parker Brothers had misspelled it when copying the board game, and the “bug” persists
Lo this day.

A monopoly is not illegal, nor is it unethical. Most companies strive for
100 percent market share; they just don’tachieve it. It’s not that Bill Gates or
his company is evil; it seems somehow un-American to complain about him.
But when a company becomes a monopoly, it’s subject to a different set of
rules, so that consumers still have some choices. Microsoft has broken those
rules time and again, but it has never been entirely clear about how this has
affected consumers—until now.

It is obvious now that the Microsoft monopoly, which began sometime
around 1983 and culminated with its dominance of most areas of computing
by 1998, has created more problems for consumers than it has solved. The
result of Microsoft’s monopolistic hold on the industry is the preponderance
of Microsoft code. It's everywhere. Whether it is littered with bugs or not, the
ubiquitous code is a big fat target for nefarious schemes, such as computer
viruses and Internet worms that compromise your computer’s security. It's as
if everyone in the crowd agreed to carry their wallets in their back-right pockets
to make it that much easier for pickpockets.

HOMELAND INSECURITY

You may not think that Microsoft code is so dangerous, but there’s plenty of
evidence 1o support that assertion. According to a CNET news report,” experts

in security, technology, and economic policy agree with the Computer and
Communications Industry Association (CCIA) that the reliance on a single tech-
nology, such as the Microsoft Windows operating system, by such an overwhelming
majority of computer systems threatens the security of the U.S. economy and critical
infrastructure.

The lack of variety makes Microsoft software a consistent target. Reliance on
Microsoft software affects everyone, not just on a business or professional level, but
also on a personal level. It may scare you to know that, in August 2003, the Depart-
ment of Homeland Security announced that Microsoft would supply the software for
the agency’s 140,000 deskiops. The CCIA sent an open letter asking the department
to reconsider.

" lemos, Robert. CNET News.com. September 24, 2003.



If you use the market-leading operating system, Windows, you are more
vulnerable to attacks. That’s like saying that the largest, most successful, and
most heavily armed country on Earth is less secure than a third-world back-
water. (Just because it’s true, that doesn’t make it right.)

‘While almost any company in America could be put under a microscope
and made to look extremely hairy and ugly, the problem with Microsoft is
that it dominates the entire information technology industry, including computer
systems, applications, pocket devices, home entertainment systems, networks,
and the Internet. Microsoft uses its domination to lock hardware manufac-
turers and consumers into using Microsoft software. That means you have no
choice but hairy and ugly.

All that Microsoft code spawning more Microsoft code . .. It’s like
excessive in-breeding. What'’s next, deformed software? Bugs that reproduce
tenfold? I’s time to introduce new genes to the gene pool. To maintain the
health of the software industry, we need an influx of code that has nothing to
do with Microsoft.

The Emperor Has No Hardware

In the original gold rush of the 19th century, millions were made selling
shovels and jeans. In the 1980s gold rush of the personal computer industry,
software was the shovel and jeans. It was important for all personal compulters
to run similar software so that they could share files and applications, espe-
cially over a network. You also needed the same operating system at home
if you wanted to run the programs you used at work. The Microsoft value
proposition was then, and still is today, that you can use different hardware—
computers, displays, and hard drives from Dell, Hewlett-Packard, etc.—while
running the same system software.

Before 1983, computer folks like myself already enjoyed the relative stabil-
ity of using the same operating system on different hardware—we used Digital
Research’s CP/M (Control Program/Monitor) on computers as diverse as
the Compupro multiuser system, the portable Osborne (see Figure 1-1) and
Kaypro machines, the desktop Zenith, Alspa, and Xerox computers, and the
ground-breaking Processor Technology Sol machine. We even used it on
Apple II with the help of a card (ironically from Microsoft) that provided
CP/M compatibility.

In other words, in the beginning, we had freedom of choice in hardware,
accessories, and software due to the work of Digital Research with CP/M.
But this rosy scenario didn’t last. Microsoft changed the industry when it made
a deal with IBM in 1980 to provide the new operating system for IBM’s Per-
sonal Computer (PC). Bill Gates took advantage of both Digital Research
and IBM and, through sheer competitiveness and a little price-fixing, forged
an entirely new industry. This industry, which took off like a rocket from
1981-1984, was based on cloning the IBM PC hardware and using Microsoft’s
DOS (Disk Operating System). In the name of choice, our choices as con-
sumers were actually narrowed.

Playing Monopoly Is Mo longer Fun 9
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The vixen

Figure 1-1: The ground-breaking Vixen portable computer from
Osborne Computer Corp. ran CP/M; it was put back in the closet
when Microsoft introduced DOS and Osborne went bankrupt.

Rather than encouraging a choice in computer hardware grounded in
innovation, Microsoft’s DOS fostered a choice grounded in copycat engineer-
ing. DOS was closely tied to the hardware configuration, which helped to
solidify the IBM PC (which was made from off-the-shelf components) as a
market standard, which in turn spawned an industry of IBM PC clones. Yes,
you had a choice in personal computers—just like the choice Henry Ford
offered with the first Model-T (you could have one in any color as long as it was
black). You could choose any PC as long as it ran DOS just like IBM’s PC did.

y

THE DREAM OF AN OPERATING SYSTEM (DOS)

The story of how Microsoft outfoxed Digital Research deserves its own book. Gary
Kildall, founder of Digital Research, invented the first disk operating system for
microcomputers, which he called CP/M. lts command set resembled another mini-
computer system lost to history called TOPS-10. While Gates and Allen were
tinkering with their first product, a programming language called Microsoft Basic,
Digital Research quietly captured a considerable market share in the burgeoning
microcomputer industry. More than helf a million CP/M computers were sold
between 1976 (when the first computer that ran CP/M—the IMSAI 8080—was
introduced) and the end of 1981 (when the IBM PC was introduced).

(continued)




Kildall continued fo innovate by creating a multiple-user version (MP/M) and
a 16-bit version (CP/M-84), anticipating the new 16-bit computers like the IBM PC.
The hallmark of CP/M and its derivatives was its loosely coupled application pro-
gramming interface (APl}—a software company could write applications for CP/M
and know that the applications would work on all computers running it.

When IBM started working on its first PC, the company contacted Microsoft
first, locking for an operating system. Bill Gates referred them to Gary Kildall and
then called Gary to tell him that “a big company” was interested in his system.
At that time Bill and Gary had an unofficial agreement not to step into each other’s
business areas—Digital Research sold operating systems, and Microsoft sold pro-
gramming languages. At least that's what Gary Kildall thought.

So IBM called Digital Research to say it would be visiting the next day. Years
later, rumors swirled that Gary Kildall had been out flying his plane rather than
meeting with IBM. Indeed, Gary was en route from another meeting in his private
plane, but he was in contact with his company when IBM showed up. No doubt
the IBM reps were put off by this unruly group of programmers running a company
out of a Victorian house in Pacific Grove, California. Digital Research operated
more like Gary Kildall’s think tank than like a business, but the company had trade
secrels to protect. IBM’s ironclad non-disclosure agreement gave it permission to
use that information while denying Digital Research the right to disclose that the
meeting had even occurred. Eventually, Kildall showed up to review the agreement
[contrary to the “out flying” rumers), but another stumbling block was IBM's insis-
tence on licensing CP/M-86 for a flat fee and renaming it. Digital Research would
have lost considerable revenue and brand-name recognition and couldn’t agree fo
that provision.

Bill Gates and his fledgling company, on the other hand, had no trouble with
this stipulation because he had no trade secrefs about operating systems to profect.
Gates and Allen flew fo Florida to meet with IBM and, in a performance that will go
down as one of the most audacious in business history, sold IBM on a new operating
system they didn’t even have. Not only was IBM willing to pay Microsoft royalties on
the new system, but in a momentary lapse of reasen, IBM allowed Microsoft to retain
ownership.

Gates and Allen immediately flew back to Seattle and found an operating
system across town—>Seattle Computer Products had developed a clone of CP/M
called Q-DOS (Quick and Dirty Operating System). Paul Allen bought it outright
for $75,000, and Microsoft renamed it MS-DOS. (IBM called it PC-DOS.) Kildall
was not pleased. “Kildall thought it was thievery,” wrote David A. Kaplan* in The
Silicon Boys, “though it was not in his nature to sue, and the copyright law hardly
would have made his case easy. . . . However, the threat of litigation was enough
to bring IBM back to Pacific Grove, and this time, it seemed more accommodating.”
IBM would offer CP/M-86 as well as PC-DOS on its new PC. All Digital Research
had fo do was promise not to sue. “But the competition was rigged, and IBM's
deal with Kildall was a ruse,” wrote Kaplan. In reality, IBM (with help from Microsoft)
fixed the pricing to make PC-DOS $200 less than CP/M-86, effectively marginaliz-
ing CP/M-86.

“At one industry forum [during that fime], Gates and Kildall appeared on the
same panel,” wrote Kaplan. “Ever the idealist, Kildall maintained the PC market
was vast enough for the both of them. Gates was more clear-eyed and prescient
about the inevitability of a software menopoly. ‘There’s room for just one,’ he
replied.”

* Kaplan, David A. The Silicon Boys. William Morrow. New York, NY, 1999.
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Microsoft made it possible for a group of computer manufacturers to
create the concept of a PC clone that used DOS and, thereby, gang up on
rivals that offered proprietary systems tightly tied to proprietary hardware
(such as Apple). From that point on, all PC clones basically looked and acted
the same—mostly because the manufacturers relied on Microsoft for improve-
ments to the system. Computer manufacturers that didn’t make PC clones
(such as pioneer portable maker Oshorne Computer and award-winning,
customer-oriented Compupro) went out of business, leaving Apple (see Fig-
ure 1-2) as the sole innovator to compete against Microsoft.

gk M b o) - bl

Figure 1-2: The newest version of the Apple Macintosh. Don’t you wish we could have
skipped two decades of lousy PCs and migrated from the Osborne Vixen in Figure 1-1
directly fo this innovative machine?

If you were a computer manufacturer in the mid-1980s that wanted to
innovate and provide an alternative to DOS—a choice, as in a free market—
you had to roll your own, as did Apple Computer, or pay a non-discounted
license for DOS. The only way to get the discount pricing for DOS was to pay
what some called “the Microsoft Tax™: If you offered a range of computer
models in which some ran DOS and others ran the alternative, you had to
pay Microsoft a fee for all your computer models, period.

Microsoft locked in the computer manufacturers that couldn’t resist the
lower pricing, and the rest is history. Eventually, the U.S. Justice Department’s
antitrust division took action, but it was many years too late. Dozens of man-
ufacturers went out of business trying to compete on price alone, because
they had no basis for innovation. They had relied on Microsoft. Today, the
shakedown has advanced to the point where there are only a few computer

manufacturers left.



One could go into all the reasons why Microsoft’s unification of system
software into one standard (DOS) was a good thing for the computer industry,
especially because it led to Windows (which grew out of and then replaced
DOS). Whether the good reasons outweigh the bad repercussions is someone
else’s debate. The question is, why do we need Microsoft’s hegemony now?

SHACKLING THE PC MANUFACTURERS

In the consent decree in phase one of the U.S. Justice Department’s antitrust litigation
against Microsoft, worked up in July 1994, Microsoft agreed to end a set of licensing
practices but without admitting any wrengdoing or suffering any penalty. A consent
decree is a legal document, approved by a judge, that formalizes an agreement.

The most blatant violation was an arrangement by which PC manufacturers
paid Microsoft the same royalty for shipping a computer without DOS as with DOS.
As a result, manufacturers that bought a non-Microsoft operating system still had to
pay Microsoft a royalty. Microsoft was “locking up the market with practices which
every computer manufacturer despised and which the competitors despised,” Anne
K. Bingaman, assistant atforney general in charge of the Antitrust Division, said in
July 1994. “To get these low prices, you had to sell your soul and never leave
Microsoft.” And she also said, “I hope consumers, within a short period of time, will
have more choice of operating systems.”

Of course, the decree was too little and too late. As James Gleick pointed out,
“The practices Microsoft agreed to forge had already served their purpose. Gates was
right when he summed up the effect of the consent decree in one ward: ‘Nothing."””

" Gleick, James. "Making Microsoft Safe for Capitalism.” The New York Times Magazine.
November 5, 1995,

We don’t. And as Microsoft believes in and operates according to the
philosophy of survival of the fittest, it should recognize that the world no
longer needs its dominance and, in fact, is stifled by it. The Internet, and
hardware-neutral local area networks (LANs), provide a common way to
connect computers of any kind and share files. The files themselves conform
to either market-driven standards (such as JPEG or TIFF for image files and
MP3 for music files) or Microsoft-driven standards from the past (such as
Microsoft Word for documents). So it’s not only possible but advantageous for
you, the consumer, to use the operating system and hardware of your choice.

In my humble opinion, Microsoft should recognize these facts and break
itself up into smaller companies that serve customers better. The breakup
might even serve shareholders better than just giving them back some of their
cash in dividends, as Microsoft did in 2004. Of course, I could be wrong.

You be the judge. Let’s take a look at history and see how Microsoft’s
moves for domination affected the average computer user (me).

The Empire Strikes Back: A Thumbnail History of Microsoft

At every step of personal computer software evolution, Microsoft has either
pushed out or bought out competitors and consolidated its position as a
monopolist.

Flaying Monopoly Is Na Longer Fun 13
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1980 to 1983

Microsoft rolled out DOS, a virtual copy of Digital Research’s CP/M, as
described in the preceding section, along with the introduction of the IBM
PC. The PC clone industry was born, and nearly every manufacturer of CP/M
machines went out of business.

For me, it meant that all my CP/M-based applications were useless, my
third-party add-in cards for the standard S-100 bus used in CP/M computers
were obsolete, and my documents and databases were locked on disks that
would never be read by the new wave of PCs.

1984 to 1990

Microsoft squashed all competition by developing Windows, a virtual copy of
the innovative GEM Desktop graphical user interface (GUI) by (once again)
Digital Research, to run on top of DOS. The Apple Macintosh rose in opposi-
tion, its interface also loosely based on the GEM Desktop (which, in turn, was
based on an interface developed at Xerox). Despite being unstable for years,
Windows grew to dominate the desktop PC business, leaving the Apple Mac
marginalized, while Digital Research went out of business.

For me, it meant buying a Mac to do graphics and page layout, buying a
PC to maintain compatibility with clients who used PCs, and spending the
next few years trying to share files between them. The Mac eventually captured
most of my work because the Mac emphasized desktop publishing; to this day
I can still open the files I created on early Macs.

OUR TAX DOLLARS AT WORK

The U.S. Justice Department has been investigating Microsoft since 1988 and has
sued Microsoft, along with 20 state governments, at least three times. The end result
of all these efforts, paid for by U.S. taxpayers? Nothing.

1991 to 1996

Microsoft released Windows 3.1, and several years later, to fix bugs in that
version, they released Windows 95 to universal acclaim. Microsoft touted this
version as ready and able to do desktop publishing (which it finally was) and
multimedia (which it woefully wasn’t—but at least it played music, a decade
after the Mac started playing music). The high tech industry, dominated by
high-profile investors in Windows application software companies, gave
Windows 95 its vote of confidence as a standard operating system, while
compelitors vanished. Apple held on to its proprietary system and refused
to license it, dooming the Mac to a very small minority market share.
Microsoft also took over the markets for word processing and spreadsheet
applications with products that were essentially clones of WordStar and Word-
Perfect (word processing) and VisiCalc and Lotus 1-2-3 (spreadsheets). All
these companies, founded by ex-hippies and free thinkers, were eventually



We appear as a
sociely fo have
decided that it’s
okay for one
company fo
control the
software that
operates fhe
machines we use
to compute and
communicate
every day. . ..
Microsoft has that
cerfain confidence
that comes from
enjoying a
monopoly and
being very good
at its business,
which leads if to
believe that it can
do anything.
—Stewart Alsop®

sold or went out of business, and their products are no longer on the market.
All efforts to standardize document formats (including Adobe’s Portable
Document Format, or PDF) were sabotaged by Microsoft’s inability to “print”
to those formats. (Microsoft wasn’t the only company to blame. The makers
of QuarkXPress, the most popular page layout software for magazine publish-
ing, were also reluctant to support them. Quark had learned a thing or two
from Microsoft’s marketing strategy, and locked in its publishing customers
by “hard-wiring” solutions that work today but break tomorrow, forcing

customers to buy upgrades.)
For me, it meant disaster if I used any word processor other than Micro-

soft Word. PDF remained an elusive ideal never fully realized until after the
Internet hit and put Microsoft off-balance. Fortunately, Word on the Mac has
been a tolerable tool set until very recently (one of the reasons I wrote this
book).

1996 to Today

Microsoft owns more than 90 percent of the desktop computer system market,
marginalizing the Mac as the only possible competitor. Microsoft crushed all
other Internet browsers, putting innovator Netscape out of business, and
moved swiftly to lock out other media players, putting pioneer RealNetworks
in jeopardy. Microsoft gained considerable market share in the world of PDAs
and handheld devices with a portable version of Windows, and is now moving
swiftly to establish its digital rights management (DRM) technology to control
access to all of the world’s audio and video content. And so it goes on.

By the year 2000, I was exploring various alternatives to Microsoft soft-
ware to escape virus attacks. As an employee of various technology companies
over the years, I was required to use PC laptops running Windows 95, but
I continued to invest in Mac technology at my home /office, because Win-
dows 95 was not suitable for multimedia work. As my children grew up on
Macs and PCs, they preferred PCs—ironically because more games and
multimedia titles were available for PCs. While game developers used Macs
to create and edit graphics, digital audio, and digital video, their results were
coded into Windows games, because Windows owned the lion’s share of the
PC market.

Even I got into the act, developing and publishing a multimedia CD-ROM
called Haight-Ashbury in the Sixties.” Tt was completely developed and program-
med on a Mac, but sold to run on Windows 95 PCs. I also sold a Mac version.
And I spent about 10 hours on PC technical support for every minute I spent
on Mac technical support.

My family now uses Macs and PCs linked in a wireless Apple AirPort net-
work (and Ethernet). We use AirPort because it works seamlessly with wireless
Mac and PC laptops with no need for software installation on the PC laptops.
I'now use nothing but alternatives to Microsoft software on my Mac PowerBook
(except for testing purposes).

. Tony and Allen Cohen. Haight-Ashbury in the Sixties. CD-ROM by Rockument.com. June

ee www.rockument.com.
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With the Adobe PDF standard for documents and the service capabilities
of websites and portals on the Internet, there is less of a need to use Microsoft
software—even for business. IU’s possible to use the Web as an interface to
popular enterprise applications such as SAP business packages and Oracle
databases. No longer do people need to duplicate their office PC environ-
ment on a home PC. People can use whatever they want, as long as they can
connect to the Web.

PUTTING BUGS INTO SOFTWARE TO THWART
COMPETITORS?

It is not unusual for high-tech companies to be pursued by the Federal Trade
Comnmission (FTC) for “deliberate incompatibilities” in products. Cases involving
companies such as Eastman Kodak and IBM helped established sections of antitrust
law that address issves including “non-price predation” and “predatory innovation.”
In 1993, the FTC investigated Microsoft about the relationship between two of
Microsoft’s operating systems products—Windows 3.1 and MS-DOS. In particular,
the FTC’s Bureau of Competition tried to determine whether Microsoft had “done
something” to Windows 3.1 to deliberately keep it from running with Novell’s DR
DOS, which competes with MS-DOS {and was originally developed by Microsoft
archrival Digital Research).

According to Andrew Schulman, a contributing editer to Dr. Dobbs Journal,”
“If you were one of the thousands of Windows 3.1 beta testers, and if you happened
to be using DR DOS rather than MS-DOS, you probably butted heads with a seem-
ingly innocuous, yet odd, error message. . . . This message is a visible manifestation
of a chunk of code whose implementation is technically slippery and evasive. While
it's impossible to gauge intent, the apparent purpose of this code is to lay down
arbitrary technical obstacles for DOS-workalike programs.”

Schulman did some substantial system-level sleuthing to discover that the code
cavusing the error “appears to be a wholly arbitrary test, a gratuitous gatekeeper
seemingly with no purpose other than to smoke out non-Microsoft versions of DOS,
tagging them with an appropriately vague ‘error’ message. . . . This code seems to
have no technically-valid purpose, checking instead some rather unimportant aspects
of DOS. In short, you can have an otherwise perfecily workable DOS, capable of
running Windows, and yet not pass this fest. . . . Windows beta sites that used DR
DOS rather than MS-DOS might have been scared into not using DR DOS.”

Of course, the section of code that performed this crucial test was the most
heavily encrypted and cbfuscated, resisting most attempts at decryption and
disassembly. And of course, Microsoft did not comment on the report or any other
accusations of misconduct, taking the position that pending investigations prevented
them from responding.

So what eventually happened in the FTC investigation? In February 1993, the
FTC deadlocked on a 2-2 vote and decided to take no action (our tax dollars at work).
In August of that year, the U.S. Department of Justice took over the FTC investigation,
which eventually led to the filing of the May 1998 antitrust suit against Microsoft.
In 2000, Microsoft was found liable for maintaining an illegal monopoly in personal
computer operating systems, largely due to the inclusion of Internet Explorer (IE) with
Windows—but the previous allegations of misconduct regarding DR DOS were never
investigated further.

* The programmer’s magazine about languages, platforms, and tools published for more than
two decades. See www.ddj.com/documents/s=1030/dd{9309d



At the same time, all the folks using Microsoft software and Windows
are targets for viruses and nearly defenseless against them, relying solely on
Microsoft to address the problem. Bill Gates spoke at a trade show in early
2004 and declared that that year, Microsoft would focus on security. Thanks,
Bill. Three years after September 11, and I feel as insecure as ever.

Consumers aren’t the only ones left insecure by Microsoft (in this case,
by Microsoft code}. Businesses are also much too insecure due to Microsoft’s
monopolistic practices. Software entrepreneurs avoid entire areas of comput-
ing because Microsoft owns them.

No One Expects the Microsoft Inquisition!

In the famous Monty Python routine, representatives of the Spanish Inqui-
sition suddenly appear and take over whatever skit is in process. Their two
chief weapons are fear, surprise, and . .. No, their three chief weapons are fear,
surprise, ruthless efficiency, and . . . No, their four chief weapons are fear, etc.
Microsoft’s chief weapons are fear, uncertainty, and doubt, which in fine
Silicon Valley tradition is abbreviated FUD. As in Elmer Fudd. As in you are
Elmer Fudd about to be hoodwinked again.

FEAR AND LOATHING IN THE VALLEY

Microsoft is considered the Evil Empire by so many high-level executives and well-
known entrepreneurs in Silicon Valley that they are running out of metaphors
to describe Gates and his company—Darth Vader, the Godfather, the Beast of
Redmond, the Great Satan, the Leona Helmsley of technology, etc. Marc Andreessen,
the cofounder of Netscape, referred to Microsoft as the Mafia in an interview with
The New Yorker; Scott Cook of Intuit called Microsoft Godzilla after it tried to
acquire his company; Silicon Graphics founder and Netscape cofounder Jim Clark
and Scoft McNealy, President and CEO of Sun Microsystems, have referred to
it as the Evil Empire for so long that they started calling their respective companies
[Netscape and Sun) “leaders of the Rebel Alliance.” Microsoft has often been
compared fo the Borg in Star Trek episodes—a race of beings that assimilates enfire
planets and enslaves their populations. Woe unto any company that stands in its
way—Microsoft will either buy you on the cheap or stomp you.

As David A. Kaplan wrote in The Silicon Boys,” "Companies define
themselves in terms of Microsoft, as in “We make software that Microsoft hasn't,
doesn’t, and God we hope, won't."”

* Kaplan, David A. The Silicon Boys: And Their Valley of Dreams. Harper Perennial:
New York, 2000.

Microsoft is not known for innovation but for copycat engineering and
stifling the competition with FUD. As Jerry Kaplan points out in his book
Startup: A Silicon Valley Aduventure,” Microsoft became adept at identifying
promising market niches with weak competitors. “It would closely study their
products and tactics, then launch an attack on their position with a strong
product and aggressive pricing. Sometimes, Microsoft would propose some

" Kaplan, Jerry. Startup: A Silicon Valley Adventure. Houghton Mifflin. Boston. 1995.
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form of cooperation or joint development, to learn about the market before
staging its own entry. This was the corporate version of the cheetah’s hunting
technique: keep a close eye on your prey, sneak up, then outrun it.”

Okay, so Microsoft plays rough. Why should you care whether Microsoft
stomped on the competition or locked up the market? Gushy liberals might
care that small companies got stomped on, jobs were lost, the poor got poorer,
and a small group of rich jerks now run everything. Libertarians might decry
the lack of innovation and freedom of choice, and that a small group of rich

jerks now run everything. Hard-nosed conservatives might care that Microsoft

puts its multinational interests ahead of the good old U.S.A., that security is
worse than ever, and that a small group of rich jerks now run everything.
You should care because you're nol one of the rich jerks that now run every-
thing, and you’re stuck with no choice but the crud put out by Microsoft, in
the absence of real competition.

No competition? No choice? Sounds downright un-American. In the
Sixties, we learned that in Communist Russia, you could have only one kind
of car or washing machine—the kind manufactured by the state. With no
competition, the state-run factories churned out products that were faulty
and drab. No Calvin Klein jeans, no Guccis. Rock 'n’ roll was not allowed on
the radio (if you could even get a radio). Watching the PC revolution unfold
in the late 1980s with cold, gray, drab PC boxes showing up on every desk, all
running the same inscrutable operating system, unable even to play music
the way Macs could—all I could think of was the perception back in the Sixties
of Communist Russia, where you had no choices due to lack of competition.

Communist Russia and Microsoft have at least one thing in common:
an agenda for world domination. Any organized effort to diminish Microsoft’s
power in the industry is met with overpowering force. There are numerous
examples, but the case that achieved the most notoriety was the Netscape
Stomp.

Microsoft’s attempted conquest of Netscape in the late 1990s set a new
standard for corporate arrogance. Part of Microsoft’s frustration arose from
being so far behind Netscape in the Internet game. When Netscape’s Naviga-
tor browser first appeared on the World Wide Web, Microsoft had only a few
engineers working on a browser of its own. In the summer of 1994, Netscape
needed to make Navigator run properly on a new version of Windows that
Microsoft was developing (Windows 95) and needed technical information

just like any other company that made application software for Windows.

So Netscape arranged to meet with Microsoft to talk about getting this
information.

Microsoft sought first to buy the Netscape code for Windows 95. As David
A. Kaplan wrote in The Silicon Boys,” “Netscape was unlikely to give up its fran-
chise under any circumstances, but the flat fee Microsoft had in mind was a
pathetic $1 million . . . During the lunch break from the meeting, the Micro-
soft team got on their cell phones back to Redmond—DMicrosoft refused to
use Netscape land lines—and returned with a Microsoft vengeance. ‘It was a
180-degree shift,” recalls Netscape’s Todd Rulon-Miller. ‘It was like Khrushchev

" Kaplan, David A. The Silicon Boys: And Their Vailey of Dreams. Harper Perennial: New York, 2000.



at the table. They told us, “We’re going to bury you. Cooperate with us and

we'll consider a relationship.

Indeed, the relationship Microsoft eventually proposed, in June 1995,
was for Microsoft and Netscape to rig the market. Netscape CEO Jim Barksdale
recalled in testimony (in the 1998 antitrust suit against Microsoft brought by
the U.S. Justice Department and 20 states) that Microsoft “proposed thata
‘line’ be drawn between the area in which we developed products and com-
peted and the area in which they developed products. . . They offered to allow
us to continue to develop browsers for other operating systems, as long as we
did not uy to compete with them in developing a browser for the Windows 95
platform.”

Wrote Kaplan, “It was like the mob agreeing to let honest garbage
collectors have Staten Island while it controlled the busy streets of Brooklyn
and Queens. Microsoft would even agree to finally give Netscape the technical
data on Windows 95 it had been seeking . . . Consistent with its threat, Micro-
soft delayed giving Netscape technical data on Windows 95 until after the
operating system hit the market. Netscape later even suggested the operating
system contained booby traps to cause conflicts with Navigator.” In fact, in
1996, Netscape discovered one such booby trap that prevented Navigator,
the most widely used web browser at the time, to access Microsoft’s home
page. Imagine that.

By 1998, Navigator was overtaken by Microsoft’s freely distributed
Internet Explorer browser, the subject of yet another lawsuit brought by
the United States against Microsoft. Internet Explorer was integrated into
Windows itself, shutting out browser competition and setting the stage for
other similar integrations. The Beast of Redmond sought to control the soul
of computing by controlling the soul of the computer: the operating system.
As James Gleick wrote in The New York Tines Magazine,” “The case against
Microsoft, in the eyes of its rivals, comes down to one central issue: leverage,
using the operating system as a fulcrum to gain power in new markets.”

By controlling the operating system and tightly integrating applications
into it, Microsoft was able to shut out most of the competition, absorb anything
that was innovative, and maintain its leadership. For many companies, such
as Lotus, WordPerfect, and Borland, product lines and market leadership
positions were lost nearly overnight as Microsoft shifted development from
DOS to the Windows operating system. These companies either could not
produce Windows versions fast enough or refused to do so in a timely fashion,
rather than promote Windows as the new standard (which would ultimately
hurt their businesses and strengthen Microsoft). Microsoft took advantage
of the opportunity with Windows to integrate its Office application suite and
tightly bind the suite to the Windows environment, surpassing the competi-
tion with its support for Windows—a system Microsoft could obviously support
better and more quickly than its competitors because the company owned it.
As the mass market caught on to the usefulness of PCs, Windows became the
unofficial state religion of the high tech industry.

" Gleick, James. “Making Microsoft Safe for Capitalism.” The New York Times Magazine.
November 5, 1995.
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MICROSOFT HIRES THE POPE, GETS RELIGION

Around Christmas 1994, a prankster posted a fake news report online that Microsoft
had acquired the Catholic Church. “If the deal goes through, it will be the first time a
computer software company has acquired a major world religion,” stated the phony
news report, which was datelined Vatican City and atiributed to the Associated Press
(AP). “With the acquisition, Pope John Paul Il will become the senior vice-president

of the combined company's new Religious Software D

“We expect a lot of growth in the religious market in the next five to 10 years,”
Microsoft chairman Bill Gates was quoted as saying in the fake report, re-posted by
Hank Vorjes on Annoyances.org, an online humor site.” “'The combined resources
of Microsoft and the Catholic Church will allow us to make religion easier and more
fun for a broader range of people.’ The deal grants Microsoft exclusive electronic
rights to the Bible and the Vatican's prized art collection.”

According to the fake report, Microsoft would make the sacraments available
online and revive the popular pre-CounterReformation practice of selling indulgences.
According to Gates, "You can get Communion, confess your sins, receive absolution—
even reduce your time in Purgatory—all without leaving your home.”

An estimated 17,000 people attended the announcement in St. Peter’s Square
and watched host-comedian Don Novello—in character as Father Guido Sarducci—
on a 60foot screen. The event, so the parody went, was broadcast by satellite to
700 sites worldwide. In his address, Gates described Microsoft's long-term strategy
to develop a scalable religious architecture that would support all religions through
emulafion. A single core religion would be offered, with a choice of interfaces accord-
ing to the religion desired. The phony story quoted Gates as saying it would consist
of "One religion, a couple of different implementations.”

Microsoft released a humorless statement denying the acquisition and
denouncing the report as a fake.

" See www.annoyances.org/exec/show/article09-017

Fear and Loathing in the Microsoft Office Suite

Chopter 1

Anyone who has ever used Microsoft Office knows that the application pack-
age dominates desktop computing and frustrates computer users. Office
includes Microsoft Word, Excel, and PowerPoint, the triumvirate of desktop
business applications. Everyone knows them; they are as ubiquitous as manila
folders and sticky notepads and are even available for the Mac platform.
Since nearly everyone in the world needs a copy of these three applications,
Microsoft imposes the equivalent of a tax on worldwide productivity with
these essential but costly applications.

How did Office come to dominate desktops? Start with an operating
that is complex, poorly documented, and not readily

system—Windows
accessible to the competition. Microsoft has always been able to change this
system at will and then preclude other companies from catching up to the
new version by only releasing information very slowly. Scanning the horizon,
Microsoft recognized that the emerging “office suite” packages would be the
best way for the company to consolidate its leadership position in applications.
Microsoft integrated its popular Word and Excel packages with a new tech-

nology called OLE (object linking and embedding) that used the operating
system to allow applications to share data (such as opening a spreadsheet



within a Word document). However, since Microsoft controlled OLE, it could
manipulate the OLE specifications to its advantage and change them to suit
its applications, leaving competitors in the dust.

Microsoft Office was already dominating the world of PC applications
when Microsoft added its not-highly regarded slideshow program called
PowerPoint to the mix for free. Transform might not be the right word to
describe what the free version of PowerPoint did to the market for slideshow
software. “Microsoft didn’t transform the market but strangled it,” said Karl
Wong, director and principal analyst at research firm Dataquest in 1995.”
The Office applications created files that couldn’t be used by applications
from other companies, and with the network effect of more people using
Office, the need to share files with Office users helped Microsoft’s market
share grow exponentially.

WHAT EVIL LURKS INSIDE YOUR
OFFICE DOCUMENT?

Did you know that your Office documents—Word files, Excel spreadsheets, or
PowerPoint slideshows—contain hidden information, including comments and
revisions? If you don’t know all the tricks for stripping out or deleting this information,
you are essentially compromising security every time you share an Office document.
For example, if you save an Excel spreadsheet with new values in its rows and
columns, the older values you deleted may still be in there, retrievable by someone
who knows how.

Office stores comments, the entire revision history with multiple revisions, the
document owner, links to web pages and files, hidden text, and hidden rows and
columns, among other things. Microsoft now offers an Office add-in called Remove
Hidden Data” that lets you permanently remove some of this hidden information
(mostly the revisions and comments) from Word 2003 /XP, Excel 2003 /XP, and
PowerPoint 2003 /XP files.

" See www microsoft.com/downloads/details.aspx2FamilylD=144e54ed-d43e-42ca-bc7b-
5446d34e53608displaylang=en.

By tightly integrating the applications with the operating system, Microsoft
violated one of the core principles of software programming. Ordinarily, you
would design loosely coupled interfaces between the system and application
software, or between modules, to make maintenance easier and to upgrade
different pieces at different times without having everything break. After all,
why should your applications stop working, just because you upgraded the sys-
tem? Microsoft employs programmers who know these principles; nevertheless,
the company has discouraged the kind of modular techniques that would
make computing life easier. As James Gleick pointed out in 1995, “For
whatever reason, Microsoft has put aside its otherwise good practices. .
Integration of this sort is about lock-ins through integration too tight to easily
reverse, buttressed by network effects that effectively discourage even trying

ick, James. “Making Microsoft Safe for Capitalism.” The New York Times Magazine. November
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But you can pick this lock; you can set yourself free. You can even use
software that lets you pretend you are using Microsoft Office, for the sake of
your clients and associates with whom you share files, and never be imprisoned
again. Chapter 4 describes alternatives to using Word as well as how to work
with Word in a way that doesn’t compromise your documents. Chapter 5
provides the same information about Excel and PowerPoint.

Outlook: More Viruses

Chapter 1

Do you remember the Love Bug? Not the original Volkswagen car, but the
ILOVEYOU virus, which spread quickly around the world in 2000. Security
experts said the quick spread of the Love Bug was a demonstration of Micro-
soft software working as designed—Microsoft chose added functionality over
the risk of security breaches. Microsoft’s response in 2000 was to allow people
to configure the software as they pleased. Of course, most people didn’t
understand the options or how to change them.

In May 2000, a CNET News report stated that a security hole in the
open default settings for Microsoft Outlook and Outlook Express allowed
email to be loaded with a destructive program that could go as far as erasing a
person’s hard drive. Programs that took advantage of this might not have any
attachment that would make it look suspicious—the message would look
like ordinary email or spam. Microsoft defended its decision to leave default
settings open in the interests of convenience, noting that concerned people
can change the security settings. What this means is that you have to be aware
of these problems to keep your computer secure.

Microsoft Windows and Microsoft Outlook are the perfect breeding
ground for virus attacks, Internet worms, Trojan Horse viruses, and spyware.
Any Visual BASIC programmer with a good understanding of how Windows
works can write a virus. It’s amazing that these Internet security problems are
continually labeled as “"email viruses” or “Internet worms” rather than the
more correct designation of “Windows viruses” or “Microsoft Outlook viruses.”

Sun Microsystems chief executive Scott McNealy, during his keynote
speech at the JavaOne trade show in June 2004, said he was surprised the
market didn’t share his fury at Microsoft over the security flaws that have
been exploited by hosts of malicious software for many years. “Where’s the
outrage on viruses? I don’t understand. Just in the first quarter, there were
losses of $300 billion for worms and Trojan viruses. We call them worms and
Trojans, but they're Microsoft viruses,” McNealy said.

McNealy’s estimate of $300 billion comes from analyst firms that have
produced varying estimates of virus costs. Of course, these are the same firms
that estimated the cost of the infamous webcast of a Victoria’s Secret under-
wear fashion show—nearly $120 million in lost productivity, according to
these guys. Who really knows? All you really know for sure is that you don’t
want a virus.

Security experts blame Microsoft for not moving fast enough to adapt to
security threats in the Internet age. Some say the vulnerability of Outlook is
evidence of fundamental flaws in many Microsoft products—rather than
bugs, the problem is a flawed approach to software design. But many miss the




bigger issue, which is that Microsoft considers technological innovation and
perfection to be a luxury. As everyone in America knows, the “best” product
is not always the bestseller. Microsoft enters a market quickly with what many
believe to be an inferior product but establishes a foothold, gains market
share, and eventually builds it into a standard.

NEVER BEEN A JAVA VIRUS?

In June 2004," Sun Microsystems chief executive Scott McNealy reassured his
audience of programmers working with Sun’s Java platform that “if you write proper
Java applications, we have solved Ebola, anthrax, and mad cow.”

Sun’s chief operating officer, Jonathan Schwartz, explained McNealy's refer-
ence fo proper Java applications: “The way we architected the Java platform was on
the assumption that there would be bad people out there. We needed to ensure we
made it difficult for bad people and bad code to do harm to others. We haven't
played this up a lot, but no one’s written a virus in Java.”

* CNET news report. June 29, 2004.

In some cases, rather than innovate, Microsoft creates a new product
overstuffed with features that harken back to an earlier age of computing, if
only to bring the trailing-edge people forward with every release. For example,
according to The Wall Street Journal’s personal computing guru Walter S. Moss-
berg, Microsoft has “stubbornly insisted” that Outlook and the entire Office
suite of software be programmable.” Mainstream users of Microsoft Office
derive few benefits from this programmability, Mossberg claims, but Microsoft
does not listen to mainstream users. Rather, the company listens to “techies,
developers, and corporate computer departments” who love the program-
mability features. He suggests that Microsoft make programmability an extra
option for those who want it rather than an integral part of the products.

Let’s not mince words, Walt, tell us what you really think! “I don’t use
Outlook,” he wrote in October 2002." “I find it dense, ponderous, and slow.
Itis the most over-engineered, unnecessarily complicated program in common
use today. While it has gotten a little simpler over the years, it's still overkill
for most people.”

I have used email and the Internet since its inception. But I have never
used Outlook, and I have never been infected by an email virus. Coincidence?
But don’t take my word for it, at least not yet—see Chapter 7 for an entire
chapter on avoiding viruses in your email.

Microsoft’s Customers Sing the Blues

Microsoft is mean to its own customers. Security is the number one issue
among computer users today, but if you're one of about 200 million people
using older versions of Windows, Microsoft has recently reneged on its
responsibility to make your computers secure. If you want the latest security
enhancements to Internet Explorer, you need to upgrade to Windows XP,

" Mossherg, Walter S. “Mossberg’s Mailbox.” The Wall Street Journal. May 18, 2000,
T Mossberg, Walter S. The Wall Street Journal. October 22, 2002.
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Chapter 1

which, as of this writing, costs $199. “We do not have plans to deliver Windows
XP Service Pack 2 enhancements for Windows 2000 or other older versions of
Windows,” the company said in a statement on September 23, 2004. “The
most secure version of Windows today is Windows XP with SP2. We recom-
mend that customers upgrade to XP and Service Pack 2 (SP2) as quickly as
possible.” The Windows XP SP2 enhancements provide patches, bug fixes,
and security features for Windows XP and Internet Explorer.

According to the researchers at the Internet Storm Center, an unpatched
Windows PC connected to the Internet will last for only about 20 minutes on
average before it’s compromised by a worm or virus. That figure is down from
around 40 minutes, the group’s estimate in 2003."

The drop from 40 minutes to 20 minutes is worrisome, because it
means the average survival time is not long enough for you to download the
very patches that would protect your PC from Internet threats—a catch-22.
In a guide to patching a new Windows system,’ the Internet Storm Center
recommends that users turn off Windows filesharing and enable the Internet
Connection Firewall. Although Microsoft’s latest security update, Windows XP
Service Pack 2, will set such a configuration for you, you have to go online to
get the update, opening yourself up to attack.

Microsoft has promised “ongoing security updates” for all supported
versions of Windows and IE. But these security updates don’t include the
more robust and substantial security fixes that come with SP2, which is what
everyone wants. At this point, more than half of the Windows customers in
the world will not have access to these security features unless they upgrade
to Windows XP with SP2.

One reason the security problem is getting worse is that corporate network
administrators rely on employees to patch their own systems. Everyone from
the low-level secretaries to the high-level executives have to remember to do it.
If their Windows XP systems are configured to download the updates automa-
tically, all they have to do is click the Add button when the Updates message
pops up—like OS X on the Mac, it offers system updates like a butler offering
tea and cookies. Of course, you have to be connected to the Internet and
willing to download very large files when you update; you also have to be using
Windows XP rather than earlier versions of Windows to stay current with bug
fixes and worm blockers.

Due to the ubiquity of earlier versions of Windows in the typical corporate
office, corporate network administrators can never really be sure if their net-
works are secure. Speaking in the summer of 2004 at the Microsoft TechEd
developer conference in Amsterdam, Microsoft security consultant Fred
Baumhardt said the day is likely to come when a virus or worm brings down
everything. “Nobody will have time to detect it,” he said. “Nobody will have
time to issue patches or virus definitions and get them out there. This shows
that patch management is not the be-all and end-all.” Baumhardt compared
the situation to the human immune system: “If the human body did patch
management the way (companies do), we’d all be dead.”

" Loney, Matt and Robert Lemos. “Study: Unpatched PCs compromised in 20 minutes.” CNET
News.com. August 17, 2004,

T See hutp:/ /dw.com.com /redirrdestUrl=http% 3A%2F % 2Fisc.sans.org % 2Fsurvivalhistory
phpé&siteld=3&0ld=2100-7349-5313402& ontld=1009&lop=nl_ex.




And, folks, this situation is never going to end. On October 12, 2004,
Microsoft published 10 software security advisories, warning Windows users
and corporate administrators of 22 new flaws. The advisories and patches
range from an “important” flaw, affecting only Microsoft Windows NT Server,
to a collection of eight security holes, including three rated “critical,” that
leave Internet Explorer open to attack. “Critical” is Microsoft’s highest
severity rating.

IN GATES WE STILL TRUST?

In January 2002, Bill Gates sent an important memo to Microsoft employees about
trustworthiness. Gates typically uses such memos to indicate major changes in
direction—such as when he kicked off the company's .Met initiative in 2000 and
its push to be more Internet-centric in 1995.

“Today, in the developed world, we do not worry about electricity and water
services being available,” Gates wrote in the 2002 memo. "With telephony, we rely
both on its availability and its security for conducting highly confidential business
fransactions without worrying that information about who we call or what we say
will be compromised. Computing falls well short of this.”

Indeed. Several years after calling for Microsoft to make its products more
“trustworthy,” the products are still as bug-ridden as mattresses in a flophouse, with
more security holes than it would take to fill Albert Hall. Perhaps it takes more than
just a few rocket scientists to make Microsoft software trustworthy. “We said that
Trustworthy Computing is a 10-year project, sort of like [President) Kennedy sending
people to the moon,” said Scott Charney, chief security strategist for Microsoft, to a
CNET reporter in January 2003, one year after Gates’ memo.” That means the race
to be trustworthy will probably spawn an entirely new security industry that will take
until 2012 to make trustworthiness affordable. It's a brilliant strategy that actually
profits from bugs and security breaches.

To its credit, Microsoft has made a considerable effort to clean up the Windows
code, spending close to $100 million. But solutions for reliability and business integrity
are largely in the planning stages, and privacy is a thorny issue. In August 2002,
Microsoft signed a consent decree with the Federal Trade Commission dealing with
possible violations of privacy policy in its Passport authentication service. And since
no one is actively complaining against the privacy controls in Windows Media Player
|except cranks like me), Microsoft seems to be getting a free ride on this initiative
as well.

* Lemos, Robert. “One year on, is Microsoft ‘rustworthy'2* CNET News.com. January 16,
2003. See hllp‘//news,com,mm/?'lOO-IOOI-QS'IOIS,hrm\,

Imagine There’s No Microsoft . . .

I wonder if you can / No longer forced to use Windows or Office, / and
everything works on a LAN.

Ever wonder how, in Star Trek, the Klingon ship’s computer could easily
grab data from the Enterprise’s computer? Did you think they both used
Microsoft software? Star Trek is not a frivolous comparison—real-world cell
phones, handheld PDAs, CD-ROMs, and many other high tech gizmos were
modeled after Star Trek devices. All you need to do to imagine a world without
Microsoft is watch Star Trek or any of its spinoff shows, and see how it easy it
will be in the future to share information between intelligent devices and
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Chopter 1

systems from different planets. Don’t count on Microsoft to lead us all into
that utopian future.

The company means well, but it has grown too large and too powerful.
As e-commerce expert Dana Blankenhorn writes in the influential newsletter
A-Clue, "Microsoft became a defensive company with the new Millenium.”
According to Blankenhorn, the ultimate price of great success is moving
from playing offense to playing defense. “Offense is the natural stance of a
growing business, defense the stance of an institution. Competition always
favors the offense, but those playing defense can stay on top by changing the
rules of the game, guaranteeing their success by stopping the process that
gave them success.” This is why, according to Blankenhorn, “Bill Gates no
longer thinks in terms of rapid growth. He thinks in terms of maintaining his
advantages as long as possible.”

WE'D HAVE $60 BILLION TO PLAY WITH

Novell is @ company that would know what to do if there were no Microsoft. At
BrainShare Europe, Novell’s annual conference in Barcelona in September 2004, "
Novell CEO Jack Messman told customers and partners, “I am of the opinion that
innovation has been slowed because of Microsoft. It has sucked $60 billion out of
our industry that could have been used for innovation.” He referred to Microsoft's
exhaustive license fees for Windows, which have prevented independent software
developers from directing cash into more innovative software.

The solution, according to the Novell boss, will come through the open source
software movement, which will force the further commoditization of operating systems.
That, in turn, will enable companies to spend more on highlevel development with-
out having to worry about compatibility with versions of operating systems. “Novell
is keen fo position itself as a software maker able to offer a complete alternative to
Microsoft's products.”

* Donoghue, Andrew. “Novell: Microsoft ‘sucked $60 billion’ out of IT.” CNET News.com.
September 13, 2004.

The few software companies that have survived Microsoft’s onslaught
(mostly by not competing head on) can imagine a world without Microsoft.
Many have embraced the nascent open source movement (see Chapter 3) in
an effort to simply ignore the Beast of Redmond. Others work with Microsoft
at arm’s length in an effort to keep Microsoft from moving into their markets,
but even these companies understand that Microsoft’s predatory practices
guarantee that if there’s money to be made in a high-tech market, Microsoft
will move in.

Imagine a world in which there were at least four or five operating sys-
tems with roughly equal market share. Virus makers would have to create
four or five versions of their viruses, or make them far more sophisticated to
be able to work with different systems. You could choose a Mac-like system,
run it on a cheap PC, connect it to any LAN or wireless network, and run
applications pre-configured to run for your system.

And there’d be lots of new applications to choose from, without Microsoft
Office around acting like a bully in the playground.

* Blankenhorn, Dana. A-Clue, September 13, 2004. See www.a-clue.com.



ALL YOU NEED IS A MAC

For a single, one-stop-shop alternative to using Microsoft
software, you can’t go wrong with an Apple Macintosh.
From the ground up, the Mac system has no Microsoft
code, and although you can run Microsoft’s applications
(such as Office) on a Mac, you certainly don’t have to.

Some people really like the Mac because it offers a better computing
experience. That’s because Apple controls the hardware and the software,
and tightly integrates them so that they work well together. Apple puts extra
effort into designing its products with style, and charges a bit more for it to
pay for extra R&D, but as a result, the company can offer a sexier, more
innovative computing experience that makes a Windows PC look like a
bucket of bolts and screws.

It's not entirely Microsoft’s fault that Windows PC hardware is clunky,
although Microsoft specifies to some degree how the hardware should be
designed. With the exception of the popular Microsoft Mouse and some
prototypes for manufacturers to copy, Microsoft doesn’t make hardware. It
offers an inexpensive system that other manufacturers can incorporate into
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their products—manufacturers such as Dell and Gateway. Blame them for
your PC’s clunkiness. By comparison, Apple markets its products as if they
were meant for the fringes of the mainstream, where quality seems to matter
more than cost.

Apple sells proprietary technology at a higher price. But there is very
little public outcry over the ironclad control of its products or its arrogance
toward companies that want to build upon its products—because Apple does
not have a monopoly. (There is some outcry over Apple’s near-monopoly
of online music sales—see Chapter 6 for details about the iPod and iTunes.)
In a better world, there would be three or four Apples, each with more than
five percent market share, and you'd have choices that are truly different.
The Microsoft monopoly prevents other Apples from existing.

Microsoft Windows may seem more democratic, providing more freedom
of choice because it runs on less expensive hardware. But while the com-
monality of Windows running on all these different hardware offerings does
guarantee choice, it also guarantees that there are too many choices with no
real differentiation among them. To make a better machine, a manufacturer
would have to charge almost as much as a Mac; and yet, the machine would
not be as good as a Mac because Windows is too generic.

The Quickest Route to Freedom from Microsoft

Chapter 2

Sa if you don’t mind the extra cost, throw away that clunky Windows PC and
get a Mac. In one step you can be free not only of Windows but also of hard-
ware that relies on Windows yet is not supported by Microsoft. You have one
source for support—Apple—and less finger-pointing when something goes
wrong.

Acknowledging the market’s demand for more affordable computers,
Apple now offers a model that lets you neatly replace your PC chassis but
keep your old display, keyboard, and mouse—just attach those suckers to a
small, handsome, quiet Mac mini and save money. With a Mac or Mac mini
(see Figure 2-1), you have a brand new computer that is immune to nearly all
viruses, spyware, and other annoyances.

My primary laptop is a Mac PowerBook. I've been unhappy with Apple
and some of its products more than a few times over the last three decades.
Still, whenever anyone asks for a recommendation of the hest desktop or
notebook computer, I invariably recommend a Mac.

I'm not alone in this recommendation. Many folks use a PC at work and
a Mac at home, because the Mac is more useful as a home computer and fits
into the home environment better. (It's almost never the reverse—a Mac at
work and a PC at home.) Highly productive people leave Microsoft Office for
Windows back at the office and work on Macs at home. They may need to look
at work-related documents and spreadsheets at home now and then, but
Microsoft Word is available for the Mac, and there are other alternatives as
well. (See Chapter 4, for alternatives to Word, and see Chapter b, for alterna-
tives to Excel and PowerPoint.)
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Figure 2-1: The Mac mini lets you use your existing keyboard and display; just replace the
guts of your old PC with this baby!

The Mac even looks good in the home. The very first Mac (now known as
the Mac Classic) was designed to be an “information appliance” to go next to
your juicer and toaster. Throughout the 1980s and early 1990s, PCs didn’t
look good in kitchens. Windows PCs were designed for the world of cubicles
and offices. The harsh, machine-shopped desktop computers resembled the
electronic typewriters and word processors they replaced. Early PC portables
were no better—they looked like sewing machines from the 1950s.

Today’s Windows PCs look better, but the software is still as clunky as
ever—thanks to Microsoft. Windows provides just the right mix of security
and obscurity to make it possible for two or more people to share the same
computer and not know a damn thing about what the others are doing.
“Rather than working from a theory or philosophy of system design,” wrote
Stewart Alsop in Fortune magazine, “Microsoft created Windows over time to
respond to different competitive threats. So each succeeding version of the
software has focused on solving a different set of problems. Commercially,
this strategy has been very successful, but it is a less than artful way to make
an operating system that works smoothly and intuitively. Worse, Windows must
work with a plethora of hardware, each device made by a company fighting
to differentiate itself, often without regard to what would make Windows run
better.””

It’s not that PC laptops and notebook computers can’t ever look cool
and work well as hardware devices. It’s just that the office-oriented Windows
software makes them inconvenient as personal devices. You've seen the
befuddled look people have as they watch Windows start up and display all
those inscrutable messages, wondering whether the system is okay. Windows

" Alsop, Stewart. “Just How Bad Is Windows 957" Forfune. November 11, 1996. See hitp://208.234
7168 /arnspub /6ld, Macintosh/ Apple,/ Just-How-Bad-W95.1
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and Microsoft Office take a long time to load and run, using up your battery
if you're not connected to power. And sleep mode is not much more con-
venient, because it still takes a while to wake up. It is difficult to figure out the
power-related and battery-related controls, because they are different from
one PC to the next. And the system keeps reminding you of missing devices
and software updates while you are trying to get some work done in an air-
plane seat.

Why is the Mac recognized as a clearly superior machine to any PC on
the market? “Style” is what most people think. “Grace under pressure” is what
I think, and what I've experienced after two decades of using desktop and
portable Macs.

So what is it about a Mac that just makes it a better experience? Is it the
more intuitive menu setup that makes it easy to learn and use? How is it that
the Mac can mask so much complexity behind a simple interface and provide
an excellent computing experience the way BMW provides an excellent driv-
ing experience, while Microsoft Windows seems only to expose complexity at
every step, like a car with its hood permanently off? You just can’t put your
finger on it.

Or maybe you can. This test never fails. Grab hold of a mouse connected
to a PC running Windows and launch Adobe Photoshop, Adobe Illustrator,
or some other graphics program. Try drawing something with it freehand.
Now, do the same thing on a Mac. You can feel the difference in mouse
action the same way you can feel the difference between driving a Porsche
and a Camry.

So go ahead, get a Mac mini, a fully featured iMac, an iBook, or a Power-
Book. You can even start wearing chino pants, floral shirts, and Birkenstocks,
and make the pilgrimage to Macworld Expo in San Francisco every January.
Or not.

Keep Your Identity Safe and Your System Virus-Proof

Chapter 2

One reason for getting a Mac, and perhaps the most important reason for
beginning computer users, is that it is less susceptible to viruses and other
nasty security breaches that can reveal your identity, your Social Security
number, and the password to your bank account. You can keep your digital
life safe with a Mac.

The Mac represents less than 5 percent of the entire installed base of
computers, as of this writing. That means it is nof a big fat target for evil hack-
ers like the standard PC running Windows, which has about 95 percent of
the installed base. It is a fact that most viruses, worms, spyware, and other
surprises of the Internet kind are designed to infect or invade Windows PCs,
not Macs.

After all, if you were an evil hacker bent on getting vicarious thrills from
harming others, which would you choose? More specifically, if you were
launching a spam program that hunted for other people’s idle computers
and turned them into spam machines, you’d go looking for the large herd,
not the tiny, insignificant one.



The Mac is a sanctuary, an environment safe from the slings and arrows
of viruses, worms, and spyware. I have used Macs for two decades without
ever getting attacked successfully. While I always follow the “rules of engage-
ment” when encountering email—don’t open strange messages and never
click on attachments you don’t already know are safe—I don’t use any anti-
virus programs and don’t need any spyware protection. Why not? I use a Mac.

According to Walt Mossberg of The Wall Street Journal, the single most
effective way to avoid viruses and spyware is to “simply chuck Windows alto-
gether and buy an Apple Macintosh.”

That’s because, as Mossberg explained in his column of September 16,
2004, “there has never been a successful virus written for Mac OS X, and
there is almost no spyware that targets the Mac. Plus, the Mac is invulnerable
to viruses and spyware written for Windows. Not only is it more secure, but
the Mac operating system is more capable, more modern, and more attractive
than Windows XP, and just as stable.”

WHY MACS ARE SAFER THAN WINDOWS PCS

It's mainly because the Mac user base is not nearly as big a target as the Windows
user base, and virus authors like big targets. But there are other, more technical
reasons why Macs are safer, including these three obstacles fo the installation and
dissemination of viruses that Windows XP lacks:

. Installer programs for Mac OS X require authentication to run, while installers for
Windows XP don’t. Authentication stops the installation process to get your pass-
word. If something starts to install itself on your Mac, you'll know because it will
ask for your password.

)

Even as the sole user (a.k.a. administrator) of a Mac OS X system, you don't get
access fo system-critical files (known as roef access in the language of system
administrators). Administrators in Windows XP do, thereby allowing applications
such as viruses access to those files too.

Security experts say the automation features in Windows make it a potential
breeding ground for viruses, and that Microsoft often ships software with
seftings at the least secure positions. For example, Mac OS X starts out with
filesharing and related services turned off—you have to turn them on to use them.
Windows XP starts with these services on, assuming you want to immediately
share files with other computers on the network.

w

While there are at least 50 known viruses written for the older Mac “classic”
operating system [version ¢ and earlier), there are no known OS X viruses.

A Day in the ilLife

While it seems logical to compare the Mac system—specifically Mac OS X—
to Windows, that comparison doesn’t reflect how the entire Mac experience
is more than the sum of its parts. Nothing demonstrates the Mac’s superiority
over Windows better than the iLife package of applications—iTunes, iPhoto,
iDVD, iMovie, and GarageBand—that comes with every modern Mac.

" Mossberg, Walter S. “Personal Technology” column. The Wall Street fournal September 16, 2004.
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And no one describes the benefits better than Bill Gates, wistfully speaking
about what may happen some day to Windows. In a Newsweek interview with
Steven Levy in November 2003, Bill Gates talked about the next big thing
in Microsoft system software. “We're getting rid of a lot of specialized sys-
tems that have grown up on the PC that make it just a lot harder to work
with. And then we're saying, hey, the photos will be there, so the way that

you navigate photos and the way you navigate music will all be very rich and
very common. . .. And that is probably the most ambitious, the most shock-
ing advance that we've got in the system. You can find your stuff, search
your stuff, share your stuff, and once people have gotten used to that, they
won’t want to go back to the fragmented, fairly simple world that they have
right now.”

Bill was talking about a future version of Windows, but he could have
been talking about iLife. Mac users have it now—why wait? With every Mac
you get all five applications in the iLife suite:

» iTunes for bringing songs into your Mac, organizing your music library,
burning CDs, and updating your iPod.

* iPhoto for transferring photos from digital cameras, organizing your
photo library, making slideshows and photo books, and sharing photos
on the Internet.

» iMovie for transferring video from digital video camcorders, organizing
video clips, making movies, and preparing movies for distribution on
DVD or the Internet.

* iDVD for organizing media elements (music, photos, and videos) into an
interactive presentation and burning DVDs.

» GarageBand for creating songs using prerecorded loops and by recording
built-in software instruments and real instruments.

The closest Microsoft has come to providing these kinds of functions is
the Windows XP Media Center Edition, an entertainment-oriented version
of Windows XP. It works with Media Center extenders—devices that allow
television shows recorded on a Media Center PC to be watched on a tele-
vision in another room. At closer inspection, the operating system works just
like the current version of Windows XP, but with a separate interface designed
to be viewed on a television and controlled from a distance by remote control.
To assemble a complete Windows-based home media entertainment center,
you have to find a way to integrate other devices such as DVD burners, broad-
band Internet cable modems, and portable music players with this system,
and then you have to figure out what software you can use to redirect the
video stream to a disk file so that you can use video clips with your next
digital video project. (Good luck with that.)

The Mac is already a home media entertainment center, without even
trying to be one. (You can see the integration of iTunes and iMovie in Fig-
ure 2-2.) To bring in content, you can connect cameras, camcorders, a shared
broadband Internet connection (using Ethernet or a wireless AirPort LAN,

" Lew. Steven. “Twilight of the PC Era!

Newsweek. November 24, 2003,



as described in Chapter 8), and even an audio interface for musical instru-
ments. Combine media elements with iLife and burn your own DVDs and
CDs. iLife is the hub of your Mac activities, offering functions that make use
of the operating system and other applications to email photos, transfer music
and video files to other computers, or keep your calendar and contacts on
your iPod.
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Figure 2-2: The Mac system architecture makes it easy to share media files—you can see
how simple it is to choose a song from iTunes for a soundirack while making an iMovie.

Filling iPod Softly with Your Songs

Another example of how Apple gets it right is the iTunes software and music
store and the iPod for playing iTunes music. The iPod and iPod mini digital
music players have become Apple’s hottest-selling products. The company
shipped more than 2 million iPods during the fourth quarter of 2004 alone.
You can easily say no to Microsoft’s new online music store and to Windows
Media Player by using iTunes and an iPod. The iPod is one of the very few
portable music players on the market that runs without Microsoft code—
most competing players use Microsoft code for playing Windows Media
Player streams (such as web radio broadcasts) and music from subscription
services. The iPod steers clear of the digital rights management technology
in subscription services (much of which is controlled by Microsoft, as you'll
read about in Chapter 6). You can even use your iPod with Windows PCs,
because the iTunes software can run on Windows, so you can share music
with others stuck with the Microsott addiction.
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THE HUB OF YOUR ILIFE

So, what kind of Mac does it take to do everything ilife can do, and what more do
you need to get the most out of it2 Start with what you need: the latest version of OS X
[10.3.4, known as Tiger, as of this writing). As a rule, get the most powerful Mac
with the most amount of hard disk space that you can afford. Get a large display
(17 inches or even larger] if you are serious about using iMovie.

GarageBand is the most power-hungry application in the bunch, with iDVD
a close second—if you have enough to run these, you can run the rest. To run
GarageBand, you need a 600 Mhz PowerPC G3 processor or higher (such as a G4
or G5), but to use software instruments, you need a G4 or G5 processor. To use
iDVD, you need a 733 Mhz G4 processor or higher (G5). To use iDVD to burn
DVDs, you need the SuperDrive. Many Mac models already come with a SuperDrive,
which can burn CD-Rs (audio), MP3 CD-Rs, CD-ROMs, and DVDRs.

Older Macs can run iTunes, iPhoto, and even iMovie. | use a range of Macs,
including an old iBook—six years old, in fact—that can't display higher resolutions
than 800 x 600 pixels, and so it can’t run iMovie or GarageBand; it also doesn’t have
a SuperDrive, so it can't run iDVD. But, surprise! That old iBook runs everything else.

While you absolutely need at least 4.3 gigabytes of disk space to install every-
thing, you need far more disk space than you think, mostly to accommodate video
clips, which are by far the fattest of all media types. Digital video in iMovie occupies
about 3.6 MB of storage space per second—roughly 7 GB for 30 minutes. Your music
and photo libraries will also toke up considerable space. You can also use external
portable hard disks for temporary project backup, while using a combination of
CD-Rs, DVD-Rs, DV cassettes, and the .Mac service.

The bucks don't stop there. You may also need the following gear to make ilife
come to life:

Audio gear

You may want to augment your Mac's speakers with headphones and portable

speakers or cables to connect the Mac fo your home stereo. Whether or not

you have an iPod, your Mac is now a music player, so check out the listening
gear in the iPod accessory areas of the Apple Store.

Digital camera
Get a digital camera for iPhoto. Your camera must be compatible with the USB
[Universal Serial Bus) or FireWire (IEEE-1394) connectors on your Mac.

DV camcorder
Get a digital video (DY) camcorder that connects by FireWire to your Mac to
record your video footage and to convert older footage and other video sources
to the digital format with iMovie. DV cassettes can also be used to back up
your video clips and final movie.

iPod

Get an iPod, of course, to play your iTunes library on the road.

The iPod is, essentially, a hard drive and a digital music player in one
device, but that device is such a thing of beauty and style and so highly recog-
nizable by now that all Apple needs to do in an advertisement is show it all by
itself. The 40 GB iPod model can hold around 10,000 songs. That’s more
than 21 days of nonstop music. You can put enough music on a 40 GB iPod
to last three weeks if played continuously, around the clock—or about one
new song a day for the next 20 years.



NOTE

The convenience of the iPod is really the convenience of iTunes. An iPod
without iTunes is like a CD player without CDs. iTunes gives you access to the
vast online iTunes Music Store, and it’s excellent for managing music on your
computer and synchronizing your music library with your iPod. Compared to
Windows Media Player and other Windows-based software for organizing
music, described in more detail in Chapter 6, iTunes is light-years ahead. Once
people get a taste of personal music management with iTunes on Windows,
they take a serious look at iTunes and the rest of the Mac software as it runs
on Macs.

About 6 percent of iPod users have already switched from PCs to Macs, and another
7 percent said they are planning to swilch lo a Mac within the next 12 months, according
to a Piper Jaffray & Co. survey in Oclober 2004.

ADVENTURES IN HI-FI

To get high-quality sound from an iMac, PowerBook, other Macs, or iPods, you can
connect them to your home stereo equipment. All you need is a hifi stereo that lets
you connect a source device info ifs preamp/amplifier /tuner. Most stereos allow you
to connect an “input” or “source” device using RCA-type cables—one (typically
marked red) for the right channel and one for the left channel. All you need is a
cable with a stereo mini-plug on one end and RCA-type connectors on the other.

If you get a loud buzzing sound, that means your stereo about to blow up.
[Nt really!) You probably mistakenly plugged your computer into the “phone-in” or
“phono source” (for phonograph input) on your stereo. That connection is for phono-
graphs [turntables)—it is not properly matched for other kinds of input devices.

The Musician’s Choice: Kick Out the Jams

Making music has been part of the Mac culture since day one, when Steve

Jobs introduced the original Mac—the first personal computer with built-in

sound—to an audience and used it to play simple tones. Jazz great Herbie
Hancock jumped on the Mac bandwagon early, using it to control synthe-
sizers and compose music, as did electronic music godfather Vladimir
Ussachevsky and pop/rock icon Todd Rundgren. Today, the Mac is the
dominant platform in professional music and audio recording, and Mac
software has won awards in the music industry. Digidesign’s Pro Tools for
the Mac even won an Oscar.

GarageBand brings the lofty capabilities inherited from a legacy of
innovative music software down to the level of us amateurs. Like the name
implies, this program can kick out the jams and record studio-quality music
in your garage, home, or wherever you want. It turns even a notebook Mac
into a portable recording studio with built-in instruments, special effects,
thousands of prerecorded loops, and the wisdom of at least one or two record-
ing engineers. You can use royalty-free loops in your songs (see Figure 2-3),
play the synthesized instruments supplied with GarageBand (and add more
from extra instrument packs), and even plug in a real guitar and use Garage-
Band’s built-in amplifier simulators.
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Figure 2-3: GarageBand on the Mac lets you make your own music with prerecorded
loops and your own performances on keyboards and other instruments.

So you don’t want to be a rock and roll star? GarageBand has other
important uses, such as learning how to play previously recorded songs. You
can start a song in iTunes and then switch to GarageBand and play along
with it. Use it professionally to create jingles and music for advertising spots
and videos. Maverick directors need music for their independent under-
funded movie projects—why pay exorbitant licensing fees? The music you
make in GarageBand with prerecorded loops is yours to distribute and copy
as you wish.

NEVER A DULL MOMENT WITH GARAGEBAND

In his 34 years as a musician, Pete Sears has played keyboards and bass guitar with
a wide variety of artists, including Rod Stewart on his classic albums Gasoline Alley,
Every Picture Tells a Story, Never a Dull Moment, and Smiler. He uses GarageBand
and has this to say about it: “Composing music is experimental by its nature. If you
can experiment with sounds, chord progressions, and rhythm tracks whenever the
moment sirikes you—a professional musician could be incredibly more productive
just in getting sounds and melodies together, composing bits and pieces, and then
playing them back. GarageBand is a very powerful tool for pulling ideas together. . . .
Not only that, GarageBand is particularly useful on the road in a laptop. You could
sit in an airplane with headphones and compose music, right on your laptop
keyboard, which is quite useful for a traveling musician.””

" Bove, Tony. The GarageBand Book. Wiley: New Jersey, 2004.

.Mac the Knife

Apple has a way of cutting through all the technological bullshit and offering
a way to do things that is not only easy but stylin’. The .Mac service is a perfect
example: It lets you use the Internet to share media with other folks in a
simple, flawless, reliable, and utterly Mac-like way.



NOTE

Here’s what a Mac account gives you:

*  Afree email account with a cool address (membername@mac.com).

*  Your own virtual Internet hard disk. Your personal iDisk is a volume that
Apple hosts on its own servers and that you can access from any Mac, any-
where on the Internet. It also has a Public folder of its own, so when you
toss files onto that special space on your iDisk, you can publish them to
the world.

* The abili

*  The ability to publish a custom web page of photos from iPhoto and
movies from iMovie.

' to share photos and display slideshows created in iPhoto.

*  Your own .Mac web page. Apple gives you slick tools that make it easy to
create a personal web presence that anyone can visit and download large
files from.

* A Mac Address Book that can be synchronized with your personal address
book and your browser bookmarks, so that you can retrieve contact
information and browse your bookmarks anywhere, using any computer
(even a Windows PC at an Internet café).

» Apple also makes plenty of special offers to .Mac users, in the form of free
tutorial files and valuable commercial utilities.

Your first encounter with .Mac is when you install Mac OS X, at which
time you can opt to use the service later (as many do, ignoring the many
benefits it offers). You can sign up immediately, take advantage of the free
trial period to get real use out of it, and then decide whether to pay to con-
tinue using it. At the moment, .Mac costs $100 a year, and that’s enough to
give many people pause. But when you start using it, you fall in love with it.
It’s incredibly convenient. There’s no easier way to share photos—click a
photo album in iPhoto, click another button, and shazam! It’s on the Inter-
net. You can also use iPhoto to order prints of your photos, and with a .Mac
account, you can complete the transaction right away without having to enter
any more information.

Incidentally, Steve Jobs has his own . Mae account. Cheek owt his homepage (hitp://
homepage. mac.com/steve).

The iDisk part of the .Mac service is a secure file server on the Internet
with your own personal space already set aside for use. Your iDisk home direc-
tory appears on your desktop just like any other hard disk (see Figure 2-4).
You can then drag and drop files and folders onto iDisk and know they are
secure, because Apple periodically backs up its file servers and never loses any-
thing. The files are also kept private, of course. You can then retrieve your
files from your iDisk using any type of computer connected to the Internet—
even a Windows PC in an Internet café. You can also copy files to your iDisk
Jromany type of computer.

The real power of the Mac and the iLife suite of applications isn’t just
that you can collect all of your movies, photos, and songs for your own per-
sonal amusement. It’s that it makes it so easy to share them with others.

All You Need Is o Mac 37



38

@ Finder File Fdir View Ga Window Help =y § 3 4 3 SunF07PM =IO

< i@ wll S a0
. "~ ame
Disk > O esnnks AT 1 20188, 5:03 AN
@ * [ famiy ‘Sep 15, 2004, 3:32 PM1
e » Jul 11, 2004, 1.16 PM
a [rom— LT Jam 14, 2004, 440 24
[ Fuptsu ok Jun 22, 2004, 30 U
» |1 Garapesane bonk Aug 12,2004, £:53 AM
g 0vor » [ Gruoves 2004, 716 AM
+ o ARV
o mpaveanans | | - rotkument
A oo .
» p— p—
' =
. X
h Documens B s Picwres
Ejmahe.'nork s . L .
EI - = A @ @
[ zouedivon_... J| » Apol cations. Mawies Public Sites
[ | - oA _
% voruments Lj :
sefar sackup vbrary
& wosr
[ abe e B

7 Mo ek
P——

[ P

Figure 2-4: With every Mac, you can use an Internet hard disk called the iDisk, which is
part of the .Mac service. Use it to back up important files or place files there for other
computers to grab.

Even if you live like a hermit and can’t be bothered with sharing photos,
you might want to start a real estate agency out there in Hermitwille. Lo and
behold, the Mac makes it easy to conduct business, especially if that business
involves photos, graphics, sounds, videos, and websites.

System versus System

NOTE

Chapter 2

The heart and soul of a computer is its operating system. Comparing Macs
to Windows machines invariably means comparing the Mac OS X operating
system to Windows XP. If you choose a PC, your choice of operating systems
is either Windows XP (or some other relative of Windows) or Linux, described
in Chapter 3, If you choose a Mac, the operating system that comes with it is
OS X, though versions of it go by the names of Jaguar, Panther, and Tiger.

As something you spend a lot of time with and use every day, possibly
more than your spouse and your car combined, an operating system is part
of your life. You use it to launch applications, manage files and hard disks,
and copy information from one disk to another or from one application to
another. The applications rely on it to perform all sorts of functions—from
saving information in a file on disk to accessing the Internet. This is why
applications are designed to work with specific operating systems, and why
there are at least two versions of Microsoft Word—Windows and Mac.

For a_far move thorough feature-ty-feature comparison, visil the website Mac OS X vs.
Windows XP (www. XvsXP.com).



Comparing it to Windows XP, you find that Mac OS X has many of the
same functions. OS X just does many of them better. For example:

0S5 X is more flexible.
Both are fast, high-performance systems capable of running multiple
applications at once. The Mac OS X graphical interface hides its industrial-
strength, BSD-based Unix underpinnings, which offer similar memory
protection and pre-emptive multitasking features as Windows XP. But
0S8 X is more flexible than Windows in providing compatibility with older
(Mac OS9.x) applications, thanks to a “classic” compatibility environment.
That means you can still run those older Mac programs and games rather
than having to buy new versions. For example, I've successfully run
Microsoft Word and Microsoft Excel applications designed for Mac OS
9.x or older versions of the Mac system for several years on my up-to-date
PowerBook G4 with OS X version 10.3.5. I saved hundreds of dollars not
having to buy new versions of these applications. On the other hand, my
son’s Windows XP computer cannot run versions of these same applica-
tions designed for Windows 95 or Windows 98.

0S8 X provides better feedback.
Mac OS X gives you immediate feedback that an application is launching
after you've clicked it—the application’s icon bounces up and down in
the Dock. When you click something inside an application, such as the
Save button in a dialog box, OS X tells you something is happening by
displaying a status pinwheel. Windows doesn’t give you a clue in either
case, unless you try to do something else while the operation is happening.

0S8 X is easier to use.
Mac OS X menu items are easier to find and use. OS X adheres more
closely to a design principle known as Fitts” Law. Virtually all application
menus in OS X are attached to the top of the screen, rather than to the
applications’ windows (see Figure 2-5). This simultaneously adheres to
Fitts’ Law while reducing screen clutter. This is why selecting an OS X
pull-down menu is approximately five times faster than doing the same in
Windows.

In Windows, application menus reside within the application window,
and even when the window is maximized, an application’s menu items (File,
Edit, etc.) are not close enough to the edge of the screen, as you can see in
Figure 2-6. Maximized windows in Windows XP can’t be resized, and the ease
of working between applications diminishes. Dragging and dropping some-
thing from one application window to another involves dragging it down to
the corresponding button on the taskbar (even though the cursor switches
to the Can’t-Do-That icon), and then dragging the item back up the screen to
the location you want to drop it. Not impossible, but not too practical either.

It’s also much easier in OS X to use the drag-and-drop method of launch-
ing an application using a particular file. You can easily drag an image from
a web page onto your desktop to save it automatically, or drag a web page
address (URL) from a text file into your browser’s window to automatically
go to that web page.
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Confusion and
clutter are failures
of design, not
attributes of
information.

—Edward R. Tufte'

FITTS' LAW: DESIGNED TO OPERATE FASTER

Developed in 1954, Fitts' Law is a robust model of human psychomotor behavior
based on time and distance: The time to acquire a target is a function of the distance
to and size of the target. According to this principle, targets placed along the edges
of a computer screen are inherently larger, because you can't scroll beyond the edge
of a screen. Corners are even better, though directly under the mouse is best.

Fitts’ Law explains why you can pull down a Mac menu about five times faster
than a Windows menu, and why the Windows task bar is always in the way.” It is
perhaps the most overlooked law in the design of software interfaces, and yet it seems
patently obvious.

* Tognazzini, Bruce. “First Principles of Interaction Design.” See www.asktog.com/basics/
firstPrinciples.html.

Conversely, when you maximize a window in Windows XP, it blocks the
other open windows behind it, making it harder to drag and drop content
between the windows. Have you ever watched people try to resize a maximized
window? You can’t do it. Apple prefers windows that are not maximized to
make it easier to drag and drop stuff.

Reviewers talk about “intuitive” interfaces. What they really mean is that
dialogs and other messages in Mac OS X are easier to understand. Take, for
example, the Save dialog box. In Windows XP, the box gives you three choices:
Yes, No, and Cancel. You have to read the text in the box to understand what
you're responding to. Compare that to the buttons in the Mac OS X Save
dialog: Don’t Save, Cancel, and Save. It’s so much easier, it makes you feel
warm inside.

Moving information around is also somewhat “intuitive”—we learned
the principles of cutting and pasting information back in kindergarten
(using those safe, thoroughly useless rounded scissors and Elmer’s glue or
that smelly paste). Many of us even learned how to drag and drop things in
kindergarten, especially when the teacher wasn’t looking. Many PC users say
they prefer the cut-and-paste method of moving information rather than
dragging and dropping. This is no surprise. In Windows XP, I prefer cut and
paste too, not because it’s an inherently superior method, but because XP’s
poor support for drag-and-drop has trained me avoid it altogether. But on
Mac OS X—which has more thorough support for drag-and-drop—I use both
methods interchangeably, according to my needs.

Though neither operating system can claim perfect intuitiveness when it
comes to the drag-and-drop or cut-and-paste methods of transferring informa-
tion, Mac OS X has the edge in terms of its depth of implementation, flexibility
with the user, and intuitively acting as you would expect it to.

One of the most frustrating aspects of using Windows XP is installing and
uninstalling applications. You can never move or rename application folders,
since XP’s uninstaller service relies on the exact path to the uninstaller at the
moment it was installed. XP’s reliance on uninstallers puts you at the mercy
of application developers to make them safe and thorough. Application
developers who don’t want their product to be uninstalled can simply fail to
provide an uninstaller, so the program stays on your computer forever. And
Murphy’s Law works overtime on screwing up large installations like games
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Windows users
grow accustomed

to annoyances
that Mac users
simply don’t have
to put up with.
Exhibit A: the
Registry. That
nightmarish
Microsoft
innovation means
it's far easier fo
move applications
between
Macintoshes than
it is fo go through
the grueling
reinstallation
process that keeps
PC users clutching
their current
machines rather
than upgrading.

—Stephen Manes®
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on Windows XP—if the system freezes during an install, it won’t let you install
again because it assumes you've already installed it. This catch-22 won’t go
away until you “clean out” the Windows Registry of any references to the
application you're trying to install.

In Mac OS X, you can simply drag applications or download applications
in packages to your disk or run installers that just copy a folder to your disk.
Packages enable application developers to store all the various files related to
the application in one place. You can move a package anywhere on the hard
disk, and all the related components will go with it. Virtually all OS X applica-
tions can be uninstalled by throwing the package away and then emptying
the trash.

One major advantage to drag-installations is that multiple versions of an
application can be installed easily and even run simultaneously. When Micro-
soft Internet Explorer b for the Mac first came out, I often ran version 5 and
version 4 simultaneously so that I could compare differences. I have also used
both Microsoft Office 98 and the newer version—Office X—on my Mac.
You can’t do either of these things in Windows without knowing quite a few
under-the-hood tricks, and who has time for that?

EVEN MICROSOFT USES MACS
(AND DOESN'T LIKE PEOPLE WHO TELL)

Microsoft fired contractor Michael Hanscom in Cctober 2003, after he posted
pictures to his weblog that he had taken of Mac G5 computers being unloaded onto
the software company’s campus. The blog entry, tifled “Even Microsoft Wants G5s,""
got Hanscom into trouble within days of its posting. Microsoft saw the post as a
security violation, because Hanscom also mentioned that he worked at the MSCopy
print shop building.

Hanscom didn’t think he'd done anything wrong. “The presence of Macs on
the Microsoft campus isn't a secret [for everything from graphic design work to the
Mac Business Unit),” he wrote in his blog Eclectism, “And when | took the picture, |
made sure to stand with my back to the building so that nothing other than the com-
puters and the truck would be shown—no building features, no security measures,
and no Microsoft personnel. However, it obviously wasn’t enough.”

" See www.michaelhanscom.com/eclecticism/2003/10/even_microsoft__html

We all know how important it is to be productive with your operating
system and get your job done. But coolness is a factor too. If you can use
something cool—that draws you into the experience and gives you some
enjoyment—you will be more productive. The Mac is not only cool, its
operating system is built on a solid foundation of software that has held
up for decades as reliable.

That software foundation has been tested and debugged for years by
legions of the best and brightest programmers on the planet, as part of the
open source software movement. While Linux grabs the headlines as the most
popular piece of open source software, as you can read about in Chapter 3,
Apple continues to contribute to the growth of this revolutionary software
movement—the only real threat to Microsoft’s hegemony.



LINUX: LAND OF THE FREE,
HOME OF THE BRAVE

The Mac may be a nice, if pricey, alternative to using
Windows and other Microsoft software, but what about
all those cheap PCs, like the one your neighbor has in
his garage, all dusty and stuffed with wire-wrapped
circuit cards and bleeding wires all over the desktop?

Your neighbor is a propeller-head engineer with years
of experience in the computing industry, and every time you ask him about
PC viruses, spyware, and other annoyances, he mysteriously smiles, points to
his contraption in the garage, and whispers “Linux.”

He’s talking about the only truly free alternative to Microsoft Windows,
the alternative that can run on the same hardware or other inexpensive hard-
ware (or even Apple hardware), and operate the same devices like printers
and disk drives. It’s the only alternative that has a chance of unseating Micro-
soft from the throne of king of the business suits.

In fact, it seems like the propeller-heads are making progress com-
peting with the business suits. On August 11, 2004, the mayor of Munich,
Germany called for a bidding process to help migrate 14,000 desktop PCs
from Microsoft to the Linux operating system. The competition was fierce,
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even though the contract was worth a modest US $35 million; Microsoft CEOQ
Steve Ballmer interrupted his holiday in Switzerland to visit Munich and lobby
the mayor. Microsoft even dropped its prices to match Linux—a remarkable
feat since Linux is essentially free, and users merely purchase support services
alongside it. But the Linux propeller-heads prevailed, backed by one of the
biggest names in computing—IBM.

Computer history buffs must find it ironic that the roles have been
reversed: the business suits are from Microsoft, and the propeller-heads are
from IBM! Yes, the company known for blue-suit conservatism has come full
circle over the last two decades. It has changed from a monopolistic power-
house of proprietary software to a scrappy fighter promoting the ubiquitous
open source software—software released to the public for free, accompanied
by its source code.

What's going on here? Is the Microsoft monopoly slowly crumbling?
Yet another European city—Bergen, Norway—opted to replace Windows
and Unix machines with Linux on servers for its schools and city databases.
The city chose Linux because it costs less, improves reliability, and doesn’t
lock the government into purchasing one company’s products, said the city’s
chief technology officer Ole-Bjorn Tuftedal in an interview with CNET."
“We want great freedom from being tied to one vendor, to make the com-
petition work better,” Tuftedal said. “And it simplifies running things, if you
don’t need to support too many different operating systems.”

Back in Munich, city officials said the decision to go with Linux was a
matter of principle: the municipality wanted to control its technological
destiny. Munich didn’t want to place the functions of government in the
hands of a commercial vendor that offered only proprietary standards and
was accountable to shareholders rather than to citizens.’

Other countries are funding open source software initiatives outright.
China, in order to be more self-sufficient, has been working on a local version
of Linux for years to improve security and to avoid becoming too dependent
on a single foreign supplier. Politicians in India have called on the country’s
vast army of programmers to develop open source products for the same
reasons. Japan is collaborating with China and South Korea to develop open
source alternatives to Microsoft.

The Free Software Movement
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Microsoft saw it coming. Back in January 1999, at the height of the U.S. Justice
Department’s antitrust action against Microsoft, the company defended itself
against the charge that it had used monopoly power to cut off competitors
by pointing out that there were, indeed, major competitors. Microsoft’s most
important competitor, according to the company’s own lawyers, was the open
source movement, and, in particular, Linux.

" CNET News.com. June 17, 2004.

T “Microsoft at the power point.” The Economist. September 11, 2003. See www.economist.com/
business/displayStory.cfmrstory_id=2054746.



NOTE

At that time, most people thought of Linux as a system used only in the
academic world of computer scientists and programmers. Today, many of the
web servers of the world—the hardware and software that make Amazon.com

and Google possible—are running open source software, including Linux or
a distant cousin called FreeBSD. (BSD stands for Berkeley System Distribu-
tion, developed by that hotbed of radicalism, the University of California at
Berkeley.) A free web server known as Apache, also part of the open source

movement, controls more than half of all web servers in the universe. Open
source software hums at the heart of the information technology world. In fact,
the Internet could not operate without open source software such as Bind,
Sendmail, or Perl.

The Apache server was so named in the mid-1990s because the Apache was the last
Native American tribe to surrender to U.S. awthorities. But it turns out that the Apache
server was not the open source movement’s “last stand” against Microsoft—Linux,
OpenOffice.org, and other open source projects ave forming a united front.

How could free software, written by refugees from the Berkeley Free
Speech movement of the Sixties, challenge Microsoft for system dominance
and be taken seriously by the business world? For one thing, Linux costs less
than commercial software. But that’s not as important as the fact that the
source code is provided for free, with no legal shackles on improving it. Asa
result, legions of curious programmers have pounded on the code for Linux
and other open source software products for years, discovering and fixing
bugs. Open source software is more reliable than proprietary software pro-
duced by any single company.

Source code is the trade secret of a piece of software. It is code written in
a particular programming language that you can read and understand (if
youare a programmer). The source code can be changed, saved, copied, and
pasted into other code because it is essentially text. The source code is then
compiled—translated from a particular programming language into computer-
readable machine code that can be executed. By providing the source code
with software that is already compiled, the developer is enabling anyone to
freely modify the software or incorporate the software into other software.

You might imagine that to use open source software, you need to have
programming skills and plenty of time on your hands to readily fix whatever
problem crops up. Not true. Linux has already been debugged and improved
by a very large and energetic base of programmers who tackle just about any
new problem with considerable speed—faster, in many cases, than companies
that employ legions of bug fixers, and certainly faster than Microsoft. In short,
you don’t need to do anything but install it and run it.

Linux: The Holy Grail of Free Software

Linux was first conceived and implemented by a student programmer in
Norway, and then was enhanced and refined by an enormous community
of volunteer programmers communicating with each other over the Internet.
As the flagship work of software representing the “open source movement,”
Linux has become synonymous with open source.
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Conceived by a student in Norway, built up by a network of volunteers—
does this sound like a system you can rely on for business applications? And
yet, in very informal tests conducted by admittedly biased computer nerds
whom [ know and trust, Linux is more reliable than Mac OS X because it
crashes less. Linux is also less vulnerable to viruses, adware, and spyware that
burrow into Windows XP from the Internet.

EVERY PROGRAMMER IS A STAR

Open source is more a cultural phenomenon than a technological one. The movement
started in 1984 with an Orwellian view of the corporate restructuring of the software
business, which evolved from a subscription-based model that offered the source
code along with the software product to a shrink-wrapped meodel that no longer
offered any way of modifying the product. Scientists and engineers who were used
to sharing source code and tinkering with software were appalled. Richard Stallman,
founder of the Free Software Foundation and the GNU Project, wrote a manifesto in
1984 setting out the precepts of open source software and reminding everyone that
programmers always used to share the source code and that sharing was essential
for innovation.

The freedom to work with the source code is its own reward. Without any real
economic motivation, the pioneers of the open source movement gave away their
software and source code with one caveat: Any improvements had be incorporated
back into the software and made available to everyone for free, including the source
code for the improvements. Companies can build on the original source code as long
as they donate their improvements back fo the project.

A programmer annoyed with an open source product can “scraich the itch,” as
software pioneer Eric Raymond describes it (in Free For All by Peter Wayner]” and
improve the software. With something as complex as an operating system, very deep,
serious flaws might be hard to reproduce and idenfify, and it takes many more people
working with the system with different hardware configurations to find these flaws.
Raymond likens the difference between corporate-built software (such as Microsoft's)
and open source software as the Cathedral versus the Bazaar.

In the Cathedral method of building software products, a talented architect
runs a well-focused team of engineers to build the product. However, finding and
fixing bugs takes months of scrutiny by the elite team, which guarantees long
intervals between software releases. The Bazaar, on the other hand, acts like
a free marketplace of small merchants competing with each other. Programmers
around the world can use the source code to fix bugs and add new features. The
best new features and bug fixes are adopted by the larger community after rigorous
testing, while the worst ones fall by the wayside. New releases occur more frequently,
bringing these bug fixes and features out fo the public more quickly than corporate
software.

Which is not to say that this undisciplined approach to system debugging
produces the best code. Sometimes programmers create fixes that are just good
enough for them and their specific problems. But even if a programmer fixes a prob-
lem in a way that breaks other parts of the system, the effect is fo place a giant
arrow on the entire problem, forcing other programmers to create better fixes.

What motivates these programmers? Many do it to show off; others use the
experience fo pepper their résumés with significant accomplishments. Most do it to
make open source software better for themselves and, incidentally, for the rest of the
world.

5 Wayner, Peter. Free For All. HarperBusiness. New York, NY. 2000.

46  chapter 3



Consider the anecdotal evidence. A complete stranger sitting in the
airplane seat next to me, noticing that I was reading a book about Linux,
offered his own test results. “When I used a Windows laptop, I averaged
about two or three crashes a day—you know, the blue screen of death,” he
told me. “I switched to a Mac PowerBook, and I could go for weeks without a
crash, just leaving my PowerBook in sleep mode whenever I didn’t use it.
But this year I switched to Linux on a cheap notebook PC, and I can go for
months without a crash.”

Are there reliable, published tests and reviews that would tell us which
system is better? More often than not, such comparisons try to avoid com-
paring Apples to oranges, so the testers assume you want to use the same
software—such as running real Microsoft applications on Linux with Windows
emulation and comparing that to running the same Microsoft applications on
Windows. What if you did away with the Microsoft applications and Windows
emulation and used free alternatives that can import and export the Microsoft
file formats? Unfortunately, you're not likely to come across unbiased com-
parisons that take into account the change in work style.

APPLE RELIES ON OPEN SOURCE

Apple hopes the open source heritage of its operating system will spare OS X from
the security woes that have dogged Microsoft. Bertrand Serlet, senior vice president
of software at Apple, told CNET" that having a greater number of people keeping
an eye on source code leads to better software security. “A lot of security problems
derive from the core,” he said. With open source code, “thousands of people look at
the critical portions of source code and . . . check [to make sure) those portions are
right. It's a major advantage fo have open source code.”

“ Best, Jo. “Apple: Open-source pedigree will protect Tiger.” CNET News.com. September 1,
2004. (hitp://news.com.com/2100-1016_3-5341689.him|2tag=prnifr)

The Linux environment has to be taken at face value and in full. If you
use it, don’t just wade in up to your knees—dive in headfirst and use open
source software as well. Windows compatibility? Fuhgeddaboutit. As in the
world of web servers where specific applications don’t matter (and where
Linux is more popular), your world should also change so that Microsoft
applications are no longer necessary.

Your computing world may also be less expensive as a result. Microsoft
likes to point out that, although the software is free, support for the software
can be costly. Well, yeah, but the software is five. This does make a difference.
For one thing, the “investment” in free software doesn’t lock you into buying
more products from the same source, as an investment in Microsoft software
does. For another, the support may be just what you wanted anyway, and you
may be willing to pay for it. Commercial software also has a support price tag.

Large corporations are already discovering the lower cost advantage
for large installations—it’s not uncommon for a company with more than
5,000 PC users to pay more than a million dollars in license fees to Microsoft.
Software vendors bidding for large installation contracts can charge much
less if they provide a free operating system. Migration to Linux is a no-brainer
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for companies that run relatively few applications, especially if these applica-
tions are fixed-function or low-function, such as data entry, call center, or
bank teller/platform automation. Office workers are using Linux on their
desktops without knowing it’s Linux. Microsoft is cranking up its PR machine
to fight Linux because, frankly, it costs a lot less to outfit an office with Linux
and a suite of free applications than it does to outfit an office with Microsoft
Windows and Windows-based applications.

System Upgrades: Open Source versus Open Sores

Chapter 3

No matter how omnipotent Microsoft is or how innovative and dedicated its
talented teams are, those teams can’t compete at the same level of innovation
as the legions of untamed programmers in the wild. With a piece of software as
complex as an operating system, there will always be bugs and upgrades to fix
them; the question is how quickly you can identify and deal with bugs, and
how easy it is to fold the bug fixes back into the system through upgrades.

Like just about every other software company, Microsoft tries to fix
defects before shipping a new system or upgrade by providing beta versions—
versions that include all the features and are ready to be tested in real-world
situations—to power users. While that process can work for simple bugs, more
complex system crashes that occur when using products from other com-
panies (such as printers, pointing devices, network cards, etc.) are harder to
detect without more widespread distribution of the beta software. And when
qualified programmers outside of Microsoft find bugs, all they can do is send
emails to Microsoft—they can’t try to fix them, because the source code is not
available to them. And, of course, Microsoft charges you for the “privilege” of
using the buggy beta software and reporting bugs back to Microsoft. Corpo-
rations routinely pay for this privilege so that they don’t get caught by these
defects later, when trying to run their businesses with Microsoft software.

By comparison, open source software such as Linux is freely distributed
on public websites with the source code. If programmers discover bugs, they
can open the source code, fix them, and send the fixes immediately back to
the keeper of the source code. (In the case of Linux, the keeper is its inventor,
Linus Torvalds.) The programmers are license-bound to send improvements
back if they intend to distribute them, so these bug fixes and improvements
are rolled into new versions that become available immediately on public
websites. Some improvements and fixes are hotly debated in newsgroups and
emails before they become part of the new versions, and many are challenged
by alternatives in a sort of competition that ensures survival of the fittest. But
a lot of good code comes out of this process.

One reason why open source software such as Linux is so reliable is that
it has to be—armies of programmers out in the world rely on it to make a
living, and many companies have moved in to sell tools to these programmers
that analyze source code and improve it. The entire source code for Linux
has been analyzed and reviewed extensively.



FREE SOFTWARE HAS FEWER BUGS

An extensive review of the Linux kernel by Coverity, a company that sells a source
code auditing tool, found that the core components of the operating system contain
far fewer security vulnerabilities than a typical commercial software package. The
kernel is the common set of instructions that runs in every Linux implementation.

The team at Coverity found that the Linux 2.6 kernel has 985 bugs in its 5.7
million lines of code. By way of comparison, most commercial software is generally
thought to contain between 10 and 20 bugs for every 1,000 lines of code; the Linux
kernel has 0.17 per 1,000 lines of code. OFf the nearly 1,000 bugs that Coverity
found, litle more than 10 percent were actually security flaws.”

By comparison, one computer scientist who was not specifically looking for
bugs in Windows 98 found more than 3,000 in just a small porfion of the source
code he was able to analyze.

Computer scientist Professor Edward Felten from Princeton University appeared
as a rebuttal witness for the U.S. Department of Justice in the Microsoft frial in the
early summer of 1999. Microsoft had claimed that it could not easily remove the
Internet Explorer browser from the Windows 98 operating system. Felten had worked
on a prototype removal program to separate Windows operating systems functions
from Internet Explorer. The removal program was “proof of concept” to show that
Microsoft could, indeed, remove the Internet Explorer browser from the operating
system.

In court on June 10, 1999, Felten claimed that he'd found 3,000 bugs tagged
by Microsoft programmers in the version of Windows 98 source code he'd looked
at.! The code was only about one-seventh of the entire Windows 98 code. Felten
had access to it under a court order so that he could produce a prototype program
that demonstrated that Internet Explorer could be removed safely from Windows 98.
He used the original shipping version of the source code. Presumably, Microsoft
patched many of them in subsequent service packs.

* Fisher, Dennis. "Linux Kernel Review Shows Far Fewer Flaws.” eWeek. December 14, 2004,
See www.eweek.com/article2 /0,1 759,1741077,00.asp.

! Lettice, John. “Do] expert: there are 3,000 bugs in Win98." The Register. June 11, 1999. See
www.theregister.co.uk/1999/06/11 /doj_expert_there.

LONGEST LIVING BUG IN HISTORY

In 1999, Microsoft acknowledged the existence of a bug in Windows 95 and 98
that causes your computer to crash affer exactly 49 days, 17 hours, 2 minutes and
47.296 seconds of continuous operation. Every copy of the system had this bug from
the time the systems were introduced.

The bug is due to code in the operating system that counts milliseconds rather
than days. When this counter reaches 232 milliseconds, it crashes the system. It is
perhaps the longestliving and most far-reaching software bug in histary.”

* Wayner, Peter. Free For All. HarperBusiness. New York, NY. 2000.
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Land of the Free Server

Each time you visit a website such as Amazon, Google (see Figure 3-1), or
Orbitz, you touch a server running Linux. If you work in an enterprise that
has an IT department, the chances are good that the IT people use Linux on
some of their machines, perhaps for the servers that support your internal
intranet or for the servers that run your enterprise websites.
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Figure 3-1: Google handles some 200 million searches a day using more than 100,000
Linux computers spread across multiple data cenfers.

If you use Federal Express to send or receive packages, your shipments
are controlled by servers and computers, many of which run Linux. The U.S.
Postal Service uses Linux servers to read the addresses on your envelopes.
Yellow Cab uses Linux servers to connect you with a local taxi to pick you
up for your ride to the airport, where you might get on a Boeing airplane
designed and manufactured with the aid of Linux. Even your flight's oper-
ational support (including flight plans, network communications, runway
analysis, and weather information) is provided by Linux servers.

Sales of servers using Linux are growing faster than sales of other oper-
ating systems with servers, according to the research firm IDC.” Linux is a
relatively new competitor in the market for server operating systems—the
most popular server system has historically been Unix and versions of Unix
such as Sun Microsystems’ Solaris. Microsoft is gaining some ground in this

" Hochmuth, Phil. “Linux server sales march on.” Network World, June 8, 2005.
See www.networkworld.com/newsletters /linux /2005 /0606linux2 him*fsre=rss-linux.



market with Windows, but the top four server hardware sellers—IBM, Hewlett-
Packard, Sun Microsystems, and Dell—all support Linux, though Sun steers
customers to Solaris.

One of Linux’s many virtues is that it can run on just about any computing
plattorm. Linux runs on about half of all dlade servers in use today—not con-

venient holders for Zorro’s swords but thin systems that plug into a chassis
with a shared networking and power infrastructure. Linux is often deployed
on dual-processor servers running critically important tasks. Linux can also
be run as a partition on powerful machines such as IBM mainframes and
Power processor-based servers and on Hewlett-Packard’s Superdome servers.
During the decade that the Linux market remained fragmented, Micro-
soft paid little attention. As the market share of servers running Linux
increased and companies such as Red Hat and Novell drew press attention,
Microsoft responded by promoting fear, uncertainty, and doubt (a.k.a.
FUD). Microsoft promoted the fear that as a Linux user—in particular, as
a large company using Linux for your servers—you might be targeted by
lawsuits over source code copyrights. Microsoft promoted uncertainty about
the reliability of Linux itself. And Microsoft consistently pointed out how
doubtful it was that customers would spend less with Linux than with Micro-
soft systems, given the need for costly support and services.

SUN MICROSYSTEMS: BEAM US UP, MR. SCOTT

Scott McNealy, CEO of Sun Microsystems, is an outspoken critic of Microsoft, open
source Java servers, NHL hockey, the U.S. Government, venture capitalists, and the
Wintel monopoly (Windows running on Intel processors). He even criticizes his own
company, which markets an open system called Solaris, based on Unix, to support
its bread-and-butter server and workstation businesses. When asked why Sun Micro-
systems never sold Wintel hardware, he responded, “You can’t be a PC reseller and
a computer creator company in the same company. . . . Every company that went
onto Wintel ultimately hollowed themselves out; it was a self-imposed lobotomy.””
Scott McNealy was one of the first prophets of doom for the PC industry. In
2001, PC Magazine editor-in-chief Michael Miller tock him to task for saying that
the Windows PC, celebrating its 20th anniversary, was dead. “Clearly, people
aren’t about to throw their PCs out the window,” said Scott, “though I'm sure they
often feel like it. On the other hand, a lot of people and organizations are starting to
realize that maybe they don‘t need that kind of technological hairball on their desks;
there are much simpler information appliances available for the home, the office, and
the classroom. Plus, people will increasingly access web services through mobile
devices—wireless phones, pagers, and PDAs—more than they will through PCs.”!

(continued)

* Orlowski, Andrew. “Scott McNealy on: Sun’s secret weapon and its biggest mistake
(not you, Apple).” The Register. December 6, 2002. See www.theregister.co.uk/2002/
12/06/scolt_menealy_on_suns_secret.

1 Miller, Michael J. “Interview with Scoft McNealy.” PC Magazine. September 9, 2001
See www.pcmag.com/arficle2/0,1759,35769,00.asp.
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In the same interview, Scott explained Sun’s position as an open source soff-
ware developer for its hardware business. “Sun is the most open technology company
| can think of. We've always published our programming interfaces so that anyone
can make a compatible product. We've also taken that openness a step further in
recent years by making the source code for Solaris and our other software freely
available. . . . We are a big supporter and a big contributor to the open source
movement.”

Scott believes that the funding for research and development (R&D) that com-
mercial companies can bring to the party makes a big difference with open source
software, such as Sun’s Solaris operating system and StarOffice, Sun’s Microsoft
Office replacement. “I had a very interesting meeting with some Swiss company
a year and half ago. . . . remarked Scott to Andrew Orlowski in the online tech
publication The Register.” “They decided not fo deploy StarOffice because it's free.
They said: it scares us, there's no confract, no agreement. So we put a price tag on
it, and all of a sudden people are paying for it. You've seen more activity since we
charged for it than you have the whole time it was free. It's a better product. And all
of a sudden StarCffice is funding the R&D."

Scott tells it as he sees it with regard to Microsoft, such as his criticism of
Microsoft's .NET strategy in response to Sun’s Java, quoted by Peter Burrows in
BusinessWeek. “They come up with a name for something we've been talking about
for years, and then they act like they invented it. | guess if you’ve got a $200 million
marketing budget, you can rewrite history. But name one thing they've ever invented
on their own? Seriously, name one! . . . R&D and M&A (mergers and acquisitions)
are the same thing over there.”!

For a long time Sun was considered the only company left to stand up to
Microsoft, but Scott acknowledges the open source movement as an important part
of the opposition. “It's not just us,” he told BusinessWeek. “If it was just us, we'd be
toast. They've got $30 billion in cash. They could buy us for chump change. But we
and a lot of other companies support open interfaces. It really is mankind against
Microsoft. And mankind needs a bit of a break right now. That's why | think—no,
| know!—that we're the ones wearing the white hat.”

* The Register. December 6, 2002.

T “Q&A with Scott McNealy.” BusinessWeek. November 19, 2001.
See www. husinessweek,:om/magazine/mmem,/O]_47/b3758010 htm.

Home of the Brave Desktop
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The revolution will not be televised (as Gil Scot-Heron rapped in 1974), but
it just might be brought to you by a small company like Xandros or a medium-
sized company like Red Hat or a even a large company like Novell or IBM.
In any case, you have to do some work to make the brave new Linux world
happen on your desktop.

Linux gained popularity with server customers first, and server customers
are an educated lot. Enterprises employ information technology (IT) people
who can eat Linux installations for breakfast. While you can bravely do it all
yourself, it is a daunting task to install Linux for a specific hardware configura-
tion of graphics card, mouse, printer, and so on—it requires a bit of searching
for documentation and actually reading it.



MICROSOFT-FUNDED LAWYERS FAILTO KILL LINUX

There once was a fun-loving group of programmers in Santa Cruz, California, that
called themselves the Santa Cruz Operation (SCO). These merry elves went about
the business of providing support and software for Unix, the operating system of
choice for minicomputer users of the 1970s and workstations of the 1980s. Based
near the beach in a resort town, the original SCO epitomized the image of a company
run by long-haired, bearded hackers rooted in counterculture values—and more
inclined to use Elmer Fudd as a marketing tool than FUD (fear, uncertainty, and doubt).

Alas, by 1995, the market for Unix had dwindled, and Novell, which had
bought the Unix source code from AT&T, sold its Unix business to SCO. As the
original SCO programmers faded back into the labyrinth of nearby Silicon Valley
or moved to other companies, SCO was taken over by lawyers who had probably
never seen the beach at Santa Cruz. The mission of what is now called The SCO
Group is as remote from Santa Cruz culture as you could imagine. The company
exists to sue anyone who uses Linux or develops products or solutions using Linux.
The method, not unlike the Spanish Inquisition, is to sow the seeds of FUD—fear,
uncertainty, and doubt.

SCO has argued that it doesn’t own just the Unix source code originally written
by AT&T; the company also claims to own all additions to Unix that were ever made
by companies that licensed Unix source code—including IBM, Hewlett-Packard, Sun
Microsystems, and even Microsoft. According to SCO, any code IBM added to its
version of Unix now belongs to SCO. And since IBM later donated that code fo Linux,
it’s in Linux without SCO’s permission. As a result of such donations, according to
SCO, there are millions of lines of vendor-contributed, SCO-owned code in Linux.

Of course, IBM disagrees with this interpretation. Even so, of the million lines
of Linux code that SCO claims IBM hijacked from Unix, SCO hasn't identified a
single line that came from the original Unix source code. Yet SCO threatened law-
suits against large corporate users and even pursued one against DaimlerChrysler.

Microsoft knows a good disruptive effect when it sees one, so they jumped on
this bandwagon big time. The company couldn’t kill Linux, but Microsoft had no
qualms about litigating Linux to death. Microsoft helped ensure that SCO could mount
this fight by providing major financial help. In early 2003, Microsoft started paying
SCO what eventually grew to $16.6 million for a Unix license, according to regula-
tory filings. Microsoft provided a second, though indirect, boost later in 2003 when
it referred SCO to BayStar Capital, a fund that arranged a $50 million investment.

Microsoft might be paying the license fees because it simply believes SCO's
Unix ownership claims have merit, even though the rest of the software industry does
not. But arranging the BayStar Capital investment reveals Microsoft's ulterior motive—
after all, why would Microsoft want to help prop up a company that is demanding
millions in royalty fees from it? “Microsoft obviously has an interest in this,” said
Larry Goldfarb, managing pariner of BayStar Capital, told CNET,” “and their interest
is obviously in keeping their operating system on top.” The licensing agreement is
also unusual for Microsoft; years earlier, the company had fought hard against the
same type of licensing claims from SCO's predecessor.

While SCO's plan to raise revenue from licensing has largely failed, the
company succeeded in spreading clouds of doubt over Linux. As of this writing, a
Michigan judge threw out all of SCO's claims against DaimlerChrysler, and SCO's
lawsuit against Novell was dismissed. But large customers such as General Motors
started demanding indemnification from any lawsuits concerning the origins of Linux.
As a result, companies that distribute Linux, including industry leader Red Hat, now
routinely indemnify their customers. As a user, you don’t have fo think about it.

* CMNET News.com. Navember 15, 2004,
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The companies that package Linux in a distribution—either on CD-ROM
or for downloading—often include automatic installation programs or wizards
that help you through the process of configuring the system for different
hardware configurations. Distributions such as Xandros, Sun’s Java Desktop
System, and Lindows’ Linspire offer easy Linux installations or PCs preloaded
with Linux, and all the software you need for the desktop. You can even get
inexpensive preloaded Linux PCs for under $300 from Wal-Mart. While Linux
itself is free, companies make a profit selling packaged versions of the system
on CD-ROM that include device drivers, utilities, and applications. Some of
these companies, like Red Hat and Novell, offer services on the Internet for
downloading software updates and obtaining support.

Linux is a great way to squeeze a few extra years out of an aging PC that
is still chugging along with the crash-prone and highly insecure Windows 98.
To migrate from Windows 95 to Windows XP, you most likely need more
memory or even a new PC. But you can install Linux, a web browser, email,
and other applications on an older PC for about $50. Computers starved for
RAM (under 32 MB) can’t really use it, but computers with 64 to 128 MB
of RAM can run Linux with all its bells and whistles. By comparison, Microsoft
Windows XP needs 128 MB or more.

Don’t take my word for it. Just ask around at colleges and universities and
other academic and scientific institutions. Robert Duncan III, a technologist
at Bacone College, is using Linux to extend the life span of 15 of the college’s
older desktop systems. Using a combination of Linux, a memory upgrade,
and new CD-ROMs on 133 MHz Pentium systems, his team has turned what
would otherwise be obsolete hardware into serviceable Internet kiosks for
the college’s students. “Those machines are ancient in the Windows world
and would wind up in some landfill if it weren’t for Linux,” Duncan said to
ComputerWorld."

How do you get Linux for your PC? The open source world is like a bazaar
populated with merchants large and small. The best merchants attract the
most business. In most cases, the software is free, and good service is available
for a price. The software industry business model is changing to a model that
charges for support and services and gives away the software—like a free cell
phone with a monthly service. You no longer have to pay for shrink-wrapped
boxes of software products that you have to integrate with your system on
your own.

This model favors software companies—the merchants of this bazaar—
that know how to integrate software from different sources and hinders com-
panies that force their own products on the public without proper integration
with other products. It also reflects the nature of software distribution on the
Internet: Customers can download software and upgrades and keep their
systems synchronized and up-to-date automatically, for a small monthly fee.

It can be challenging to shop around in the Linux bazaar, with hundreds
of different distributions. It may seem overwhelming and confusing, but much
groundwork has been done—the files and applications available with one
distribution can usually be moved to another distribution. Aside from the

" McMillan, Robert. “Analysis: The business case for desktop Linux.” CamputerWorld. IDG News
Service. December 24, 2004. See www.computerworld.com.au/index.php/id; 104804 3952:fp
;16:0pid;0.




desktop environment, there are few differences between one Linux distribu-
tion and another, and the application offerings are pretty much the same.

Many people find installing Linux easier than installing Windows, because
most Linux distributions install the applications, utilities, and tools along with
the operating system. Depending on the distribution, it is possible to have a
fully operating system in anywhere from 10 minutes to 2 hours. It is true that
some Linux distributions are crude and ask too many cryptic questions about
your graphics card, sound card, Ethernet hardware, etc. But others, such as
SimplyMEPIS (www.mepis.org), can recognize your PC components automart-
ically and install the proper software drivers.

SimplyMEPIS and Knoppix are good examples of Linux distributions
that offer the goods. Both are distributed on a single CD with everything you
need, and you can even run the system off the CD without installing it on
your hard disk. Mozilla is typically provided as the default browser (see Chap-
ter 9}, and in some cases (such as SimplyMEPIS), Macromedia Flash, Real
Player, Mplayer, and Java are all set up to work automatically. These distribu-
tions also install OpenOffice.org, the open source alternative to Microsoft
Office (described in Chapter 4).

The desktop environment is the most important point of contact with the
computer. You use it to copy files and folders, hunt for the icons or names of
applications to launch them, open and save files, and send documents to the
printer. SimplyMEPIS and Knoppix both offer the KDE desktop environment
(shown in Figure 3-2), but you can change the window manager to something
that looks more like Windows XP, such as IceWM (www.icewm.org).
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Figure 3-2: The Kool Desktop Environment (KDE] makes Linux (in this case, the Knoppix distri-
bution) look and act somewhat like Windows XP. Also shown in this figure are the fools
window for The GIMP (for image retouching), the file manager, and the Mozilla browser.
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YOUR CHOICE OF DESKTOP ENVIRONMENTS

Linux desktop environments such as the KDE and GNOME look and act somewhat
like the Windows XP environment. KDE, criginally designed to run on Unix, provides
a consistent look and feel for applications designed to run in the environment, along
with Windows-like menus and toolbars. It includes a web browser, file manager,
window manager, help system, tools and utilities, and an ever-increasing number of
applications. More than 800 developers contributed to the project.

GMNOME (GNU Network Object Model Environment) is one of the most popular
desktop environments for Linux and Unix platforms and is included in most major
distributions of Linux. [And yes, GNU is a recursive acronym for GNU’s Not Unix;
it refers to the GNU project to create a completely free operating system that looks
and smells like Unix.) As you can see in Figure 3-3, GNOME offers a Macintosh-like
interface and an extensive development platform for building applications that inte-
grate into the desktop environment.

These two desktop environments dominate the Linux world. Both GNOME and
KDE are in a continual state of flux, with their development teams trying to find the
right mix of intuitive interface, bundled applications, and bells and whistles. Both are
more than adequate as desktop environments when you compare them to Windows
XP or the Macintosh; the differences are, for the most part, important only to applica-
tion developers. KDE provides a robust environment that makes it easier for developers
to create applications with menus that look very similar and work the same way.
GMNOME provides more capabilities for micromanaging menus and toolbars with
custom code.

e . S L .1 X R e i e e R

Figure 3-3: The GNU Network Object Model Environment (GNOME| makes Linux look
and act somewhat like a Macintosh. Also shown are the windows for The GIMP (for
image refouching), the file manager, a calendar program, and the Mozilla browser.

You can change the background, color scheme, sound, window decorations, icons, and
endire themes for KDIE or GNOME and download themes that change your envivonment
automatically. Visit the kde-look.org site for KDI themes or the arl.gnome.org site for
GNOME themes.



Nothing sleeps in the world of open source software. Desktop environ-
ments for Linux are evolving quickly, because there is no standard environ-
ment dictated by someone like Bill Gates. Competition is driving innovation,
even though the software is given away. For example, Sun Microsystems had
developed Project Looking Glass (see Figure 3-4 and Figure 3-5), soon to be
available to the open source community as a collaborative project, that offers a
3D desktop environment with window transparency, rotation, zoom, multiple
desktop workspaces, and miniaturization.

Figure 3-4: In Project Llocking Glass, your CD or movie database becomes a 3D
jukebox, where titles are joined with images fo make finding what you want easier
than ever, and CDs spin in 3D space fo bring fo the front the tifle you want fo see.

Figure 3-5: This view of Project looking Glass shows word processing, video, and
web browser windows in 3D. You can inferact with existing 2D applications while
learning how to use new 3D applications.
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Linux in Your Pocket

Chopter 3

Why not Linux in your pocket? You don’t need Microsoft software. Pocket
devices—handheld computers, personal digital assistants (PDAs), Internet-
enabled cell phones, digital music players, digital video players, and anything
else you can slip in your pocket—are essentially new territories for applications
and systems.

Even if you are married to Microsoft Office, Outlook, and Internet
Explorer, you won’t be using the same versions of these applications in
pocket form—these applications have to be re-engineered to work with
different types of pocket devices. You have more application choices with
pocket devices because open source alternatives are available that can syn-
chronize with Microsoft software on desktops. These alternatives might just
be better than the re-engineered stuff.

“Where Linux takes root is in new applications, like web servers and
handheld devices,” predicted Harvard Business School associate professor
Clayton Christensen, the management guru/author of Innovator’s Dilemma,
at the Future Forward conference in October 2004. “As those get better,
applications will get sucked off the desktop onto the Internet, and that’s
what will undo Microsoft.”"

WHAT DOES BILL GATES THINK OF OPEN SOURCE?

Bill Gates, as you know, wasn’t born yesterday. Many think of him as a programming
wizard, when in fact he is an unabashed businessman. He does have an opinion of
open source software, which he expressed to the Australian media at a briefing in
June 2004." “You know what my toughest competitor is2” Gates asked reporters at
the media briefing. “I's pirated software. . . . If you really look around, you'll find
way more pirated Windows than you'll find open source software. Way more.”
When pressed for his opinion of open source software, Gates said Microsoft's
software represented a “dramatically higher, better choice than anything you'll get
in the open source realm. It's true the press has taken a few design wins and said,
‘Hey, look at that.” And you know, that's great; it's almest helpful fo us to have a
few of those.” (ltalics added.)

What does he mean by that? Design wins, a.k.a. innovations, are "almost
helpful to us” but not quite. Too bad for Microsoft customers—those innovations are
lost on the boys from Redmond.

" Ferguson, lain. “Windows' loughest competitor is pirates’ —Gales.” ZDNet Australia. June
28, 2004. See hitp://news.zdnet.co.uk/software/windows/0,39020396,39158862,00.htm.

Linux already runs well on a variety of processors from Intel, Motorola,
IBM, and others and behaves similarly on all of them. Linux could soon be in
even more pockets following the release of the first specification and reference
implementation from the CE Linux Forum (Celf), a consortium of manufac-
turers that aims to optimize the operating system for information appliances

licrosoft advised to learn to love Linux.” C
zdnet.co.uk/software /windows /0,3902039

N LaMonica, Martin. “
2004. See http://ne

ET News.com, October 18,
39170562,00.htm.




and other devices. Celf includes consumer electronics heavyweights Panasonic,
Sony, Hitachi, NEC, Philips, Samsung, Sharp, and Toshiba.

Wicked Cool Linux Applications

NOTE

They're everywhere. You can find open source applications that mimic
commercial applications or serve as alternatives to get the job done. Open-
Office.org, for example, is a free alternative to the Microsoft Office suite and
is discussed in Chapter 4. Commercial applications are available for Linux as
well. Lawyers and legal professionals will be happy to know that WordPerfect
runs on Linux.

Those who bring Linux home for family computing are in for a surprise:
there are many free and commercial applications for playing with media. Got
MP3s? Nearly all Linux distributions support the playback of MP3 sound; for
example, KDE Player plays MP3 files as well as Windows Media files.

Many multimedia playback programs for Linux use the same free shared
library known as xine (available from htp://xinehq.de), which enables
these programs (a.k.a. front ends) to play back CDs, DVDs, and video CDs
(VCDs). The xine shared library and player also decodes multimedia files
like AVI, MOV, WMV, and MP3 and displays multimedia streamed over the
Internet. It uses the Windows video codecs instead of trying to reverse engi-
neer each video format. Xanim (available from http://xanim.polter.net)
is an excellent free video player that plays a wide variety of animation, audio,
and video formats.

Got photos? Manage your digital photos with Lphoto, which includes
a simple plug-and-play feature that interfaces with digital cameras, allows
album-to-CD and album-to-DVD copying, and gives you tools to create MP3
soundtracks on custom DVD slideshows. Lphoto is an open source project
financed, sponsored, and maintained by Linspire. It supports the Debian,
Linspire, MandrakeSoft, Knoppix, SuSE, and Xandros Linux distributions.
Digital cameras supported by Lphoto include models from Sony, HP, Canon,
Nikon, Olympus, and other major brands.

Creative professionals are not left out. For an alternative to Photoshop
on a Mac or PC, try The GNU Image Manipulation Program (The GIMP),
a free open source program from www.gimp.org that offers similar functions
for manipulating and retouching photos and composing images. The GIMP,
asitis called (not just GIMP) also runs on Macintosh and Windows systems as
well as Unix. Larry Ewing used an early version of The GIMP to create his
now-famous Linux penguin logo (a.k.a. Tux). He explains how he did it on
his website (www.isc.tamu.edu/~lewing/gimp).

Scooby Doo, the computer-generated dog in the Warner Bros. film of the same name,
was created using Linux and Film GIMP, the motion picture version of The GIMPF.
Developed by Caroline Dahllf, a programmer at Rhythm & Hues Studios, Film GIMP
makes it easy to retouch film frames lo vemove dust or wire rigs. Rhythm & Hues pro-
duced character animation and visual effects for films such as Babe and The Flint-
stones in Viva Rock Vegas, as well as the polar bear commercials for Coca-Cola.
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WINDOWS APPS IN WINE COUNTRY

You are better off using alternatives to Windows-based applications with your new
Linux system. But if you stubbornly want to run Windows-based applications like
Quicken or Adobe Photoshop, or even Microsoft applications, you can. Even better,
you can even get free open source software fo mimic Windows so that these appli-
cations feel at home. With WINE, Windows-based applications actually improve
with age—you can run the programs designed for older versions of Windows as
well the programs that run with the current version.

WINE [WINE stands for WINE Is Not an Emulator, yet another attempt at
finding humor in recursiveness) is an ongoing project by open source developers to
circumvent one of the major pillars of the Microsoft monopoly: Windows itself. The
problem is that software written for Windows only works if you use a version of
Windows from Microsoft. Products such as the Connectix emulator for the Mac come
with a version of Microsoft Windows, because even if you emulate a PC on a Mac,
you still need the Windows system to run Windows software. Specifically, you need
the Windows application programming interface (API), which provides the hooks for
application developers to provide system-level functions, such as menus and buttons,
without having to write them from scratch. Most applications are written to work with
the Win32 API for Windows.

The WINE project [www.winehqg.com) is attempting to duplicate the Win32
API, so that software written for the Win32 APl can run in WINE without any
Microsoft code. Wine does not require Microsoft Windows, as it is a completely
alternative implementation consisting of 100 percent Microsoft-free code. Even
better, WINE can use the dynamic link libraries (DLLs) that are often supplied with
Windows to control devices and memory. If your graphics card or similar hardware
supplier provides software drivers as Windows-compatible DLLs, you can presumably
use them with WINE instead of Windows.

WINE does not emulate the Intel x86 processor and is therefore not as slow as
a PC hardware emulator. Windows-based applications that behave themselves—
that is, they don’t make system calls—will run just as fast as on Windows, according
to the folks at the WINE project. For example, WINE works now with Microsoft Word
and Excel—you can run these applications on a Linux system without Windows.
Corel used WINE to migrate the Windows version of WordPerfect to Linux.

Commercial applications such as CodeWeaver's CrossOver Office for Linux
(www.codeweavers.com| are built on WINE and provide support for popular
Windows-based applications and Microsoft applications. CodeWeaver made
the process of installing applications much easier than if you use WINE by itself.
CrossOver Office offers direct support for Visio, Internet Explorer 6.1, Microsoft
Office 97/2000/XP, Quicken, Photoshop 7.0, DreamWeaver, and Media Player
6.4. The new version can run Apple’s iTunes application with iPod updating and
music downloads from the Apple online music store.

For anyone who already owns Windows 98 and Microsoft Office, CrossOver
Office is a painless way to continue to use these applications on Linux. According to
ComputerWorld,” digital animation studios Pixar, DreamWorks SKG, and Disney
have moved a combined total of 2,400 of their technical workstations to Linux, using
CrossOver Office to run software such as Adobe Photoshop.

* McMillan, Robert. “Analysis: The business case for desktop Linux.” ComputerWorld.
IDG News Service. December 24, 2004. See www ::ompurerwarld,:am,nu/indax,php/
id;1048043952;fp;16,fpid;0.



Got newsletters? Scribus (www.scribus.org.uk) is a dedicated desktop
publishing program similar to Adobe PageMaker. It offers professional-
quality page layout suitable for newsletters, magazines, and flyers. Scribus
is also a complete Portable Document Format (PDF) editor. You can even
create PDF forms that can be verified as authentic using digital signatures.

For a convenient searchable list of Linux applications, check out the
Linux nonprofit organization site (www.linux.org/apps).

WHERE DOES BILL GATES GET HIS IDEAS?

Garbage cans brimming with other pecple’s thrown-out code. That's what Bill said
in an interview with the editor of Programmers at Work, a baok by Microsoft Press:”
Interviewer: “Is studying computer science the best way fo prepare to be a
programmer2”

Gates: “No, the best way fo prepare is to write programs and to study great
programs that other people have written. In my case, | went to the garbage cans at
the Computer Science Center, and | fished out listings of their operating system.”

" Lammers, Susan. Programmers At Work: Inferviews With 19 Programmers Who Shaped the
Computer Industry. Microsoft Press. April 1, 1986. Interview with Bill Gates. See pages 76, 77,
80, and 83.

Revolution? We’d All Love to See the Plan

You say you want a revolution? Open source software represents a true revo-
lution in the way software is tested, debugged, distributed, and sold. Itis a
revolution in the way that new, innovative software can be built on top of the
best existing software. It is a revolution in the way that inventors are rewarded
for their work. It is a revolution in the way that customers can solve their
information technology problems by using free software and “subscribing” to
paid support. It is a revolution in the way that software developers can share
code across physical, corporate, and national boundaries. It is a revolution
in the way that it fosters innovation anywhere in the world and contributes
everywhere to the global economy. It is a revolution in the way that it defeats
the Microsoft monopoly.

Most importantly, the open source movement is a revolution in the way
that bugs are fixed. In the late 1970s, I worked in the engineering department
of a computer company as a technical writer, producing the manuals. The
writer’s job was to translate programming jargon into readable English and,
along the way, explain how the software worked. Occasionally, the writers
would need to put a little spin on the writing and make the reader think the
software worked fine, when in fact it didn’t. One of our pet phrases back
then was, “That’s not a bug, that’s a feature.”

With commercial software, quality suffers because companies spend more
time adding new features than fixing bugs. Microsoft Word is an excellent
example of a piece of software bloated with features that many people never
use, yet still buggy after all these years. By comparison, the free-for-all bazaar of
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the open software market produces code that is hammered on by thousands
of developers eager to find flaws or add new features and improvements. When
a bug pops up, thousands of programmers jump on it, and the best fix wins.

But what makes the open source movement a movement rather than a
chaotic exercise in futility is the fact that improvements must be shared. The
fixes and improvements might never make it out to the public it it weren’t
for the licensing restrictions placed on open source software—designed not
to limit its free distribution, but to establish a feedback loop that works to
everyone’s advantage.

THE COPYLEFT LICENSE

Always leave a copy wherever you go. That's the mantra of the open source
movement. The pioneers of this movement invented a new kind of license, now
referred to as the General Public License (GPL]. While the GPL gives organizations
the right to run, modify, and distribute the software, it also includes a “copyleft”
clause. Basically, any new work that contains, in whole or part, software licensed
under the GPL, must also be licensed under the GPL. For example, Linux is governed
by GPL, so if a development group adds even a small chunk of Linux code to

its software, the source code of the new software must now be shared with
everyone else.

The pioneers of open source used the word free to mean the freedom to use the
software, to study its source code and adapt it to your needs, to redistribute copies
to your friends and neighbors, and to redistribute your own improvements to the soft-
ware—provided that you also contribute those improvements back to the original
software developers to include in the next freely distributed version. Like free beer,
free software costs nothing; like free speech, it can inject new ideas and spur inno-
vation, but only if there is an audience to hear it. In short, developers can improve
and fix bugs to create a new version, but they can’t sell the improved version without
donating the improvements back into the free version.

The GPL guarantees that no one can build and sell commercial software
based on open source software without contributing back to the movement. You
may well wonder how anyone could make money in this scenario, but companies
are doing just that by providing support—making the software easier to install or
configure, customizing the software for a particular environment or simply packag-
ing an excellent collection of free software and selling the package. When these
companies improve a piece of free software that is governed by GPL, they donate
their contributions back to the owner/manager of the software for redistribution.

Some open source authors decide to give away their creations without any
restrictions, but this act of generosity can backfire. John Gilmore, a founder of Cygnus
Solutions [an open source software support company acquired by Red Hat) and a
developer of free encryption software, once released a program called PDTar, used
to bundle together groups of files into one easily managed file known as a farball
(more Linux jargon). He put no restrictions whatsoever on it. The code was eventually
ported to DOS by someone else, and for years, Gilmore received emails from people
who wanted fo get the DOS version to work properly. But Gilmore didn’t have the
source code for the DOS version and couldn’t help them. Gilmore decided to use

the GPL for his next offering. ! od)
[continu



The forced sharing required by GPL is troubling to companies that have spent
millions of dollars enhancing open source code to create their own proprietary
applications. While most of these companies want open source software to succeed,
they also want to add proprietary value to these software offerings and charge for
them. To address this need, the open source community has created a variety of
licensing agreements based on the original GPL that help companies protect their
proprietary creations based on open source code. These licenses arose from the
desire to ensure continued involvement of commercial organizations in open source
projects, potentially increasing positive contributions. One model is the Netscape
Public License, which governs the use of the Netscape browser source code—
anyone can make changes and modify the software, but Netscape is under no
obligation fo share improvements made by others.

Questions about licensing pop up because some commercial products are
based on open source code. large portions of Apple’s Mac OS X came from Mach
and BSD, both of which were released with licenses that offer more freedom than
GPL. Apple has returned the faver by sharing the source code to these parts of the
system, but the company is still able to keep much of its offering proprietary. The
parts that Apple shares are improved by the wider community of open source
developers. So while the copyright issues for a given software product may seem
murky at best to those who contributed fo it, the software is improved by the open
source method anyway, and everyone benefits.

i

The open source movement is rooted in the same ideas that fueled the
American Revolution in 1776, as echoed by Peter Wayner in Free For All. “The
free software movement certifies that we are all created equal, with the same
rights to life, liberty, and the pursuit of bug-free code.” It's about the freedom
to choose better software without getting locked in. The open source move-
ment tolerates all newcomers, as long as they share their source code. It
tolerates not only the fine, upstanding corporations trying to build legitimate
businesses supporting open source software, but also the con artists and
carpetbaggers trying to make a fast buck.

‘What the open source movement does not tolerate is a tyranny of the few.
It does not tolerate Microsoft’s proprietary, monopolistic hold on the software
industry.

There is no surer road to a Microsoft-free computing life than open source
software. The debate is not so much about whether Windows or Linux is
better or less costly today; it’s about which system will take you into the future
without costing you a fortune. Microsoft lost ground to open source software
in servers and Internet software, and may lose more ground in the next wave
of information appliances and pocket devices. The next generation of pro-
grammers now attending high school have no previous allegiances or need
to run Windows applications, especially when they can’t afford them. The
best and brightest kids are already the biggest fans of free software. The
Linux brand is not as strong as the Microsoft brand, but the code is better.
‘Which foundation do you want to build on today?

er, Peter. Free For All. HarperBusiness. New York. NY. 2000.
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SLAY THE WORD
AND YOU'LL BE FREE

You hold in your hands something you don’t see
every day: a book written on a computer without
Microsoft Word.

You probably think Word is the stumbling block—the first, last, and final
reason why you can’t escape Microsoft software. But alternatives exist, and this
chapter is all about them. You can use commercial products like WordPerfect,
or free software such as OpenOffice.org Writer or AbiWord, or text editors
such as TextEdit, which comes with the Mac.

In fact, it was possible to skip Word years ago to produce books that
use graphical layouts. Children’s books, for example, are typically composed
and finished using a page layout program such as Adobe PageMaker or
QuarkXPress. Large coffee table books with high-quality photographs are
nearly always composed in page layout programs, because only those programs
can do justice to reproducing the photographs in a proper graphical layout.
Text, formatted or otherwise, has always been the easiest type of data to proc-
ess. So it stands to reason that it must be possible to wse an allernative lo Word.

And yet, so many people continue to use Word because they need to
work with Word documents. Some swear by it, and others swear at it. The
application has been around far too long; people should have other choices
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by now. “Monopolies become their own worst enemies—particularly in busi-
nesses that live or die by technological innovation,” wrote James Gleick in
The New York Times Magazine. “They get soft. They make poor research choices.
They bleed both profit and invention. They poison the marketplace that
created them.”

Microsoft Word Is Not the Final Word

Chapter 4

I'm a veteran Word addict, now reformed. Since the late 1980s I relied on
Word for all writing and editing. So why do I bite the Word that fed me?

All that time I paid a tithe to the gods in Redmond so that I could eat,
paying for upgrades and even migrating to more powerful computers just to
run new versions. When the software continued to behave erratically, upgrade
after upgrade, I began to feel misused and abused. I had heard rumors that
Word harbored viruses, that Word reported back to Microsoft the details of
your hardware configuration every time you launched it, and that Word was
a manifestation of the devil. I had creepy feelings that somehow Microsoft
could read what I was writing.

Of course it’s all Microsoft’s fault. Word'’s creepiness is directly related to
the random suggestions it throws at you when you least expect them and the
way it corrects your grammar before you can finish the sentence. Word rein-
forces bad rumors and ugly feelings by acting so stubbornly and annoyingly
the same as it has since 1995. Yes, if you spend some time, you can eventually
figure out how to turn off or adjust some of the most annoying features (see
Figure 4-1). But this is your time I'm talking about. You already paid for the
program; why should you also have to spend more time teaching it to behave?

Let’s not even go into all the bad things Word does, for fear of inducing
headaches or even nightmares . . . Like how Word applies the same idiotic
default settings to any image you place or table you create, regardless of what
came before. Or how, after two decades, I can still make it crash by using
the DELETE key to delete characters past the beginning of a paragraph into
previous lines of text.

Word is bloated beyond belief. Who actually uses the Data Merge Mana-
ger to create form letters? Who customizes Word menus so thoroughly that
they can no longer find the spell-checker? How often do you want to choke
that paper clip character that pops up with inappropriate suggestions (see
Figure 4-2)? How many Word docs have you been unable to open for some
reason or another, and when was the last time you got a flawless result by
saving in an older Word doc file format?

Nearly 20 years ago, I used Word style definitions to define my book
chapters so that they could easily be sucked up into Adobe PageMaker for
FrameMaker, only to find that publishers used QuarkXPress, which either
ignored or mangled my style definitions, rendering them irrelevant. I cranked
up that Microsoft monster just to compose emails, only to find that it con-
verted some of my text into some alien alphabet that others couldn’t decipher.

" Gleick, James. “Making Microsoft Safe for Capitalism.” The New York Times Magazine.
November 5, 1995,
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Figure 4-1: Don’t you wish you could find these hidden settings in Word?
(Thanks to Dr. Norman Clark in the Dept. of Communication at Appalachian
State University, Boone, North Carolina.)
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Figure 4-2: Don't you wish this litfle guy would just go away?
Word can be so annoying with these suggestions. (Thanks fo
Dr. Norman Clark in the Dept. of Communication af Appala-
chian State University, Boone, North Carolina.)
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I tried early alternatives that fell short. I even tried using PageMaker and
exporting styled text into Word document files. Ultimately, I had no choice
but to continue to use Word. My clients sent me Word documents that I could
not open unless I used Word too. I sent Word documents back to them
because that’s what they wanted. Who knows what evil may have lurked in
those Word documents?

What Up, Word Doc? A Format for Disaster

Chopter 4

The Word document format is the addiction. Not Word itself or some special
feature of the program, but the Word doc file format. For a long time, the
only way to open a Word doc file was to use Word; without alternatives, busi-
nesses migrated to Word and the rest of the Office package and got stuck
there. As Word doc files proliferated (and as Microsoft wiped out the com-
petition in word processing programs), they hooked everyone they touched.

Just what is in those files? More than you realize. Word files can violate
your privacy. The program is most often configured by default to automatically
track and record changes you make to a document. A record of all changes
is silently embedded in the doc file every time you save it. It’s easy as pie for
someone to recover this record and see all the revisions. Most Word document
files contain a revision log that is a listing of the last 10 edits of a document,
showing the names of the people who worked with the document and the
names of the files used for storing versions of the document.

A WEAPON OF MASS DELUSION

Word documents are notorious for containing tracked changes and revisions that
could be embarrassing if discovered, and they are easy to discover. The British
government of Tony Blair learned this lesson the hard way. In February 2003,
10 Downing Street published an important dossier on Iraq’s security and intelligence
organizations—the same dossier cited by Secretary of State Colin Powell in his
address to the United Nations later that month. It was published as a Word
document. A quick examination of hidden revision logs in the Word document
revealed that much of the material in the dossier was actually plagiarized from an
American Ph.D. student.”

Dr. Glen Rangwala, a lecturer in politics at Cambridge University, discovered
that the bulk of the 19-page document was directly copied without acknowledgment
from an article in The Middle East Review of International Affairs titled “Iraq’s
Security and Infelligence Network: A Guide and Analysis” (September 2002), written
by the student. As a result, during the week of June 23, 2003, the British Parliament
held embarrassing hearings on the Blair dossier and other PR efforts by the UK
Government leading up to the Irag war.

* Smith, Richard M. ComputerBytesMan.com. June 30, 2003. See www.computerbytesman.com/
privacy/blair.him. See also Rangwala, Glen. “Intelligence? The British dossier on Irag's security
infrastructure.” The Campaign Against Sanctions on Irag. See www.casi.org.uk/discuss/2003/
msg00457 himl.



And why is the Word doc file format such a moving target? Try to collab-
orate on a document with a random group of Word users using different
versions (Word 97, Word 2000, Word XP, Word 2003, and a couple of Mac
versions), and you'll see what a mess you can make with Word doc files.

As longtime high-tech pundit John Dvorak pointed out in his PC Magazine
column,” “It’s clear the program is in decline, with too many patches and
teams of coders passing in the night. It's about time that it’s junked and we
get something new. This code can no longer be fixed.”

SERVES THEM RIGHT

Ambulance chasers from The SCO Group suing DaimlerChrysler for using Linux
forgot to remove fracked changes from a Word doc that identified their previous
defendant, Bank of America, and demonstrated the litigation possibilities of Word
templates. The press loved it; the SCO Group’s credibility was ruined.”

* CNET News.com. March 6, 2004.

The Titanic of Text Editing

You don’t want to trust your most important documents to the Word doc file
format. One reason is that files are extremely large—it seems like Microsoft
stores the design specs and blueprints for the Titanic along with your text.
These files are often many orders of magnitude larger than ordinary text files.
You can spend a lot of time sending or receiving these files over a network,
and they eat up more disk space than they should.

Moreover, Word files are not secure—they can contain code that can
destroy your computer. Word lets people create custom programs called
maceros for modifying their Word documents. Excel offers the same feature.
But since Word and Excel let you save the macros along with the documents,
and since it is possible to hide a virus in the macro code, these documents
could easily be turned into Trojan horses carrying viruses. The code can be
set to execute as the document opens. In fact, Word documents are now the
most common carrier for viruses.

Don’t use Word as your “helper” application for .doc files in Windows. As soon as
Word opens a document, your computer could cateh a virus—uwhether you wuse Word's
File menu, click a Word document on the desktop or in a file list, or click an email
attachment that happens to be a Word doc file. Open your browser’s preferences, and set
the helper application for .doc files to something other than Word. You might want (o
register WordPad as the helper application for « Windows system. Otherwise, choose an
alternative to Word such as WordPerfect or OpenOffice.org Writer; both described in
this chapter.

" Dvorak, John C. “Kill Microsoft Word.” PC Magazine. September 7, 2004. See www.pcmag.com/
article2,/0,1759,1631430,00.asp.

Slay the Word and You'll Be Fres  T1



72

THIEVES USE WORD TO STEAL FILES

Details about one of the largest security holes in Microsoft Word were first published
on August 26, 2002 to the popular Bugtraq security list, a service hosted by
SecurityFocus, a subsidiary of Symantec.” The security hole has still not been
corrected. Essentially, an information thief can steal files from the computer of a
person using Word 97.

If you use Word 97 and an unknown person sends you a document to modify,
be aware that when you return it, the Word document may contain a hidden copy
of files from your computer. The Word document will not be flagged by anti-virus
programs. It will also not appear to Word 97 to contain any macros.

The copied files aren’t visible in Word, but they are clearly visible using Notepad
or Wordpad. The copied files could be documents, Excel spreadsheets, or anything
else; they could be located anywhere, even on a secure server. If you have permission
to read a file, and you use Word 97 to edit a document from someone who is secrefly
an information thief, that person could grab the file using “spy” code that can scan
for hundreds of files and the INCLUDETEXT field, one of many hidden fields embedded
in Word docs. The only way to prevent a file from being stolen is to manually check
the fields, which you can find in the document's Properties panel.

If you use Word 97, you shouldn't open and modify a document from someone
you don’t trust, unless that person will never get the document back. The scheme
works best with Word 97, but Word 2000 and 2002 could also be conscripted into
service if the attacker can persuade a victim to print the document first.

The security hole is outrageous, yet Microsoft has declined to fix older versions
of Word, angering IT professionals. “The only suggestion Microsoft has come up
with—examine field codes in your document manually—is so lame | don‘t know if |
should laugh or cry . . . or scream,” wrote Woody Leonhard, Certified Office Victim
and publisher of the newsletter Woody's Office Watch.! “Can you look at a field
code and know if it will automatically suck in a sensitive file? How can hundreds
of millions of Office users be expected to tell the difference between a safe field code
and a spy?”

Microsoft has also angered the community of bug fixers by complaining that
the details of this security hole should not have been disclosed without Microsoft's
first performing tests. It was only after Woody Leonhard published details in his
newsletter that the mainstream press got a hold of the story. Microsoft was forced to
make a statement about the problem since the Associated Press was about to release
the story to newspapers all over the world. But you have to admire Microsoft's PR
machine—the company managed to convince the press that it had disclosed the
problem voluntarily.

* Gantman, Alex. “Security side-effects of Word fields.” Bugiraq Archive. See www.securityfocus
.com/archive/1/289268/2002-09-09/2002-09-15/2. See also Lemos, Robert. "Microsoft
warns of thieving Word docs.” CNET News.com. September 12, 2002. See http://news.com
.com/2100-1001-957786 himl2tag=Ffd_top.

1 leonhard,. Woody. Woody's Office Walch. September 18, 2002. See www.woodyswalch
.com/office/archtemplate.aspév7-nd4.

Stuck Inside of Pages with Those Unprintable Blues Again

Chopter 4

How typical is this scenario: You receive a 20-page Word document from a
client, and you need to print it. The document contains graphics—in par-
ticular, slides copied from PowerPoint right into the Word doc. But nothing
comes out of the printer. Turn the printer off, restart, and wait for the system



and printer to rethink everything . . . but still the pages don’t come out. Hell
freezes over, but the document won’t print. Word docs are notoriously buggy
when it comes to printing graphics, especially “objects” from other programs
like PowerPoint, and even more especially when those objects include text.

TIP FOR WORD ADDICTS

You are nearly always better off copying the slide from PowerPoint and using Paste
Special in Word to paste it as a “picture” rather than an object. What's so special
about Paste Special? It gives you choices besides the lame choice offered by Word,
which is to paste it as an object. You can use Paste Special to paste the slide as a
bitmap image, which may get through the printer; otherwise, your printer may hang
indefinitely as it tries to decipher the PowerPoint object. You would think that affer two
decades inhabiting the same labs in Redmond, the PowerPoint and Word devel-
opment teams should be able to work together to get graphics and text to print
together.

Word is supposed to be a text editor that offers WYSIWYG (What You See
Is What You Get)f It means, roughly, that what you see on your computer
monitor is the same as what you get on the printer and vice versa. The first
true WYSIWYG editor was a word processing program called Bravo. Invented
by Charles Simonyi at the Xerox Palo Alto Research Center in the 1970s, it
became the basis for Simonyi’s work at Microsoft, including Word.

Somehow, something went awry, because now it's “You Don’t Always Get
‘What You Want™"—everything changes from computer to computer depend-
ing on which fonts are installed. A document produced with Word on one
computer may end up with radically different formatting and pagination on
another computer, even using the same version of Word.

The reason for these and other printing and formatting anomalies is
this: Word silently reformats a document based on the computer’s printer
settings and fonts. This is bad news for certain kinds of documents, such as
forms, that rely on elements precisely positioned on a page. In other words,
Word documents are not guaranteed to look and print the same way on
every computer and printer. The document’s fonts may not be available on
another computer, and the substitute fonts force the reformatting and cause
pages to break in strange places. You can thank, among other things, the
competing technologies for rendering fonts, which have befuddled the
desktop publishing industry for two decades.

Maybe you could care less aboult fonts, as long as you get the document
printed. But some of us want the printed document to look vaguely the same
from one printer to the next. Thanks to the many differences in fonts and
character spacing from one computer to the next, and from one printer
driver to the next, you can’t trust Word documents to look the same.

* Pronounced “whiz-ee-wig.” Thanks to The Dramatics for “What You See Is What You Get,”
released in 1971, and also to Tina Turner for “What You Get Is What You See,” released in 1986;
as for Britney Spears, “What U See (Is What U Get)” appears to be a rip-off.

T Thanks to the Rolling Stones, or rolling fonts in this case.

Slay the Word and You'll Be Fres 13
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Chopter 4

TANGLED UP IN THE FONT WAR

Printing problems can be traced back to the legendary Font War of the late 1980s,
in which Microsoft and Apple faced off against the father of desktop publishing,
Adobe Systems. As everyone knows, a digital font is a mini-program that enables a
system to display and print text with a typeface (such as Palatino) set to a particular
size (such as Palatino 12). While Adobe didn‘t exactly invent this concept, the
company did invent PostScript and a font format that works with PostScript (the
Type 1 format). The combination enabled computers to print with high-quality
typefaces on different laser printers and with better quality using the same font on
high-resolution imagesetters. This combination revolutionized high-quality printing in
the late 1980s, and most of today's printers use PostScript.

Adobe's font format dominated desktop publishing until Microsoft and
Apple—strange bedfellows at that time—developed the TrueType format to
challenge Adobe’s dominance. They did it to try fo force Adobe into opening its
proprietary Type 1 format. However, typographers weren't crazy about TrueType's
quality. But even typographers have to eat, so these two formats now dominate
computing with an uneasy truce. Both formats work with Windows, Macintosh,
Linux, and Unix systems.

The industry giants involved in the Font War were so embarrassed by their
greed that they joined together eventually to impose yet a new format, called
OpenType, that slapped TrueType and Type 1 together. “That was 1996,” wrote
Clark Kim in Magazine World in 2002. “OpenType today is as popular as the U.S.
Olympic hockey team in Canada.”” OpenType is supposed to work with everything.
It is also supposed fo provide richer linguistic support and advanced typographic
control. While Microsoft and Adobe support it, the gaggle of small type foundries
around the world are not yet on board. The transition to OpenType hasn't been
easy. It is technically challenging to do OpenType fonts, and they've already got
their hands full with Type 1 and TrueType.

Word uses the fonts installed in your Windows or Mac system. When you first
install Windows, only a limited number of fonts are available, but as you install
other software, other fonts are added to Windows like new genes to the gene pool,
and those fonts automatically become available fo Word. As we all merrily computed
our way into the 21st century, our systems sprouted different fonts from all these
different installations. When you create a document on one system, using its fonts,
and then transfer that document to a different system, different fonts are substituted,
with unpredictable results.

Conversion programs exist, and fonts in both formats are ubiquitous. When
they show up in your system bearing the same name (for example, Palatino in either
Type 1 or TrueType formats), your system and printer can get as bewildered as you
must be at this point.

* Kim, Clark. “For Fon's Sake.” Magazine World. 2002. (See http://magazines.humberc
.on.ca/magworld2002/talkingtech/font.himl.

Adobe created the PDF (Portable Document Format) standard to enable
the exchange of documents without printing problems, but Microsoft has
never put much effort into making its PDF export function work well—
possibly because Microsoft would rather people use the Word doc format
rather than a portable format.



TIP FOR WORD ADDICTS

So you want to muck about in Word's preferences and try to alleviate the refor-
matting problem so that Word docs look more similar from computer to computer
and printer fo printer? It's not that easy. Word gets font metrics information from
your output device; every time you change the print driver (even switching from one
PostScript driver to ancther PostScript driver, or using the same driver for a different
printer), text may be reformatted, pages may reflow, and line breaks may be different.
Printer margins [i.e., unprintable areas defined by the output device) also influence
the reformatting. Word offers an option to cut down on this reformatting: the Use
Printer Metrics To Lay Out Documents switch in the Tools » Options » Compatibility
window should be turned off. However, it doesn't eliminate the reformatting. Simply
moving a document from the Windows 95/98 system to Windows NT or Windows
XP can cause reformatting. Good luck with that.

Get Angry about Word Docs

There is only one way out of Word madness: stop sending Word docs to
people. Only Word can open these files, so by sending Word docs, you force
other people to use Word. The specification for Microsoft Word documents
is a closely guarded secret, and since Microsoft chooses not to create versions
for other operating systems (such as Linux), people who use those systems
are left out in the cold. Keep in mind that Word doc files produced with one
version of Word might not even be readable by other versions of Word—
forcing others to upgrade their versions. The Word doc format is not a true
standard. Microsoft changes it from time to time, most likely to force users of
older versions to buy the latest version.

Richard Stallman, the founder of the Free Software Foundation, believes
the use of the Word doc format hurts us as consumers and hurts the industry
in general. “The worst impact of sending Word format is on people who might
switch to free systems: they hesitate because they feel they must have Word
available to read the Word files they receive. The practice of using the secret
Word format for interchange impedes the growth of our community and the
spread of freedom.””

Whether you move off Word or continue to be addicted to it, you should
know how to save your documents in a file format that others can use and
that can be attached to an email without worry. Standards for document files
exist, and even Word supports them to some extent.

Rich Text Format (RTF)

RTF files are readable and useful across systems and applications. RTF files
preserve some font information (such as italics, bold, font sizes, and so on),
and people can import the files into their word processors (including Word)
to edit them. You can be sure that the RTF file doesn’t harbor any viruses,
because it doesn’t contain any macros.

" Stallman, Richard. “We Can Put an End to Word Attachments.” GNU project. See www.gnu.org/
philosophy/no-word-attachments.html.

Sloy the Word and You'll Be Free T3
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NOTE

Chopter 4

STOP SENDING WORD DOCS!

If you must continue to use Word, at least try not to inflict this punishment on the
rest of us. Free Software Foundation founder Richard Stallman encourages people
who dislike receiving Word doc files to follow his example:” “For about a year,
I've made a practice of responding to Word attachments with a polite message
explaining why the pracfice of sending Word files is a bad thing, and asking the
person fo resend the material in a nonsecret format. . . . If we all do this, we will
have a much larger effect. People who disregard one polite request may change
their practice when they receive multiple polite requests from various people. We
may be able to give ‘Don't send Word format’ the status of netiquette, if we start
systematically raising the issue with everyone who sends us Word files.”

As a result, a minor revolt is spreading across the Internet, as people post
web pages explaining, in an everso-polite manner, why they will not accept Word
attachments:

* “MSWord is not a document exchange format” by Jeff Goldberg
[www.goldmark.org./netrants/no-word/attach.html)

* “Don't send Microsoft Word documents to me” by Jonathan de Boyne Pollard
|http: //homepages.tesco.net/~).deBoynePollard /FGA /dont-send-word-
documents. html)

¢ “Please don't send Word Documents by email” by Tobias Brox
[www.cs.uit.no/~tobias/NEW /word-rejection. html)

¢ “Avoid e-mail attachments, especially Microsoft Word” by Neal McBurnett
|http: //ben.boulder.co.us/~neal /attachments.html)

¢ “Attachments in proprietary formats considered harmful” by Manuel Chakravarty
[www.cse.unsw.edu.au/~chak/email.html)

* Stallman, Richard. “We Can Put an End to Word Attachments.” GNU project. See
www.gnu.org/philosophy/no-word-attachments. himl.

The RTF files produced by Word can get crazy if they include complex
formatting, tables, graphics, or objects embedded from other Microsoft
applications, so you may want to simplify your document first. On the other
hand, whatever application you use to open the RTF file might simplify things
for you—the text will appear (more or less) the same, with page breaks, italics,
tables, and possibly even footnotes, but most of the other Word-rela