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Foreword

dvances in medicine and biomedical sciences have leveraged technology for the entire history of the medical
profession. Extensive improvements have been achieved
through technologies that have been able to help physicians
first understand the human body, and then diagnose and treat
patients. Technology has played a dramatic role in helping
physicians to observe, and to actually view, the inner workings of the human body in ways that were unimaginable just
100 years ago. From the advent of the first X-ray machine
in 1895 to more recent advances in imaging that include
MRI machines, CT scans, and PET scans, we have made
remarkable strides. In addition, innovation in technology has
touched the areas of pharmacotherapy, radiotherapy, immunotherapy, surgical devices, and surgical techniques including
the use of robots. The list goes on and continues to grow as
new applications of existing technology are developed and
new technologies themselves are invented.

A
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FOREWORD

But in the care delivery realm—the methods and techniques we have used to process and deliver patient care—
technology has only become part of that thinking and work
more recently. In this book, Phil Fasano initiates an important conversation about how health care uses patient information, electronic access, tools, and teams to deliver true
21st-century information-age health care. The electronic
health record does not come with an owner’s manual that
tells us how to use it and how to transform care. But as we
use it inside an organization like Kaiser Permanente and as
part of a global learning community, we put this important
technology central in the delivery of care. As many organizations and professionals begin to navigate this journey of how
to use the information-age tools to transform health care,
Phil provides some important starting thoughts, experiences,
and challenges.
Phil joined Kaiser Permanente in 2007, stepping out of
the world of finance and into a new world of health care.
During his time here, Kaiser Permanente has created better
tools and platforms to deliver smarter, more connected care
that is also preventive and affordable. His work has significantly contributed to our ability to measure and compare
the care we deliver, which lends itself to improving quality
and safety. And, it has helped move us toward our goal of
real-time, personalized healthcare for our more than 9 million members. The centerpiece of the technology platform
is Kaiser Permanente HealthConnect®, the world’s largest
civilian electronic health record. KP HealthConnect gives
the organization’s over 16,000 physicians immediate access
to patients’ status and medical history, as well as support for
making decisions using evidence-based practice guidelines
and the latest medical research. Kaiser Permanente members can easily make and reschedule appointments, check
x
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lab results, and send emails to care providers via My Health
Manager, the online personal health record that connects
directly with KP HealthConnect.
The deployment of KP HealthConnect symbolizes
the realization of a vision for health information technology that began 50 years earlier. That journey includes some
fascinating twists and turns. In the end, I believe that Dr.
Sidney Garfield, the innovative physician leader and partner to Henry Kaiser who first saw the potential of and then
advocated for the use of computers in healthcare delivery,
would be proud of what we have achieved. He would also
be enthusiastic about the next phase of this journey to contribute to and understand how inventors and entrepreneurial
minds will take us to the next phase in analytics and virtual capabilities. The emerging ideas around “big data” and
how to effectively use the rapidly increasing amounts of
data we can now collect through the digitization of healthcare are critical in thinking about how to deliver care. We
need to learn to ask the right questions about the masses of
data becoming available—questions that turn that data into
information and ultimately knowledge; questions that reflect
how best to provide care for patients and improve the health
of populations; questions that support patients’ abilities to
take care of themselves and better understand their health,
questions that drive learning and research, and questions that
drive collaboration and support across the health care sector.
Phil describes the path Kaiser Permanente has been on,
how the industry has changed in recent years, and shares
the challenges and opportunities that we have experienced. More importantly, the book lays out the challenges
and opportunities that remain before us. It reminds us that
we can learn from the progress we have made, particularly
when it comes to utilizing the tools and technology that
xi
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allow physicians to better serve, communicate with, and heal
their patients. This increased use of information technology
has enabled change as well as helped create an environment
where the rate of change has accelerated and the locus of
information, business transactions, and “power” has moved
to the patient. And despite the temptation to focus on the
“bells and whistles” sometimes associated with information technology efforts, Phil makes sure to never lose sight
of the fact that the patient is at the center of the effort. In
this book, he acknowledges that ultimately, the biggest challenges go beyond software and dollars. It is clear that health
information technology has to prove to doctors and patients
that it is safe, trustworthy, and better than that familiar
manila folder.
As a physician leader, I am always looking for books, case
studies, surveys, and data that help me and my colleagues to
not only better serve our members, but also help health care
improve—globally. In this important book, Phil not only
lays out a comprehensive and accessible picture of where we
have been and where we are, but also clearly points the way
for health information technology to the future.
Jack Cochran, MD
Executive Director, The Permanente Federation,
Kaiser Permanente
December 2012
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Preface

n 2007 after a 25-year career in information technology (IT) in the financial services industry, I joined Kaiser
Permanente as the organization’s chief information officer.
It was my first foray into health care. Given my long tenure
in banking and on Wall Street, I had to learn a whole new
way of looking at technology and its power to transform an
industry. The principles are the same, but the stakes are different—higher—and that makes for a unique set of cultural
challenges and opportunities.
When I had been at Kaiser Permanente for two years,
George Halvorson, the organization’s chairman and CEO,
suggested I consider writing a book about technology and
health care. I had absorbed a lot on the job, but hardly
enough to add my voice to the complex discourse on care
quality, exploding costs, system dysfunctions, and healthcare reform options.You see, I am an ardent believer in what

I
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Outliers author Malcolm Gladwell calls the “10,000 hours”
concept. The basic idea is that once you have 10,000 hours of
experience in a given realm, you can then be considered
an expert in that subject.
I first put pen to paper—or fingertips to keyboard—later
that year, about the time I passed the 10,000-hour mark. I
typed out thoughts on my laptop and then my iPad in airports, on planes, on weekends. I started with my own observations of the way things were and my developing vision of
how they could be if we could clear some obstacles. This
process went on for barely a blink of an eye, but by the time
we started researching and editing in earnest, the technology and healthcare landscapes had changed so significantly
that it was already time to update our thinking. That is one
of the exciting parts of health IT. You never stand still. The
technology continues to accelerate at a breathtaking pace.
The energy behind healthcare innovation, including health
IT technology, continues to build and is helping propel us to
a new era of health care. In this era, the patient is truly at the
center; and well-integrated, conveniently available information is leveraged to improve health, deliver better service to
happier patients, and reduce costs across the system.
I may have just passed my 10,000-hour milestone, but I
owe a debt of gratitude to the many colleagues who lent
me their expertise, taught me, and coached me through all
of those hours. You can be sure that their voices, their experience, and their vision are as much a part of this book as
my own. Among so many great physicians that I’ve been
privileged to interact with, they include physician leaders Dr. Jack Cochran, Dr. Robert Pearl, Dr. Jeff Weisz, and
Dr. John Mattison. They all have generously contributed
their years of experience in the most leading-edge medicine
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and innovative health IT to help me better understand the
world of health care. My colleagues in leadership at Kaiser
Permanente have inspired me with their passion for every
patient, and for a vision of better health in this country. They
include Bernard Tyson, Kathy Lancaster, Dr. Jed Weissberg,
Charles Columbus, Anthony Barrueta, Mark Zemelman, Dr.
Ray Baxter, Dr. Arthur Southam, and Diane Gage-Lofgren.
And, of course, George Halvorson, who I have always said is
really the CIO of Kaiser Permanente. His vision, mentorship,
and partnership are inextricably linked to my own passion
for transforming health care through technology.
The real reason I joined Kaiser Permanente was to contribute to an industry where the results of my efforts might
have a small part in creating better health for all Americans.
I knew that the healthcare system was in desperate need of
transformation, and I thought I might be able to transfer my
experiences in industry-transforming technology to what I
saw as a more worthy cause.
I still feel that way. More than ever, I am encouraged
by the advances I see every day: technology in the hands of
physicians and caregivers who are relentlessly committed
to the health of their patients. We can learn so much from
the application of technology across various industries, but
I’ve learned that technology in health care is not exactly the
same as technology anywhere else. It comes with a heavy
dose of government regulation, of course, but it is also best
served with especially generous portions of patient-focus
and compassion.
As you read what I hope will be some inspiring predictions and heartening examples of how health information
technology is already transforming health care, ask yourself
how in your position—whether you are a technologist, a
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healthcare provider, or another player in the healthcare and
technology industries—you can accelerate the change that
we know must come to health care.
I’ve really just barely started on this journey. I’ve joined
the journey of extraordinary physicians, business leaders, and
technologists. I know we can do better. Join us on the journey.
Phil Fasano
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Introduction

yler Lee is excited. His grandmother is arriving from
Harrisburg, Pennsylvania for a visit. As soon as the family
picks Grandma up at Oakland International Airport, they
are off to a family picnic in the park. Tyler can’t wait to show
her how fast he can run.
Before she left the house that morning, Tyler’s grandma
clipped on her insulin pump, fully integrated with her smart
mirror, to check her glucose level trends for the week. Good
news: 108 mg/dl; she’s managing her type 1 diabetes well.
To the kitchen for a bite to eat before leaving and to pack a
snack for the flight. Her refrigerator was expecting her and
as she placed her hand on the handle, it flashes a list of suggested snacks to help control her blood sugar.
Meanwhile, in Oakland, her daughter is reading the
news and e-mail on her tablet computer. Her husband and
Tyler come through with the ice chest and soccer ball. An
alert from her healthcare provider pops up on her tablet:

T
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“Heat wave alert. High asthma risk.” She double checks her
backpack to make sure she has Tyler’s inhaler.
At the Oakland Kaiser Permanente Medical Center,
nurses are getting ready for their shift. Their computer, as
elegant as a piece of art, lets them move from one display to
the next with the ease of a hand swipe or a touch on a piece
of information to drill down. The computer is using enterprise analytics to scan the environment: How many beds are
available? What surgeries are scheduled? What is the status of
the ER? What’s the weather, the pollen count? Any public
health trends? What are the wait time trends, status of the
computing networks? They are given a recommendation to
schedule an additional care team to cope with the coming
heat wave. With a few more waves of the hand, on-call team
members get the alert.
Grandma arrives at the airport to Tyler’s hugs and her
daughter’s big smile.
At the park, Tyler and his cousins play soccer while the
grown-ups talk. Tyler’s wrist device monitors his vital signs
(heart rate, respiratory rate, biometrics) and sends updates to
Mom’s smartphone. He’s doing just fine; his risk of asthma
attack is very low, despite his energetic soccer performance.
Suddenly, Grandma feels dizzy. Although she insists she’s
just fine, an uncle uses his Kaiser Permanente mobile app
for a virtual triage. The recommendation: get Grandma to
the hospital. In the car, the app directs them to the nearest Kaiser Permanente Urgent Care facility. In the backseat, Grandma authorizes her healthcare provider, Geisinger
Health System, to share her medical records by simply sending a fingerprint from her daughter’s tablet computer.
Now care teams from both providers—Grandma’s
care team and Kaiser Permanente Urgent Care—are alert
and ready to give her the best care possible through health
xx
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information exchange. By the time she arrives in Urgent
Care, a new patient record and protocol are already set up.
When the doctor orders an IV pump, a nurse gets the order
on her smartphone, which also shows her a map indicating
which room Grandma is in. When it comes to inserting the
IV needle, the nurse dons augmented reality (AR) glasses
that can help her locate the right vein on the first try—clinical technology that means a better experience for the patient.
On the large display screen in her room, Grandma can’t
help but smile at a message and drawing from Tyler, “Feel
better, Grandma,” sent from Dad’s smartphone.
When the doctor arrives, she initiates a live consultation
with Grandma’s Geisinger doctor back home. Together, they
discuss her recent lab work and ongoing trends. Turns out
she was dehydrated from the plane ride and the heat. She
will need to watch that.
Daughter and Grandma send out an update on
Facebook from their in-room tablet and display that all is
well. That feedback is also captured in her patient record.
That night, the family hugs each other a little tighter
before bed. It’s low tech, but high touch.
This scenario isn’t as far-fetched as you might think. It
provides a look into what could be the near future, where
information technology enables real-time, personalized care
resulting in improved wellness and affordability. That includes:
• Electronic health records with clean and intuitive interfaces.
• Mobile tools that incorporate user identification, personalized content and contact channel options, and financial
management.
• Mobile wellness and health management tools for diagnosis, wellness, patient-provider communications, live nurse
triage, and advice lines and location information.
xxi
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• Health Information Exchanges—interoperability and
care coordination enabled by the Care Connectivity
Consortium national health information network.
• Advanced analytics, enterprise-wide and seamlessly integrated into electronic health records and workflow for
doctors and nurses.
• Clinical technology integration of biometric devices
(monitors, ventilators, pumps, glucometers) in both medical and home settings into core care systems.
• Virtual collaboration tools offering improved communication capabilities (videoconferencing, telemedicine,
smart messaging boards).
• Social media convergence to improve service levels.
Much of this technology is in use in some form today,
although it is hardly integrated and certainly not this seamlessly. Technology has already transformed countless industries and our everyday lives. It also has fueled astonishing
improvements in health care. But we can do more. This book
examines the potential for information technology to vastly
improve the quality, efficiency, and cost-effectiveness of health
care. Here is an overview of what you will be reading about.
Envision a future where health care is seamless and efficient, outcomes are high quality, and your health and the health
of the nation are far better. That future rests on exchanging outmoded paper records for electronic health records,
or EHRs. This change is already under way and is picking
up steam thanks to a federal mandate for the adoption of
EHRs no later than 2014. But many healthcare organizations
have already moved to the next phase: implementing electronic medical records (EMRs) that integrate information
not only from physician office visits, but from other systems
such as pharmacies and laboratories. In effect, EMRs take an
xxii
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individual’s medical information out of the silos created by
stand-alone systems and let those systems talk to and inform
each other. Those “conversations” will enable us to achieve
the true transformative power of healthcare IT.
The next step will take us beyond the walls of individual
healthcare organizations and medical practices. It will enable
the exchange of information across organizations and across the
country. These health information exchanges (HIEs) will give
you and your doctor secure, up-to-date information needed to
make the right decisions for your care. But these HIEs can’t be
created or maintained without financial support. We will have
to find a way to monetize them so they are self-sustaining.
Drawing from my background in financial services, I believe
the Fedwire system offers a model for what are now being
called health finance networks.
Of course, all of this will take investment and, as a diehard
capitalist, I would not want to go too far in this book before
addressing that essential topic. The coming transformation of
healthcare IT presents significant opportunities for entrepreneurs and established technology firms, venture and angel
capitalists to invest and reap the benefits of their investments.
The options for the kinds of technology investments that will
be needed are almost limitless. They range from mobile platforms, software, and apps to the software and hardware needed
to enable virtual consultations through telehealth technologies.
Although the private, high-tech sector is essential to the
future of health care, it will have the support of two other
highly engaged partners. One of these change agents is the
federal government. Its role is primarily in providing guardrails (mandates), handrails (regulations), and connectors (for
example, summit meetings and conferences where interested
parties can share successes, challenges, ideas, and questions).
The other is healthcare plans and payers. We must, and are,
xxiii
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finding the economic advantages to technology-enabled
care delivery that puts patient health and convenience above
fee-for-service treatments and tests.
How can we be sure this transformation will work? There
are no guarantees, but we have examples in other countries.
This book presents three case studies from countries with
high levels of EHR adoption and well-connected systems.
They paint pictures of how we might proceed and what
health care will look like when we arrive.
The farther we look into the future, the more exciting
the prospects become. Robust EMRs and secure HIEs will
gather impressive volumes of data. The healthcare industry
will need to learn to use the same sophisticated data-mining
techniques now employed by firms in the hospitality, consumer goods, logistics, and financial sectors. This wealth of
data, in the hands of skilled, trained health data analysts, may
well provide medical breakthroughs every bit as important
to our well-being as the discovery of penicillin.
Better preventive care has long been an objective of modern medicine—indeed, that was one of the founding principles
of Kaiser Permanente—and I include two examples of how
electronic systems allow us to live up to that promise. Better
still, the data and technologies at the heart of healthcare IT
will enable us to move into the realm of predictive care, giving
individuals yet more control over their health and well-being.
Certain threads reappear throughout the book: The
imperative for secure systems that respect and protect the
privacy and confidentiality of our health information. The
criticality of coordinated systems to drive down costs while
improving health. The need to understand the business case
for healthcare IT. And most of all, the transformative power of
technology to make health care easier, more convenient, and
more personal for everyone who encounters it.
xxiv
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Chapter 1

The Emergence
of Electronic Tools

eventy-three cents won’t buy much these days. Most
daily newspapers cost at least a dollar. Same for a candy
bar or a pack of gum. But 73 cents is the going price for
photocopying one page of an individual’s medical record.
Regina Holliday learned that from the medical records
department at the hospital where her husband Fred had been
diagnosed and treated for kidney cancer. Oh, and it would
take 21 days for the records to be processed and given to her.
Within 24 hours, Fred’s new doctors arranged for Regina to
collect the records, not as his spouse, but as a courier. Twentyone days melted into two hours—the time needed to print
a copy. Regina read that copy and kept it, sadly aware of the

S
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power of immediate access to vital medical information that
might have improved Fred’s care.
Near the end, Fred spent time in hospice care. There, the
litany started all over again. “Fred, we have just a few questions about your medical history,” the nurse began, and asked
Regina to leave the room. Regina refused, telling the nurse,
“You’re going to need me.” Fred, too sick to reply, asked
Regina to show the nurse his records. And she could. She
opened her binder and started telling Fred’s story.
In the 11 weeks of his treatment, Fred was in five different medical facilities. If Regina had been required to wait 21
days for each set of records to be produced, she would still
have been waiting as she prepared for her husband’s memorial service.
Today, Regina Holliday is a “patients arts advocate,”
advocating for electronic health records (EHRs). You can
watch her video, produced by the federal Office of the
National Coordinator for Health Information Technology,
on YouTube.1
Her message is simple: “EHRs save lives.” She is right.

Real-Time Health Care Begins
The story begins with two medical records—one crammed
into a battered manila folder, the other digital.
The paper chart, virtually unchanged in format since the
1950s, looks impressively hefty. Average weight: 1½ pounds.
Yet despite its girth, the classic compendium of appointment notes and test results that your doctor riffles through
at every office visit is likely missing key data about your
health. In one analysis of 1,628 medical records published in
the British Medical Journal, 40 percent omitted an important
2
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diagnosis, 30 percent didn’t list the names of drugs prescribed, and most left out patients’ occupations, marital status, even their ages.2 No wonder a frustrated internist wrote
several years ago in the Annals of Internal Medicine that “medical records, which have long been faulty, contain more
distorted, deleted, and misleading information than ever
before.”3
But that’s not all. Illegible handwriting—found in 16
percent of medical charts in another study4—makes matters
worse. So does the fact that in doctors’ offices and in hospitals, up to 30 percent of files can’t be found at all when
they’re needed.5 This leads to repeated tests, delays in treatment, and decisions based on not quite all the facts. In a
worst-case scenario, paper records are easily destroyed by
fires, floods, earthquakes, and hurricanes. Hurricane Katrina
destroyed an estimated 1 million charts in New Orleans;6
still more survived but were inaccessible to the city’s million-plus displaced residents—harming the health of people
with diabetes, cancer, AIDS, and other health conditions
who needed care.
The electronic health record? Paperless, your EHR
lives in a server in your doctor’s office or hospital or on the
Internet. It’s available with the click of a mouse or a couple
of keystrokes. You may be able to access parts of it yourself,
from home—and so can your doctor, making after-hours
emergencies easier to handle and a quick check of your latest lab results more convenient. In a well-connected system,
other specialists can read and contribute, making your record
more complete (and eliminating the need to drag the whole
file with you from doctor to doctor, or wait weeks while a
copy is mailed across town).
Digital files aren’t perfect, of course—a recent Dutch
comparison of 32 pediatricians’ records found that doctors
3
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were leaving information out of electronic records—a failure attributed to their learning curve using the brand-new
system.7 There will be bumps like that in the road ahead as
doctors and their staffs adjust to new forms of data entry
(which, by the way, are getting easier every day). But studies
show conclusively that digital medical records reduce errors,
make health care more efficient, and—most important
of all—improve health and save lives. And when the data’s
stored online (a development in health IT we’ll return to
later in this chapter), it’s safe from physical harm and accessible from anyplace.
Despite the clear advantages, which type of record do
most Americans have? Paper.

The Paperless Revolution: Let’s Get Going!
Before describing why the move away from paper files is
essential and how it is happening, I want to define the basic
building blocks of a digital record-keeping system. It starts
with an electronic medical record, or EMR. In effect, EMRs
are digital versions of the manila folders found in file drawers in doctors’ offices. They contain the medical history of
all the patients seen in a given medical practice. Although
EMRs are an improvement over paper records—they allow
doctors to track a patient’s progress and flag the need for
preventive or follow-up care, for example—their usefulness
is limited to the practice that created and uses them.8
Electronic health records, or EHRs, capture far more
information from more sources. An EHR goes outside of
the physician’s office to include laboratory test results, pharmacy records, and notes from specialists or others involved in
a patient’s care. Most importantly, EHR data “can be created,
4
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managed, and consulted by authorized clinicians and staff
across more than one healthcare organization.” The information in an EHR follows you throughout your encounters
with the healthcare system, whether those happen in your
doctor’s office or the hospital, in the town where you grew
up or in your new home across the country.9
How far along are we in adopting EMRs and EHRs?
In 2002, less than 20 percent of doctors had digitized their
patients’ medical records in any way. Even in 2010 only
11.5 percent of hospitals had implemented even the most
basic digital record-keeping. Physician use of digital patient
records to some degree had edged up to 13 percent. You
may have seen these statistics as an illustration of the low
adoption rate for electronic medical records—EMRs for
short. But it’s not the whole story, and the truth was even
less heartening: According to research published in the New
England Journal of Medicine,10 as recently as 2008, just 2 percent of hospitals and 4 percent of doctors had a truly comprehensive electronic health record, or EHR, that integrated
patient records, pharmacy prescribing, and the ability to
incorporate test results from labs and scanning facilities. The
rest were minimally digital—allowing doctors to prescribe
via a computerized system, for example, or receive lab or
radiology test results, or keep a patient’s records in a computer without any other functionality. Basic, and a great start.
But not fully electronic or ready to take advantage of all the
capabilities that make EHRs a necessity for the practice of
great twenty-first century medicine.
By 2011, the story became less grim. By then, about
57 percent of physicians were using at least the most basic
EMR system. Hospitals were still in the 18 percent range for
the most basic implementation of an EMR. (See Figure 1.1.)
That’s a terrific leap in the right direction. But even among
5
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Hospital adoption of EHR systems has more than doubled

Source: ONC/American Hospital Association (AHA), AHA Annual Survey, Information
Technology Supplement.

the most advanced systems, few have taken the steps to
make the powerful move from EMR to EHR by connecting to other systems so specialists, hospitals, other healthcare
practitioners, and patients can share and analyze information.
Who’s gone electronic? At this point, it’s younger doctors
who work in the western United States, and early on it was
doctors in big practices, according to Harvard Medical School
researchers who studied EMR adoption in 2008. Among hospitals, large systems with connections to the academic world
were early adopters. And since 2008, the groups most quickly
adopting the most basic EHR system have continued to be
younger, and have included primary care physicians and practices of three or more physicians.11 (See Figure 1.2.)
Surveys done in 2012 show that the pace of EHR adoption has picked up considerably. And, like realtors who
emphasize the importance of location, the adoption of
EHR software in physician practices varies widely from state
to state. (Table 1.1) Looking at EHR use by state reveals
some surprises. In July 2012, two-thirds of physician practices in Minnesota and Utah were using EHR, with North
6
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Figure 1.2 These two graphs, taken from the Centers for Disease
Control’s annual surveys of EHR adoption by office-based physicians, show
steady progress. The majority of them now use EHRs.
Source: CDC/NCHS, National Ambulatory Medical Care Survey.

and South Dakota and Iowa nearing that threshold, while
less than half the physician practices in California, New York,
New Jersey, Maryland, and Louisiana have adopted EHR
software. This is most likely explained by the larger number
of physician practices in those more populous states, but it
also underscores the need to extend this valuable technological advance in every state.
Another gap reveals itself in an analysis of EMR adoption by practice size, although it too continues to narrow.
(Table 1.2) It is not surprising that larger practices, with
7
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Table 1.1 Published in July 2012, this chart gives an overview of how
physician practices in individual states are progressing toward adoption of
basic and more advanced EHR systems.
By State
Top 5 States

Minnesota
Utah
North Dakota
South Dakota
Iowa

Yes%

No%

By State

July 2012

68.6%
66.8%
64.0%
62.3%
61.2%

Top 5 States

31.4%
33.2%
36.0%
37.7%
38.8%

Minnesota
Utah
North Dakota
Oregon
South Dakota

Bottom 5 States

Maryland
California
New York
Louisiana
New Jersey

Yes%

No%

Jan 2012

65.2%
62.7%
59.9%
57.3%
57.2%

34.8%
37.3%
40.1%
42.7%
42.8%

40.1%
40.0%
40.0%
36.6%
34.6%

59.9%
60.0%
60.0%
63.4%
65.4%

Bottom 5 States

44.4%
44.0%
43.5%
40.7%
38.4%

55.6%
56.0%
56.5%
59.3%
61.6%

California
New York
Maryland
Louisiana
New Jersey

Source: “Physician Office Usage of Electronic Health Records Software,” SK&A, A Cegedim
Company, Irvine, Calif. July 2012

more resources, lead the way with 78.8 percent adoption, it
is heartening that nearly 53 percent of two-physician practices now use EMR software.
Broader adoption of both EHRs and EMRs is being
spurred by $19 billion in federal stimulus funds announced by
President Obama in 2009—and another $162 million added by
Congress during the final days of the 2010 healthcare reform
debate. Tapping these funds, states can funnel incentive grants
to practitioners and hospitals ready to go digital before a 2014
deadline (Figure 1.3). Doctors can qualify for $44,000 to
$64,000 in incentives; hospitals, several million dollars.
Naturally, this financial carrot-and-stick (offices that are
not using EMRs in a meaningful way by the deadline will
face reduced Medicare reimbursements) has spurred a flurry
of activity as states, doctors, and healthcare systems get up
8
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Table 1.2 Smaller physician practices lag in adopting electronic medical
records, as a nationwide survey done in July 2012 by the market research
firm SK&A shows.
July 2012

By Number of
Physicians at Site
1 physician
2 physicians
3-5 physicians
6-10 physicians
11-25 physicians
26 or more physicians

January 2012

Yes

No

Yes

No

41.8%
51.5%
57.9%
66.6%
74.8%
78.8%

58.2%
48.5%
42.1%
33.4%
25.2%
21.2%

36.9%
47.1%
54.9%
64.9%
74.0%
77.2%

63.1%
52.9%
45.1%
35.1%
26.0%
22.8%

Source: “Physician Office Usage of Electronic Health Records Software,” SK&A, A Cegedim
Company, Irvine, Calif. July 2012

to speed. At the same time, hundreds of tech companies—
including titans like Intel, IBM, and General Electric, household names like Google and Microsoft, and vendors barely
known outside the health IT world such as Meditech,
McKesson Provider Tech, and Cerner—are clamoring for
their business. And inside the health IT community, an
extremely lively debate rages about the best way to usher
this revolution into reality.

A Life-Saving Breakthrough
It’s noisy out there—observers compare it to the Gold Rush
of the 1800s. Yet most patients haven’t heard much at all
about EMRs—and their amazing potential.
I have to raise what, for me, is an obvious question: If
electronic medical records were a new cancer drug or
advanced medical imaging capability, would they be purchased throughout the healthcare system? Would they be on
9
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Figure 1.3 This time line shows key dates in the Medicare EMR
Incentive Program, which is encouraging adoption of electronic medical
records.
Source: Optum Insight: www.optuminsight.com/emr-transition/overview/.
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the front page of newspapers or the lead story on the evening news? And, would U.S. citizens be demanding they, too,
receive their benefits? I believe in most cases the answer to
each of these questions is yes.
But in the American healthcare system, people have not
been given the choice when it comes to EMRs. Either we
are fortunate to be part of a healthcare organization that
has proactively decided to digitize, or we are still going to
a provider who is part of a healthcare practice that has yet
to be transformed by this great breakthrough. For most of
us, unfortunately, the decision of when and how to digitize
remains in the hands of those who still measure the value
of a physician’s practice by how many paper records fill
the archives. This old measure of success became the standard by which the industry attributed value to a medical
practice, and ultimately a retirement package for many. It still
dogs us today, combined with the prevalent fee-for-service
model in healthcare, where the more treatments and services a physician provides, the more successful her practice,
whether the services result in healthier patients or not.
Electronic medical records are, in my opinion, as important a breakthrough as penicillin. Probably more. Though the
United States leads the world in healthcare expenditures—
$2.5 trillion in 2009 and rising every year—we ranked
last in one study of medical outcomes in the world’s most
highly developed countries.12 Digitizing healthcare could
change all that, because it could identify and stop spending
on unnecessary care (one Dartmouth College study suggests
one-third of care delivered in the United States may not be
truly needed). It can also flag killer errors—from dangerous
prescription drug mistakes to tiny but important oversights
while a patient’s under anesthesia in the operating room, to
missed screening tests for diabetes, colon cancer, and other
11
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conditions that needlessly drive up rates of advanced heart
disease, diabetes, and cancer. An intelligent EHR system can
remind patients of their next appointment and when it’s time
to take their medicine. And that is only the beginning. Once
we are truly a digital industry, we can begin to use simple
mathematics to analyze our records and assess conditions
against a huge database of conditions. The potential is significant for caregivers and patients to improve health outcomes,
from diagnosis and treatment to follow-up.
The interesting thing is, better health outcomes has been
the dream driving innovation in patient record-keeping
for over 100 years. In that sense, digital records aren’t some
strange and exotic new creature—they’re the logical extension of a series of innovations in patient care stretching back
to the days of our great-great-grandparents. What’s new is
that the technology now is available to make digital records
and the tools that extend their value a reality. Having an
EHR system available for the treatment of every patient in
the United States, indeed the world, should be a right, not
a privilege. Care providers should demand it. Patients should
measure the care they receive based on it. And regulators
should hold the entire industry accountable for the transition.

The Dawn of the Patient Record
In July of 1907, the Mayo Clinic in Rochester, Minnesota,
assigned its first number to a patient—and changed medical history forever. Patient #1’s records were dropped into
a large paper envelope and filed away—a turning point in
medical chart-keeping. Before, records at Mayo and in most
other clinics were kept in a ledger that recorded all of a day’s
patient visits, one after another. Multiple ledgers were kept in
12
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different departments of the hospital, so just tracking down
the right ledger and then piecing together a patient’s history from entries on different pages was frustrating and time
consuming.
Mayo’s Henry S. Plummer, MD, introduced the new system, which still feels familiar today: Clinical visits, hospital
stays, laboratory tests, and notes were put into a paper envelope marked with the patient’s number. The envelopes were
stored, in numerical order, in a central location. Later, conveyor belts and pneumatic tubes were added—inspired by
their use in factories—to move the files more swiftly through
the hospital. By 1930, standardized record sheets were introduced. Dr. Plummer is hailed as one of the greatest healthcare
innovators of the early twentieth century, for good reason.
Even today, the basic premises of his standardized records
haven’t changed: Complete information gathered in one file,
easily accessible by others, and easily updated at each visit.
Today about 7 million clinic numbers have been assigned
to 7 million Mayo Clinic patients. Yes, the Mayo Clinic now
uses EMRs. But Plummer’s record-keeping Big Idea is still
at the heart of the system.13
It would take more than 60 years for the next Big Idea
in medical charts to burst onto the scene—the electronic
medical record. But it’s still the exception, not the rule.

The Digital Age Dawns
In 1969, an article in the British Medical Journal warned
readers not to be dazzled by a “new kind of machine, the
electronic digital computer.” The author, a physician and former medical records director of Glasgow University, noted
that “Attempts are now being made to design computerized
13
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‘total information systems’ ... and the possibility of automated
diagnosis is being seriously discussed.”14
But the revolution was already rolling—thanks to innovators who saw that computers weren’t evil at all, but in
fact had amazing potential to improve patient health. At the
University of Vermont, Lawrence L. Weed, MD, was developing a system that organized records around a patient’s various health problems (instead of chronologically)—and used
a huge databank of medical information to inform doctors
about best practices for diagnosis, treatment, and prevention
of a patient’s various conditions. Adopted in the early 1970s
in some departments of the university’s medical center, at
East Maine General Hospital and in other medical centers,
the system had an interactive touch screen where patients
and nurses could input information that a doctor could then
review. It sought to get beyond the limitations of a single
physician’s brain—and tap into a world of knowledge.15
Doctors who used the system, called problem-oriented
medical records, loved it. Charles Burger, MD, a physician in
Bangor, Maine, who began using Weed’s system in the 1980s,
told The Economist magazine that trying to treat patients
without a computerized system is “like trying to send people up on the space shuttle with pencil and paper. There is
no other profession that tries to operate in the fashion we
do. We go on hallucinating about what we can do.”16
Others saw the same promise in digitized records—and
the same need to give physicians easy access not only to a
patient’s health information but also to an ever-expanding
world of medical research and clinical guidelines. At nearly
the same time, computerized patient charts were introduced
at the Indiana University’s Wishard Diabetes Clinic.17 In
1988, doctors from the university reported in the Journal of
the American Medical Association that “over the next few years,
14
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computer-stored medical records will become technically and
economically feasible on a broad scale.”18 And they were. By
1994, EMRs were in use throughout Wishard Hospital—and
linked to the emergency departments of 18 other Indianapolis
hospitals in the nation’s first citywide records system.19, 20
The rest of America was slower to respond. In 1999—
when most Americans used computers at work and many
had one at home as well—America’s largest organization of
family-practice doctors still saw computers in medicine as
the wave of the future, not of the present. “Although progressing slowly, we will eventually see sophisticated clinical
data systems in most practices,” the American Academy of
Family Physicians noted in a report about medical practice
for the twenty-first century.21
Five years later, the horizon was pushed out a little
further—and EMRs were still a rarity. In 2004, President
George W. Bush said in his State of the Union address that
every American needed to have an electronic medical record
by the year 2014.

The Kaiser Permanente Experience
I have to stop right here to give credit where credit is due. I
work for a great organization founded on the core principle
that medicine should be practiced in such a way as to keep
people healthy—to prevent bad outcomes from happening
rather than waiting to treat them. This organization is Kaiser
Permanente.
The seeds of the Kaiser Permanente medical program
were sown in the hardscrabble years of the Great Depression
and in the austere environs of the Mojave Desert. Here in
1933 a solo practitioner, Sidney R. Garfield, MD, developed
15
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a prepay plan with a modest payroll deduction to fund
care for the workers engaged in the construction of the
Colorado River Aqueduct. This experiment with prepayment brought quality medical care within the reach of the
common man. And, somewhat troubled by the conventional
practice of deriving income from illness and injury—and
knowing that the workers wanted to stay well and on the
job—Garfield encouraged workplace safety and the prevention of illness.
When Garfield’s success in the desert was brought to
Henry J. Kaiser’s attention, the industrialist contracted with
Garfield in 1938 to provide medical care for the Kaiser
workforce at the Grand Coulee Dam in Washington state.
Here the two began to dream of assembling a robust medical care program built on the utility of prepayment, with
physicians organized in group practice as found in university teaching hospitals, and with modern clinics and hospitals
funded through the modest prepay dollar. This innovative
system for health care was born in the Kaiser WWII shipyards and steel mills in 1942 and opened to the public in
1945. Early member groups included municipal employees,
university faculty and staff , and labor unions.
In 1950, health plan membership grew dramatically
when the leaders of the International Longshoremen’s and
Warehousemen’s Union (ILWU) enrolled the union’s chapters on the entire west coast. The study of routine processes
in an annual health checkup for this large member group
led to early initiatives in medical informatics, and eventually
to Kaiser Permanente’s leadership in the development of the
electronic health record. Garfield, with Dr. Morris F. Collen,
a pioneer in medical informatics, published widely in the
medical literature in the 1960s their vision for the electronic
health record in the hospital of the future.
16
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Today, Kaiser Permanente’s more than 16,000 doctors and
37 hospitals serve nine million members in nine states and the
District of Columbia. We have the benefits of great founding
principles coupled with great care and supported by advances
in information technology. And the results are even more
remarkable. For example:
• In 2002, Kaiser Permanente’s preventive-care services in
northern California reduced deaths from heart disease
(the nation’s leading cause of death) by 73 percent—
a drop so significant that coronary artery disease was
no longer the top cause of mortality for our 3 million
northern California members, according to the nonprofit National Committee for Quality Assurance. The
reason? Team-based medicine and computer-supported
care registries tracked patient health during and after
hospital stays, comparing treatments and outcomes to
national guidelines and to best practices in medicine.
We increased cholesterol screenings in cardiac patients
from 55 to 97 percent and boosted the number who met
healthy cholesterol targets from 26 to 73 percent. That’s
crucial, because high levels of LDL cholesterol jumpstart the process that clogs arteries in the heart with
gunky, perilous plaque.22, 23
• Using technology, we increased breast cancer screenings
11 percent, saving an estimated 550 lives across the system. Colon cancer screening increased 23 percent, saving
3,664 lives.24
Doctors in our hospitals can check your full health record
anywhere, any time—no need to rush to the nurse’s station
in the hospital or run to the records room in the office. At
Kaiser Permanente, we have 5,000 mobile computers—
dubbed WOW carts, for Workstation on Wheels25—so the
17
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info’s available bedside or during a test or procedure. We
are beginning to deploy tablets, such as iPads, to help care
teams on the go and at the side of a patient’s bed capture and
access the information they need to provide the best quality care. In the homes of our members, digitized healthcare
means logging on to find local farmers’ markets carrying seasonal produce, letting their kids play an award-winning (and
fun) healthy-food video game, and going online to schedule
appointments, refill prescriptions, e-mail their doctor (yes, the
doctors write back). Our members checked nearly 30 million
lab tests online in 2011 alone.26
Digital health has huge potential for even better things.
With a $25 million grant from the National Institutes of
Health, we are now establishing a research database with
genetic, health, lifestyle, and environmental information
from 100,000 subscribers. They’ve all volunteered to give
saliva samples for genetic testing and have opened their
health records to scientists. Researchers everywhere will
have access to the database, to answer questions such as how
genes influence a drug’s effect on the body and why the
health of people with heart disease and diabetes can deteriorate so rapidly.27

Electronic Health Records: All You, All Digital
The first step on the road to preventive care for all? Secure,
confidential, accessible electronic health information.
Everyone practicing medicine and every hospital will need
to have an electronic system for medical record-keeping. It
need not be a universal system, although that would help.
Getting disparate systems to talk with each other, within or
among care settings, is a challenge, but several organizations
18
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are making strides on that front, too. Maintaining basic
health information about patients is table stakes in the future
of preventive care, and the entire game depends on it.
The information stored on your behalf will, in most
cases, go far beyond the scattered factoids that make up
your records now. Paper medical record-keeping isn’t really
designed with preventive care in mind; more often it’s simply a snapshot of your visits, a way to set codes for billing,
and as backup in the event your doctor is ever sued. In contrast, an electronic health record (EHR) capable of delivering preventive care must include your family and personal
medical histories, past test results, X-rays and scans, drug history including reactions and interactions, allergies, and other
relevant information such as environmental or job exposures
to toxins.
Of course, this information must be secure to protect
your privacy and your rights. Patient data represents the ultimate prize for attackers and malicious users in the online
world. There are too many hackers and people seeking to
exploit this highly personal information. We also will have
to look at how to best control who can see information and
for what purpose. We would not, for example, want to create
situations where people could be discriminated against based
on information stored in the EMR. From its inception, the
medical profession has held doctor-patient confidentiality as
sacrosanct. It is even protected by our legal system. I am certain that our physicians and patients would not let those of
us in the health IT community get away with anything less
than scrupulous attention to data security at every step in
this process. Nor should they.
With good, secure information in place, software in your
doctor’s computer system can search your record for red
flags. Is your blood pressure inching up? Have your levels of
19
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protective “good” cholesterol fallen? Did you forget to fill
your cholesterol prescription? Skip your visit with the nutritionist? Are you overdue for a flu vaccine? Is your weight
creeping up? Once alerted, your doctor can take steps to
avert health problems at an earlier stage than ever before.
EHRs are proven health promoters. When the Cleveland
Clinic installed an electronic system, the institution saw
major improvements precisely because doctors were alerted
to gaps in patient care. Pneumonia vaccines for elderly and
sick patients rose from 73 to 90 percent. Bone density scan
rates increased from 61 to 85 percent and mammogram use
saw a similar rise.28
A thorough EHR helped some Massachusetts smokers kick the habit. At the Harvard Medical School–affiliated
Brigham and Women’s Hospital in Boston, adding smoking
status information to EHRs meant patients were 10 times
more likely to be referred to a smoking cessation counselor—
and 2½ times more likely to be successful quitters nine
months later.29
Tied to your cell phone and even to your Twitter
account, your EHR can nudge you to do the right things
for your health even when your doctor is not around.
University of California, Davis researchers tweeted “use
your sunscreen” messages to half of a group of 70 study volunteers in a study, then tracked how much sunscreen they
actually used by attaching sensors to bottles of sun block.
The Twitter group was twice as likely to slather up—a move
that reduces skin cancer significantly.30
Are we there yet? No. But the time’s coming closer
thanks to stimulus-fund incentives and some nuts-and-bolts
developments that will make it easier for physicians and hospitals to take the plunge. Software for EMR systems is dropping in price—good news for doctors in smaller practices.
20
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Time-saving new ways for doctors to input data (such as
voice recognition software) are now part of some packages.
And more sophisticated multitasking systems are available
that couple record-keeping with other functions such as
e-prescribing.
The next big thing could well be what people are calling
“big data.” This includes using large databases and care registries to amass and analyze massive amounts of data, searching
for breakthroughs in the treatment, prevention, or prediction
of illness. It also includes the integration of data from outside
the healthcare setting—say, a personal health record maintained
by an individual—into that person’s electronic medical record.

From the Back Office to Better Health
Of course, anyone who’s ever scheduled a medical appointment or had to wrangle over a hospital bill knows that computers have been a staple in doctors’ offices and hospitals
for about two decades now. They’ve supported the billing
department—helping staff keep track of an ever-changing
maze of billing codes and insurance company reimbursement rules. Computers are also way better than a paper
appointment book for riding herd on the complexities of
coordinating doctors’ schedules with patients’ busy lives.
But these computers don’t change the quality of care
patients receive. That is dictated by the training your doctor
received in medical school and her subsequent experience as
a practitioner, by her access to high-quality medical facilities
and devices, by her ability to consult with specialists, and by
her dedication to keeping up with the latest developments.
Most of us look to our physicians expecting they are allknowing. We trust their personal knowledge and experience
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c01.indd 21

19/01/13 9:02 AM

TRANSFORMING

H E A LT H

CARE

will be sufficient to take care of our problem. The fundamental question that should be asked is: Is this the best we
can do? Physicians are required to use what they learn in
medical school throughout their entire career. And then to
supplement it with what they are individually able to read
each year and their personal experience. Few would argue
with the assertion that the knowledge of many physicians is
better than the knowledge of one alone. No one can keep
up with the trove of knowledge necessary in present-day
medicine without support. Some of that support has to come
from automated medical records and journals. Physicians
need an intelligent stream of research findings and evolving
medical information. Technology has been widely adopted
almost everywhere else, improving precision, performance,
and quality along the way. It is essential in healthcare too.
Healthcare institutions that have taken the next step by
digitizing the thousands or even millions of paper charts in
the records room are seeing payoffs in terms of better outcomes for their patients. As these systems have become more
sophisticated, they have not only automated the medical
record, they have created the ability to integrate all information about a particular patient, his full health history, laboratory tests, prescriptions, illnesses, family history, and so on.
It incorporates all the little, and in many cases very relevant,
details about the person. These systems can also carry notes
on standards of care, common practices, drug interactions,
and many other useful reminders for caregivers.
The payback for patients has been better health.
• Healthcare despite disaster. In the aftermath of
Hurricane Katrina, one group of New Orleans evacuees didn’t lose access to their medical records: the 50,000
veterans who were patients of the Southeast Louisiana
22
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Veterans Health Care System. Three days after the
storm hit the Gulf Coast, a Veterans Affairs Department
computer specialist was airlifted out of New Orleans
with backup tapes of all local records. By the next evening, the records had been plugged into VA computers
in Houston, Texas. Flood victims who fled to 48 states
and the District of Columbia thereby had access to up
to 20 years of lab results and six years’ worth of X-rays,
scans, doctors’ notes, and medication records. By late
September of 2005, a month after the storm hit, 15,000
displaced veterans had used the system.31, 32
• Smarter care for chronic medical conditions.
The Marshfield Clinic in Marshfield, Wisconsin, first
installed an EMR system in 1985 and went fully digital
by 2007—eliminating paper charts. The system included
medical-alerting software that told doctors when patients
had missed key tests and exams. Clinical researchers
report that the system boosted the number of people
with diabetes who received all important chronic-care
services (including foot checks, flu shots, and A1C tests
of long-term blood sugar control) from zero in 2004 to
47 percent by 2008. And for heart patients taking the
tricky-to-manage anticlotting drug warfarin, a computerized monitoring system worked so well that it reduced
hospital stays by 41 percent, saving Medicare $9,443 for
each hospitalization that didn’t happen.33
• Avoiding fractured bones—and fractured lives. At
Kaiser Permanente, a computerized outreach program
improved care for thousands of women and men who’d
had bone fractures due to osteoporosis. Across its clinics,
the alerting system improved evaluation and treatment
of brittle-bone disease by up to 44 percent—reducing
the high risk for subsequent fractures. “Osteoporosis now
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causes more deaths annually than breast cancer and ovarian cancer combined,” notes Adrianne Feldstein, MD,
MS, an investigator at the Kaiser Permanente Center
for Health Research in Portland and the lead author of
the study. “This study shows that we can cost-effectively
improve management with interventions as simple as
e-mails, letters and phone calls. That in turn should reduce
fractures and mortality, and improve quality of life.”34
• Safer anesthesia care. Starting in 2003 anesthesiologists at Massachusetts General Hospital in Boston used
a data bank of over 500,000 digital surgery records to
study rare side effects of anesthesia. They used the information to build a system that notifies doctors of anesthesia-related problems in real time—during surgery. It’s
paying off. In a recent study involving several hospitals, a
notification system helped anesthesiologists spot potential problems early and improve care on the spot.35
What’s ahead? When economists from the RAND
Corporation looked at the potential health benefits of
EHRs for the entire nation, their estimates were staggering
• 2.2 million fewer drug errors. If hospitals and doctors adopted EHRs that included software to flag potential drug interactions and reactions, this huge category of
preventable medical errors could be slashed significantly,
the researchers said. This would save lives and money—
an estimated $4.5 billion to be precise.36
• Life-saving healthcare basics. Using EHRs to find
the millions of people over age 65 who aren’t receiving recommended vaccinations against influenza and
pneumonia could save 20,000 to 38,000 lives a year, the
RAND analysts report.37 EHRs could also alert those
who haven’t received recommended screenings for breast
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and colon cancer. By detecting more cancers in earlier
treatable stages, many lives could be saved.
Given data like these, in any other industry there would
be government committees set up to review why more
progress hasn’t been made. The public outcry would be deafening. Public service campaigns would be launched targeting care providers. If you’re over 35, you probably remember
Smokey the Bear with his authoritative call to action, “Only
you can prevent forest fires.” And we did prevent wildfires:
The Forest Fire Prevention campaign reports that this campaign helped reduce the number of acres lost annually from
22 million when it first hit the airwaves in 1944 to 8.4 million in 2000. And yet the health care–consuming public
knows very little about the state of EHRs in the industry
and the resulting health outcomes and lives that this technology in the hands of skilled physicians can save. We need
to mobilize healthcare providers and consumers with the
message that they can influence the future of healthcare IT.

From Paper to EMRs to EHRs to the Future
In their day, paper medical files represented a giant step forward in health care. Their day has passed. Today’s electronic
medical records are measured in megabits, not pages. EMRs
are more accurate, efficient, and comprehensive. Their adoption by physicians (57 percent) and hospitals (18 percent) is
growing, fueled in part by new products being developed by
leading health care technology developers. But we cannot
transform healthcare using EMRs; that requires a more powerful tool: the electronic health record.
I consider EHRs as important a contribution to public
health as penicillin. These records, which compile information
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from across an organization, and more importantly, can be
shared among healthcare organizations, can help us avoid
redundant testing, prevent medication errors, and save lives.
Kaiser Permanente has proven this. We have harnessed the
data in the EHRs of our 8.9 million members to reduce
deaths from heart disease and to increase life-saving breast
cancer screenings.
If done poorly, health IT could do more harm than
good. Systems could fail to communicate reliably or at all.
Without impeccable security built in, patients’ information could be taken advantage of by unscrupulous outsiders. But I doubt that will be the case in the big picture. For
one thing, as I will discuss in coming chapters, we have some
good models to build on and skilled innovators eager to
engage in this exciting challenge. We have good partners in
government and the healthcare and IT communities. Most
of all, we all have a stake in the success of this endeavor.
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Chapter 2

The Future
Health Information Exchanges and
Health Financial Exchanges

n unconscious woman is rushed to the emergency room
of Wishard Memorial Hospital in Indianapolis—and
attending physician John T. Finnell has little to go on.
The woman is 40 years old. She collapsed in the waiting
room of one of the hospital’s outpatient clinics. He knows
her name. And that’s all.
Finnell needs more information, fast. The woman’s paper
chart would take hours or even days to arrive. Thanks to the
hospital system’s interconnected electronic health record system, he’s got the facts in less than a minute: The woman has

A
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a seizure disorder and had not been taking her medications.
The details allow Finnell to deliver the care she needs.
Without lightning-fast access to vital data, the doctor
would have resorted to Plan B: Giving the woman drugs to
temporarily halt her breathing, inserting a breathing tube,
ordering dozens of blood tests—then waiting for results
that would tell him what was really going on. These measures would waste valuable minutes or even hours and could
have had dire complications, including brain damage. “When
you’re in an emergency and you can’t find information
about a patient, everybody suffers,” Finnell says.
In Indianapolis—one of the nation’s most wired-forhealth cities—quick saves like this are commonplace. Since
1997, five major hospital groups there have shared patient
information in a groundbreaking collaboration called the
Indianapolis Network for Patient Care. Since then, it has
grown to include hospitals and doctor’s offices across Indiana
and beyond. In September of 2009, the Indiana Health
Information Exchange “shook hands” with similar systems
in Cincinnati, Ohio, and Bloomington, Indiana—and now
links up 58 hospitals and 14,000 healthcare practitioners.
Health insurance giants Anthem Blue Cross and Blue Shield
and United Healthcare are involved, too, using digital medical records to better track patient health.1
Health information exchanges (HIEs) like this one allow
for the fast, accurate transmission of electronic health data
between doctors, hospitals, emergency rooms, labs, and
patients themselves. They unlock the full potential of EMRs.
And someday soon, the connections will be nationwide.
We can thank the federal government for this, at least in
part. More than $19 billion in federal incentives to doctors
and hospitals will help push this important development.
Not only will it fund the purchase and setup of EMRs, it
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will encourage connection. The Federal HITECH Act calls
for creation of 70 or more “regional health IT extension
centers” that could help promote linkages by giving physicians “technical assistance, guidance, and information on
best practices that support and accelerate health care providers’ efforts to become meaningful users of Electronic Health
Records (EHRs).”2 And those who receive incentive grants
must show they’re making meaningful use of their new
EMR systems—which will likely include a strong suggestion that systems learn how to talk to one another.
So we’re on the way. But we should be ready for
some inevitable—and surmountable—bumps in the road.
Fortunately, we have some great examples of early adopters
here, and in other parts of the world, to light the way.

Jumping the Hurdles
There are hurdles to implementing these systems: Cost.
Time. The challenge of finding the right system. And the
effort it takes to make the mental leap into a digital world.
Jump those hurdles and there will inevitably be another:
Computers aren’t perfect. Stuff happens.
But it’s worth forging ahead. Kaiser Permanente tried
several paths before hitting on the route that led to our
groundbreaking KP HealthConnect® system. Early on,
we developed, then scrapped, a $400 million IT project.
Along the way we frustrated our doctors and staff who had
to learn new systems. We coped with decreased productivity and frustrating system outages. Installing an electronic
health record isn’t easy. But for every doctor who struggled,
we had many more who passionately embraced the change
because they were confident in its potential. Today, our
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caregivers have secure access to the health information of
more than 9 million Kaiser Permanente members through
KP HealthConnect. And each of those members can securely
contact their care teams and look up their own health information through the kp.org website. In 2011 alone, Kaiser
Permanente members viewed more than 29.7 million test
results and sent more than 12 million secure e-mails to their
physicians using My Health Manager on kp.org.
Ultimately, the biggest challenges go beyond software
and dollars. Health IT has to prove, to doctors and patients,
that it’s safe, trustworthy, and better than that familiar manila
folder. I think we’re on the way.

Just Connect
In an age where healthcare is, in fact, real-time, information about every encounter with the healthcare system will
be recorded in electronic files in a data center, entrusted to
your healthcare provider or organization. Over time, you
will visit numerous providers such as your primary care physician, specialist, allergist, and possibly a hospital. Today most
of them keep paper files. In the future, your records will
undoubtedly be electronic, as a medical or health record on
each of their independent systems. Clearly better, it informs
your physician about your health history, allergies, indications, and such. But so far, isolated EMRs simply eliminate
paper records.
This next step—the HIE—may be a system that translates between separate electronic records kept in physicians’
offices and in hospitals. Or it may function as a central data
bank where doctors and hospitals can access a single, shared
set of charts. It may also be a hybrid of the two. In any case,
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HIEs will be the healthcare industry’s go-between. Once
created, they will make it possible for your specialist to consult your primary care physician’s notes, assess your history,
determine medial needs, and never have to ask you to fill
out another frustrating questionnaire.
HIEs will enable the secure flow of your medical information between healthcare providers to whom you permit access.
They will also provide you, the patient, with the ability to
aggregate your own health information and make available
to your team the exercise regimen you are following, your
weight, diet, information about your stress levels, and more, so
that your care providers can factor these into their assessment
of your health and treatment of conditions you may have.
In other words, as Kaiser Permanente’s CEO George
Halvorson likes to say, “this disconnected non-system” we
have now may ultimately become a truly connected system
of care, operating efficiently on your behalf.

Lonely EMRs
Where do we stand right now? Remember that just 57 percent of doctors and 18 percent of hospitals use a basic EMR
(electronic medical record) system. But only a handful can
share information outside their own systems, through an
electronic health record (EHR) that integrates with laboratory or pharmacy systems so physicians can easily see their
patients’ lab results and prescription records. As of February
2012, just 66 hospitals in the nation had been acknowledged with the coveted Stage 7 Award by the Healthcare
Information and Management Systems Society for reaching the highest level of connectivity. These include Citizens
Memorial Hospital in Bolivar, Missouri; North Shore
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University Health System in Evanston, Illinois; Children’s
Hospital of Pittsburgh; and 36 hospitals that are part of
Kaiser Permanente, headquartered in Oakland, California.3
There are HIEs organized by individual states as well,
like the Indiana Health Information Exchange. In Delaware,
a statewide health information network provides lab results,
radiology reports, admissions/discharge/transfer records, and
medication history information to doctors and pharmacists.
The system recently added new capabilities: Doctors can
enter treatment orders for hospitalized patients electronically,
for example. And for the first time, the U.S. military is linking up two crucial sets of medical records. Veterans Affairs
and the Department of Defense have joined forces to create
a Joint Virtual Lifetime Electronic Record that will follow
service members from enlistment through their postmilitary
days if they receive care through the Veterans Administration.
Five leading health systems, each a pioneer in the use of
electronic medical records for their patients, joined together
in 2011 to form the Care Connectivity Consortium™
(CCC). Kaiser Permanente is one of those five organizations, along with Geisinger Health System, Mayo Clinic,
Intermountain Healthcare, and Group Health Cooperative.
The CCC aims to deliver patient-centered, communitywide, evidence-based care coordination, supported by timely
information exchanged across the health care ecosystem
regardless of organizational boundaries. The work is fueled
only by the commitment and limited, though not insignificant, financial resources of the collective group. And in
less than a year, the CCC began successfully sharing data
across 13,000 care team providers from these five different
organizations.
The CCC has had to overcome technical challenges—
most notably the need to connect disparate EMR systems,
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ensure correct matching of patient records across organizations, and expand the clinical data content exchanged—all
while adhering to national standards. To overcome the challenge of connecting different EMR systems, the CCC implemented health information exchange gateways that are fully
compliant with specifications for the federal exchange. The
gateways use standard electronic document formats in
the exchange of health summary records. And there is technical design work that each organization had to perform on
their individual EMR systems to make data sharing possible
or more comprehensive.
The consortium continues to collaborate on building a
shared service that will provide unique identity resolution and
matching to ensure individuals are correctly authenticated
and the right records are matched to the right patient—
something we all will be grateful for as the collaboration develops. There will be work to expand the clinical data content
exchanged to include immunizations, clinical lab results, vital
signs, radiology reports, and hospital discharge summary reports.
It’s challenging, but the CCC has demonstrated what
can be done—and how quickly—when we have the common goal of doing the right thing for the patient.
Health information exchanges like these are still rare, for
many reasons.
Money is a major factor. So is the fact that systems made
by different manufacturers usually lack the capability to connect easily (a concept called interoperability). And the concept
of working with competing hospitals or the doctors’ group
down the street is a new one: Hospitals and doctor’s offices
typically operate in a vacuum, making decisions (such as the
purchase of an EMR system) based on their own needs—
not the needs of a larger group. Add to that another big gap:
a lack of industry-wide standards to ensure that shared data
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is accurate, up-to-date, accessible, and secure. From consumers, there’s been understandable concern about privacy and
security, too.
So if your local hospital or doctor’s office isn’t connected to others in your area, you’re not alone. You’re in
good company. Some of the biggest, most advanced medical systems in the nation aren’t linked. As of early 2010,
Harvard University’s two largest teaching hospitals could not
exchange patient medical information, even though both
institutions have advanced in-house electronic records systems. In Seattle, three of Washington state’s top medical centers are located within walking distance of one another, yet
despite state-of-the-art EMRs the hospitals cannot exchange
health information about their patients. The reason? The systems were made by different manufacturers.
“A patient crossing the street from one hospital to another
would be wise to take paper records,” one news story noted.

Patient-Centered Care
HIEs make so much sense because they keep the focus on the
patient. When all of your data is in one place, care improves.
In fact, it can be revolutionized. Family doctors are excited
about a new concept in care called the patient-centered medical home, in which doctors and other healthcare practitioners
such as dietitians, physical therapists, diabetes educators, specialists, as well as hospitals, clinics, and nursing homes work
together to coordinate the best care possible for each person. A medical home, a phrase introduced by the American
Academy of Pediatrics back in 1967, gives your primary care
doctor a central role in organizing care that may be delivered
by a number of specialists and in different settings.
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With a medical home, the emphasis shifts to preventive
care. And a growing number of Americans with more than
one chronic condition can finally receive care that makes
sense. No more need to coordinate, on your own, medical
records from a dozen or more doctors, to try to remember
to tell each one about all of the medications you take, to be
sure you’re getting all the tests you need to stay healthy, and
aren’t taking expensive tests you’ve already taken.
It takes a good EMR system to make the medical home
concept work. At the Group Health Cooperative, a Seattlebased nonprofit healthcare system, a medical home pilot
project at its 9,200-patient Factoria Medical Center delivered great results for patients and doctors, thanks to EMRs
and a reorganized care plan. Doctors spent more time with
patients, held daily conferences to discuss the health of the
previous day’s patients (where they referred to patients’
EMRs), collaborated more often with other practitioners,
and focused more of their efforts on preventive health care.
In one year, medical-home patients had 29 percent fewer
emergency room visits than patients of the cooperative’s traditional medical practices. Healthcare professionals felt less
burned out. Just 10 percent felt emotionally exhausted, compared to 30 percent in traditional practices.4

Health Care Just Got Smarter
Hospitals in the EMR and HIE vanguard are finding that
being connected is good for patients in many ways:
• Fewer medication errors. Citizens Memorial Healthcare in Bolivar, Missouri, went paperless in 2007 with a
system that links emergency services, home care, hospice, long-term care, assisted living, same-day surgery,
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cancer care, rural health clinics, and family doctors, specialists, pharmacists, and patients. Computerized medication orders plus barcodes that match drug names, dosages,
and timing with a patient’s bar-coded records contributed
to a 70 percent reduction in reported medication errors
in the hospital.5
• Coordinated care. At the Children’s Hospital of
Pittsburgh, kids with complex medical needs may see up
to 70 different healthcare practitioners during a hospital
stay. Integrated, digital medical records do away with the
risk of mistakes possible when treatment orders are given
verbally or scrawled hastily in a chart or on a prescription pad. Orders for new drugs are recorded in patient
charts in as little as 10 to 15 minutes, rather than taking
more than an hour as they did in the days of paper files.
A pediatrician can see the results of a young patient’s latest lab test or radiology images at a child’s bedside, while
working in her office, or between patient visits in the
hospital’s outpatient clinics. This gets rid of waste two
ways—saving time and reducing the need for duplicated
tests and imaging when the first can’t be found.6
• Customized treatments. In the greater Cincinnati area,
linked EMRs allow sharing of health information and
health tools among 29 hospitals, over 4,400 doctors, 17
health departments, as well as nursing homes, labs, and
other parts of the healthcare community. Research conducted by the University of Cincinnati demonstrates the
potential. Scientists looked at a computerized “decision
support tool” that helped doctors assess whether patients
were good candidates for the drug warfarin. Picking the
right patients is crucial, because this powerful anticlotting
drug can prevent strokes, but also raises risk for dangerous
bleeding within the brain. In a study of over 6,000 people
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from various hospitals in the health system, they found
that the tool accurately chose the best candidates for the
drug—their side effect rates were about one-third lower
than those advised not to use the medication.7

The Road Ahead
Even the most enthusiastic supporters of HIEs say linking up systems is not a task for the faint of heart. Hospitals
that worked together to develop Indianapolis’s medical data
exchange admit that project nearly failed three separate
times. Hospital administrators balked when they realized that
putting time and resources into the exchange wasn’t part of
their own institution’s long-range strategic plan. They balked
again when they found out the return on their investment
couldn’t be accurately estimated. They balked a third time
over the cost, set at $2 million per hospital. They eventually
came up with a strategy that included a smaller price tag,
no initial cost to doctors, and a plan to eventually fund the
exchange via a small surcharge on lab tests and other services. “We learned from all of this that things don’t happen
overnight,” Edward Koschka, chief information officer of the
Community Health Network, says. “There are all sorts of
reasons you shouldn’t do this, and we had many naysayers in
this city. To succeed, you need physicians, CEOs, and CIOs
who embrace the vision.”8
Thornier issues will include:
Changing the culture of health care. In a recent
study at Roudebush Veterans Affairs Medical Center in
Indiana, researchers found that emergency department
doctors routinely wrote orders on paper and handed
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them off to others to enter into a computer.9 The doctors said that was more efficient than searching for a
computer to enter the orders themselves. Getting busy
doctors to tackle the EMR learning curve will be a
challenge.
Louise Liang, MD, retired Kaiser Permanente senior vice president, demonstrates in her book, Connected
for Health: Using Electronic Health Records to Transform Care
Delivery, that a comprehensive culture change is necessary before the value of an EHR can be fully realized.
One contributor, Medical Director for Operations,
Kaiser Permanente-Southern California Dr. Paul
Minardi, writes: “In summary, the IT-enabled transformation of an integrated care delivery system is complex, arduous, and filled with unexpected findings. In the
end, enhancing our organizational value requires explicit
delivery system changes, multiple initiatives, and engaged
organizational leadership to execute this change.”
But he adds, “Despite those hurdles, we are continually
improving on the availability of KP HealthConnect information to support decisions on enhancements to our daily
operations, physician proficiency with KP HealthConnect,
and analysis of our care delivery patterns.”
Convincing doctors that interconnected EHRs are
worth their time—and money. In Whatcom County,
Washington, a health information network that links
300 doctors let them use the system for free for three
years. During that time, doctors’ feedback was used to
tweak the system for better performance and easier use.
Now, doctors pay $71 per month to share medical data
and receive lab information online. Only three of the
300 doctors who tried the system for free dropped out
once when the bill arrived.10 What’s more, a study by the
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National Partnership showed that patients with access to
the information in an EHR have greater trust in their
physician. Increased patient trust? Priceless.11
Giving doctors and care teams a system that is easy to
use. In a world where anyone can get elegant access to
a world of information by swiping a finger across an
iPhone’s screen, tolerance for clunky interfaces and lack of
integration is minimal. Yet, before consumer tech devices
can be put to use in a healthcare setting, they need to
be made more robust, secure, and scalable. A device that
works fine for a family of five is less likely to hold up
in an organization of 5,000 or 50,000. But this can, and
is, being done. For example, we’ve come a long way in
improving the user interface for EHRs and EMRs.
Proving to patients that connected systems are private and secure. In a 2012 online survey of 1,061 adults
from the National Partnership for Women & Families,
59 percent said their doctors used electronic medical
records. But whether their data was stored in a computer
or a manila folder, privacy and security were top worries.
Fifty-nine percent with electronic files and 66 percent
with paper files said they believe widespread adoption
of EHR systems will lead to more personal information
being lost or stolen. And about 52 percent said they think
the privacy of their medical information isn’t well protected by federal and state laws or by health institutions12
Interestingly, a National Partnership study revealed that
people with the most concern over the privacy of their
EHR had never used one.13 I would argue that giving
people a view into their medical records will help them
realize that their EHR is not a mysterious black box, but
a tool for them, as well as their caregivers, to use. Equally
important in the privacy and security conversation is
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building a culture of shared responsibility between providers, payers, and patients. In a world where people are
posting their latest rash on Facebook or tweeting about
their cycling injury, the lines around expected privacy can
become blurred.

Health Financial Exchanges
Although these challenges are significant, they are not insurmountable. Laws can be, and, I believe, will be developed
to support reform. The industry will respond in kind, but
the HIEs will be widely adopted only if they are mandated
or if the economic incentive is powerfully aligned to better
health outcomes. After all, the industry has a rich history as
an unconnected group of individuals paid to provide care.
Contributing to health outcomes for community members
outside their particular practice was not part of the bargain. So
it will take legislation—and a bit of capitalism always helps.
Smart entrepreneurs will see HIEs as a business opportunity. Charging just pennies to measure the quality and accuracy
of information and to move information rapidly will be profitable due to the high volumes involved—systems move millions
of pieces of information per year. In this way, HIEs could be
self-sustaining entities whose existence and cost are funded by
a tiny percentage of the money they’re saving the system.
We have a model we can look to for how this might
work. Fedwire is a system operated by the U.S. Federal
Reserve Banks that enables financial institutions to transfer
funds electronically between its more than 9,000 participants
(as of March 19, 2009). In conjunction with the privately
held Clearing House Interbank Payments System (CHIPS),
Fedwire is the primary U.S. network for large-value or
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time-critical domestic and international payments, and it is
designed to be highly resilient and redundant. A phenomenal amount of money travels through Fedwire: In June 2012,
11,006,829 transfers accounted for more than $51 million—
safely, securely, and efficiently.14
The healthcare industry needs its own version of Fedwire.
As health reform plays out, we will need an entity that can
bear financial risks for the exchange of health information.
This new entity will support the concept of primary care
as the “hub of care” for each patient—the patient-centered
medical home. It would manage an individual’s care across
all providers, maintain complete health records by aggregating them from HIEs, navigate between specialists, and some
believe act as payment agent to specialists and possibly hospitals. Asking primary care doctors to take on this role is asking
too much of the physicians on the front lines of basic health
care in this country. But a health financial exchange could.
There have been a few attempts to develop the online
repository aspect of a health financial exchange: Microsoft’s
Health Vault, Google Health, Revolution Health, and Aetna’s
SmartSource (a partnership with Healthline). Microsoft
calls Health Vault “a trusted place for people to organize,
store, and share health information online.” It enables sharing by allowing users to import health records from their
doctors, hospitals, labs, prescription drug plans, and other
healthcare providers, attempting to take health information
out of its silos. Google Health was based “on the idea that
with more and better information, people can make smarter
choices… in regard to managing personal health and wellness…” The service did not attract as many users as hoped
and was discontinued in 2011.15
Neither of these services, however, addresses how to
monetize and sustain the ongoing exchange of health
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information. Clearly, there will be a role for financial institutions as we move forward. This may be in the form of an
integrated healthcare wallet, similar to the Health Savings
Accounts and Health Spending Accounts that exist today.
The explosion of mobile payment using smartphones also
offers new avenues to explore related to office visit copays
made and reflected electronically in one’s EHR.
Whereas innovations begin with people in search of a solution, cash has always been the fuel for innovation. Funding is
necessary to usher innovations to market and ultimately reach
scale. As the approach to health care evolves, so too will financing, for everything from incentive payments for keeping populations healthier than a benchmark, to financing mechanisms
that can support the delivery of health IT to small practices.
Measuring performance against goals will trump reimbursement based on treatments and office visits. Integrated financial exchanges that enable seamless payment to care providers
for better health outcomes will become the oil that moves the
machinery, easing administration and drawing a more direct
line between incentives and health. We already have a financial
system. What we will need in this new era of health is a connected financing system that uses information technology to
enable the flow of payment. Many may argue that we already
have this system. Banks or insurance companies could fill this
role, but necessity will be the mother of invention.The industry
must create innovative ways for providers to be paid based on
performance and the achievement of defined goals.
Money will flow to new and innovative health financial
exchanges that are linked to continuously improving patient
outcomes. These exchanges will provide incentive payments
to care providers for delivering health outcomes. And the
patient wins, because payment is finally aligned with
the patient goal of better health. It’s so simple. It makes
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perfect sense. But today, payment and outcomes are not
aligned. This switch is as fundamental as breathing is to living. Getting this right is as necessary to the transformation
of health care as any medical advance, and any technology.
First, however, we will need significant investments to
explore, design, and implement the technologies and systems
that will transform the future of health care. The seeds have
already been planted in pilot projects and by early adopters.
Now we need to scale up and keep up with—or ahead of—
the pace of technology in areas like mobility.

HIEs and HFEs Serve the Patient and Create Profit
HIEs will unlock the full potential of electronic medical
records. They will allow electronic health data to be transmitted quickly and accurately among doctors, hospitals,
emergency rooms, labs, and patients themselves. Now available in certain cities, states, and organizations, we need to
create a nationwide network of HIEs.
There are hurdles. Money will be a major factor in getting
us there. The seed money provided in the Federal HITECH
Act to create regional health IT extension centers is a start.
Interoperability is another. We need to ensure that systems
made by different manufacturers can connect and communicate easily. A related hurdle is the need for industry-wide
standards to ensure that shared data is accurate, up-to-date,
accessible, and secure.
While we get HIEs figured out, we also need to work
out a business model, something people are starting to call
HFEs, or health financial exchanges. As healthcare reform
plays out, we will need an entity that can bear financial
risks for the exchange of health information. An HFE could
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function like Fedwire, the system that enables more than
9,000 financial institutions to transfer funds electronically
from one to another. This new entity will support the concept of primary care as the hub of care for each patient and
could even act as payment agent to specialists and possibly
hospitals
Healthcare IT has other lessons to learn from the financial industry, which I will explore in the next chapter, along
with a few areas that are ripe for a dose of old-fashioned
capitalism and newfangled entrepreneurship.
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Chapter 3

Investing in Healthcare
IT Innovations
Where the Winners Are

nvestors scour the globe for the next big thing—but perhaps
they should look no further than the smartphones tucked
into their own pockets, purses, and briefcases. As doctors,
health insurance companies, and health information companies push more apps and services directly to consumers—and
provide more mobile links to electronic health records—
investment dollars are already following and fueling an explosion in healthcare information technology. I expect this to be a
major growth area in the next decade and beyond. Why?

I
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10 YEAR COMPOUND ANNUAL GROWTH RATE
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Figure 3.1 The $2.6 trillion U.S. healthcare system is as unconnected as
it is costly. Indeed, it is costly in part because it is unconnected.
Source: Kaiser Permanente.

Having a healthcare system that spends $2.6 trillion
annually is distressing enough. What makes the situation even
more dire is how much of that cost is related to the lack
of connection among the various parts of the system. (See
Figure 3.1) Better alignment would cut costs while delivering more integrated, coordinated care. (See Figure 3.2)
• Market research indicates spending on healthcare IT
(HIT) and on connecting these systems will grow at
an even faster rate than overall healthcare spending.
According to the company Insight Research, healthcare
IT spending will grow 9.7 percent annually between
2012 and 2017. That compares to an annual 6.4 percent
growth rate in overall healthcare spending over the same
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Figure 3.2 A connected system of integrated care, using information
technology, will help us achieve better health outcomes, make the system
more efficient, save resources, and create opportunities for innovation.
Source: Kaiser Permanente.

period of time. In dollars, that pencils out to an increase
from $9.1 billion to $14.4 billion over five years.1
• As more and more healthcare providers go digital, link
records via health information exchanges (HIEs), and
gear up to meet the federal government’s meaningful use
criteria, the respected market research firm Black Book
Rankings predicts HIT and HIE spending will triple.2
• Top HIT vendors agree. Neal Patterson, founder and CEO
of Cerner, the largest stand-alone developer of healthcare
IT systems on the planet, told Forbes magazine in May
2012 that he expects HIT sales in the United States to
double or even quadruple by 2020. That means the market
could grow from $5 billion to $10 billion annually.3
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The ATM Parallel
In many ways, the move to eHealth and mHealth (that’s
mobile health) parallels the computerization of the consumer financial services industry that began in the 1970s.
In financial services, we went from paying with cash and
checks to using our credit card numbers—securely, privately,
anytime, anywhere. Similarly, I expect that in the future, the
global currency used for medical services will be our health
record number. Our ability to improve our chances for better outcomes will be fueled by thinking machines that sift
through vast quantities of medical science and match the
data with our personal medical histories. Physicians will be
able to treat us with drugs specific to our DNA, leading to
cures unimagined today.
Right now, healthcare IT is at a point in HIT just a few
paces beyond where the financial services industry found
itself in 1969, when the first automated teller machine in the
United States dispensed its first $20 bill outside Chemical
Bank in Rockville Centre, New York. It opened for business
just six weeks after the United States landed the first men
on the moon.4 Are we on the cusp of another giant leap for
mankind as American health care connects its resources? I
believe the answer is a firm yes.
IT systems revolutionized financial services in many ways.
Banks saved money as consumers used ATMs for deposits and
withdrawals, and ultimately made purchases and paid their
bills online. According to a Bain & Company brief, transaction costs have dropped from $4 at the teller window to just
8 cents when you pay a bill using your smartphone.5 Not to
mention the convenience of 24/7 access to your accounts.
The financial services industry’s willingness to invest
in technology fueled other innovations like online trading,
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expanded financial-management capabilities for consumers,
and the rise of accurate, real-time data from the world’s financial markets.6 And the digital push led the financial services
industry to increase investment in IT from 3 percent of revenue in the early 1990s to 10 percent by the end of the decade.
Today, IT spending uses about 6 to 8 percent of the industry’s
revenues. This compares to a mere 3 percent of revenue in the
healthcare sector. Is it enough? Maybe not—and the numbers
cited at the start of this chapter suggest that healthcare leaders
are aware and poised to accelerate investment.7
The healthcare industry is on the cusp of significant
change. As our knowledge is expanded by systems and analytics providing more and deeper insights, we’ll reap healthier customers, lower costs, and faster medical breakthroughs.

Consumers: Ahead of the Curve
I hear the same questions over and over again in discussions
of healthcare IT: Do consumers want it? Do they see the
value? Do they trust it?
The financial services industry had the same questions. A
look at how consumers have responded to IT innovations in
that sphere provides clues to their readiness for healthcare IT.
Do consumers want it? As recently as 2000, most bank
customers would have given you a blank stare if you asked
whether they wanted to bank online using their computers. Yet, banks had been offering some computerized services back in the 1980s. In 1995, Wells Fargo Bank broke
new ground when it became the first American bank to
offer online account services via its website.8 Today, 4 in 5
U.S. households—that’s at least 72 million households—
with Internet access their bank online. As Robert DeYoung,
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then an associate director in the Division of Insurance and
Research at the Federal Deposit Insurance Corporation
noted in a 2007 paper, “Internet banking has changed the
landscape of the financial services industry by reducing both
the importance of geography and the cost of transactions.”
One of the biggest and most convenient changes came
when banks offered the ability to pay bills online, which
DeYoung calls “possibly the biggest impact of technology
on the banking system.”9 According to ongoing Federal
Reserve payment studies, paper checks went from being the
dominant noncash form of payments in 2001 to being used
less than 20 percent of the time in 2010.10
Over 36 million people paid bills online in 2010, up
10 percent over the year before, and the numbers have
only continued to grow.11 It’s not just Generation X, either.
Online bill-paying is mainstream, with large percentages of
all age groups—young adults, those in midlife, and those over
age 55—clicking to take care of finances rather than writing
checks or reaching into their wallets.12 And it is instructive to
note that women, who are also so often the healthcare “chief
information officers” for their families, are more likely than
men to be a family’s primary online bill-payer.13
I predict something similar will happen with health
care. As systems go digital and connect, an ID number will
replace your insurance card, and you will schedule appointments, make payments, and track your care and your healthcare finances online. No more need to hold on to all that
paper from your insurance company or keep track of paper
bills from your doctor!
Do consumers see the value? You need look no further
than the credit cards in your wallet. Early on—we’re talking
the 1920s—gas stations, department stores, and hotel chains
offered their own credit cards to customers as a convenience.
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By the 1950s, wider-use cards like Diners Club, American
Express, and Bank of America became available. Going digital in the 1970s and 1980s allowed banks and companies of
all sorts to improve their analysis of consumer purchasing
data. The result is the personalized offers and the anytime,
anywhere convenient access we enjoy today.14
Do they trust it? Concerns over the security and privacy
of their financial records may have caused some banking
customers to hesitate in the early days. Today, most consumers are comfortable with the precautions the banking industry has put in place.
This is clearly a major issue for healthcare IT. Unless consumers are comfortable with the security and confidentiality of
their information and the systems, they will not be comfortable using them. Secure, private systems are an absolute necessity, no ifs, ands, or buts. The healthcare industry has already
developed standards for interconnected electronic health
records, proof of how seriously we take those concerns and of
our commitment to delivering workable, secure solutions.

Up Next: Mobile Banking and Mobile Health
Healthcare has the opportunity and challenge to jump into
the mobile arena at the same time the financial services industry leaps in. In many ways, this realm of mobility is leading the
charge, as doctors and consumers alike use tablets and smartphones even if they don’t have fully-functioning EHR systems, and even if those systems still exist in silos, disconnected
from any larger network. The March 2012 Federal Reserve
report “Consumers and Mobile Financial Services” found
that one in five consumers with mobile phones and a bank
account were already using mobile banking.15
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In the future, consumers will use mobile devices to manage
their finances and their health in similar ways. They’ll pull info
from many sources when shopping for a mortgage, a credit
card, a home equity loan to build a new deck, or a nursery for
a new baby. Apps will connect people to a huge variety of data.
Cloud computing—shifting applications and data from
local computers to a more efficient network of computers in a
data center anywhere in the world—will over time emerge as
an important component of affordable EHR systems and nimble information exchanges. As this new technology becomes
more pervasive and secure, it will reshape the cost of entry, further accelerating new trends. And it will substantially broaden
the use and adoption of health IT tools.
If you have any doubts about the future of mobile technology, here’s an eye-opening statistic: In 2010, more smartphones were purchased worldwide than personal computers,
with over 100 million new smartphones bought by consumers around the world.16 The future is here. And in health
care, as in consumer financial services, it’s mobile, it’s connected, it’s personal, it’s powerful—and it’s 24/7.

Investing in Winning Healthcare IT Innovation
We’ve moved beyond early adopters of EHR systems and
“model” HIEs. In the trenches, winning EHR systems
and HIEs must meet the needs of providers and payers who
expect a real return on investment by way of systems that
meet real needs. Although some 1,300 vendors offer or have
offered EHRs to physicians and medical centers, that doesn’t
mean this healthcare IT building block is finished as an avenue for innovation and investment. Though there are many
choices among these systems, this is still the first generation
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of tools. As with all technology, innovation occurs, then
improvements, then more innovation. Thus far, EHRs are
built for large-scale computers like mainframes. Over time
they will increasingly operate in the cloud or as building
blocks assembled on demand, forming an ecosystem dedicated to supporting consumers’ evolving health needs. Like
many industries affected by technology, health care will see
the rise of the consumer as a force that demands new capabilities, convenience, and tools. Frankly, the winners will be
those organizations who create consumer-centric tool kits
that are intuitive, easy to use, and mobile.
Meanwhile, HIEs are claiming more attention and
dollars—putting interoperability on the cutting edge. The
enterprise HIE vendor marketplace is in flux as new startups compete with established systems and traditional tech
firms move in to the healthcare space. All of them are intent
on “attempting to capture the escalating spend for true
interoperability,” as Black Book rightly described it in the
spring of 2012. There’s real opportunity here. According to
Black Book’s 2012 State of the Health Information Exchange
Industry report, 80 percent of U.S. hospitals and 97 percent
of American doctors were not interconnected in the first
quarter of 2012. But the firm’s survey of 4,000 healthcare
delivery and insurance organizations found that 84 percent
are actively working to adopt HIE.17
At the same time, there’s plenty of growth ahead for a
wide variety of mobile-health applications, for analytics capable of slicing and dicing giant data sets to find life-saving and
cost-saving patterns in health care, for more sophisticated
telemedicine, and for a dizzying array of solutions for all the
little needs that crop up when existing systems go digital and
need to talk to each other and simply function day to day.
(Case in point: protective covers for physicians’ tablets and
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other mobile devices that are impervious to fluids and to the
inevitable drops that happen in a hospital or medical office.)
There will be huge opportunities for the technology
industry, inventors, and entrepreneurial minds across all sectors in the area of analysis and virtual capabilities. Analytics
of all kinds will be needed to make sense of all the data.
When online banking was untilled ground in the financial
industry, firms like SAS prospered, as its bevy of mathematicians made analysis simpler and data more accessible.
The same will happen in the healthcare industry. Many
discoveries will come from this yet unanalyzed data. Virtual
capabilities that assemble data into information on demand
will be key to the consumerization of technology. Applets will
emerge that consumers will use on their smartphones and
couple with their medical record number to find all sorts
of new services customized to their individual situations.
Everything from health information to health coaches in the
form of mobile apps are already at our fingertips and will
just become more robust, making health care as accessible as
booking a table for dinner or checking your bank account
balance.
Here’s the latest from the leading edge of HIT in four
important areas:

#1: Cloud Computing Gets Past the Pain Point of Cost
In 2011, 55 percent of doctors had at least some basic EMR
systems, and of those, 75 percent met government standards
for meaningful use, according to the Centers for Disease
Control and Prevention.18 Granted, those numbers are
changing almost daily as more and more get on board. But
we’re beyond the tech-savvy early adopters. Physicians and
medical centers who aren’t yet digital are looking for simple,
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affordable, seamless systems that can go live without taking
enormous amounts of time away from patient care.
Getting adopters past what one Robert Wood Johnson
Foundation report called the “adoption pain point of cost”19
will take creativity and an understanding of what healthcare
providers really need. But investing in innovative health IT
is a winning strategy for entrepreneurs. Good systems (Epic,
Cerner, and others) have turned the people who founded
and run top EHR companies into what Forbes magazine
called “Obamacare Billionaires.”20
What’s next? Cloud computing is one disruptive technology that makes setting up and running an EHR faster, simpler, and more affordable. Examples include eClinicalWorks
and Athena Health.21 Bain and Company suggests that the
move to cloud computing could cut costs 30 to 40 percent
compared to legacy IT systems.22 That is a big selling point.
The smartest new EHR vendors go the extra mile to guarantee, as Athena Health does, that the systems they deliver
will allow a practice to qualify for Medicare Meaningful Use
payments. That’s a step beyond promising that a system is
merely “certified” for Meaningful Use. This is a smart strategy
for vendors, as it gives healthcare providers an income stream
that will help defray the cost of adopting the technology.
As Athena Health promises, “As Meaningful Use progresses through Stages 2 and 3, our clients know we’ll be
staying on top of requirements and helping ensure that they
stay compliant and receive all available incentives . . . [it’s]
never a question of whether; just a question of when.”23

#2: Analytics for Big Data Sets
Here at Kaiser Permanente, the one to two terabytes of data
we’ve collected each day since 2003 have created a patient
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database that’s bigger than the Library of Congress. Our system can analyze and leverage this massive data set with a
variety of tools: Predictive analytics, clinical decision support,
data mining, and natural language processing are among
them. What we have learned has changed the way we, and
doctors around the world, practice medicine.
For example, an analysis of a Kaiser Permanente database of 1.4 million members led to the discovery that the
COX-2 pain reliever Vioxx, widely used by arthritis patients,
was dangerous.24 Ultimately, the drug was taken off the market. It took a big data set and the right tools to find this lifesaving information. Future data sets will rely on even deeper
knowledge of human health, incorporating genomics, digital
pathology reports, and new types of imaging.
Big data is also making a difference at the Lee Moffitt
Cancer Center & Research Institute in Tampa, Florida,
where a personalized research program called Total Cancer
Care delivers day-to-day benefits for cancer patients and
long-term benefits for the rest of us. The system, supported
by Oracle, tracks cancer patients during treatment and for
the rest of their lives. All levels of data are kept: clinical data,
genetics, treatment outcomes, and samples of blood, urine,
and tumor tissue from surgeries and biopsies. The goal is to
determine which treatment options work best for individual
patients, expanding what we know for certain about individualized, targeted cancer care with the aim of achieving
higher survival rates in the future.
Started in 2003, Total Cancer Care “addresses cancer as a
public health issue and takes a holistic approach by encompassing all aspects of the disease, including preventive measures such as the study of genetic predispositions, impact of
health lifestyles and integrative medicine. Total Cancer Care
follows the patient throughout her or his life, including
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screening, diagnosis and treatment of cancer. Translational
research is incorporated at each step along this continuum of
care and follow-up,” according to the center.25
The beauty is that the program collects data with no
extra patient visits. It simply takes full advantage of data collected during a patient’s care. It’s up to patients to sign up,
and the incentive is strong. As the center says, “Someday, you
or others participating in this research may need drug therapy
to treat your disease. Should this occur, we would want to use
gene-based technology to try to find the best drug for you.”
Big data is another huge opportunity for innovators
and investors, one that has already attracted the attention of
major players like Dell, Intel, and Oracle. Storage alone is a
challenge. Research shows that providers now dump nearly
90 percent of data (such as video feeds from surgery) due to
storage issues—literally tossing into the garbage information
that could save lives. Analytics could become a $10-billion
market by 2020.
This will also create a pool of jobs in search of talent. By
2018, the United States may not have enough workers with
deep analytical skills, predicts the McKinsey Global Institute
in its 2011 report, Big Data: The Next Frontier for Innovation,
Competition, and Productivity. The shortage may be as big as
190,000 analysts with advanced abilities and 1.5 million
managers and others who understand how to put the results
to good use.26

#3: Telehealth Is Mobile Health, Too
Beyond the health potential of mobile devices, other wireless breakthroughs are improving home care for the elderly,
people with chronic conditions, and anyone recovering from
surgery or other medical care. This is another important
63

c03.indd 63

19/01/13 9:03 AM

TRANSFORMING

H E A LT H

CARE

growth area, as hospitals strive to lower costs by sending
patients home on time and ensuring that their recovery goes
well, lowering readmission rates. The best way to do that is
with care that follows you home from the hospital.
Enter the new world of telemedicine (the delivery of
care via telecommunication technologies like video) and
telehealth (beyond care, telehealth includes preventive health
services, such as medical education and e-mail consultation).
It’s all about high-tech tracking and high-touch connection.
According to BCC Research, telehome technologies were
a $3.5 billion global market in 2011, and are expected to
reach $9.7 billion in 2016.27
Innovations include portable pulse oximeters that can
send data on pulse and blood oxygen rates from a patient
sitting at home to his doctor, in real time, via Honeywell
HomMed’s LifeStream platform.28 Health buddy systems
will help you stick with your exercise routine or new stopsmoking plan, while interactive systems allow you to send
info about your daily health—blood sugar, blood pressure,
fatigue level, weight, and more—to your doctor for immediate evaluation.
On a larger scale, a cloud-based telehealth service provider called ConsultADoctor is up and running, with a network of U.S. board-certified physicians in all 50 states who
provide on-demand services like e-prescriptions, e-medical
records, and e-lab testing to hospitals, clinics, and integrated
health systems.29
Though this area is just emerging, its potential is clear.
It could well go beyond a physician checking in with you
every few minutes to include apps that monitor your vitals
continuously, interpreting your health status for you and
your clinical team. Intervention and support will be just a
click or a swipe away. It’s your choice.
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#4: Detail-Oriented Innovations
Can your doctor’s iPhone withstand a splash of disinfectant? Can the dozens of vital-sign monitors in your local
emergency room send their data to your EHR? Can your
pillbox alert your doctor when you skip your medication?
Not all healthcare IT innovations have to be sophisticated
high-tech solutions. Medical start-ups that know how to tie
up all the loose ends are big business, and will continue to be.
Often, these technologies start in the consumer goods
sector and are translated into a healthcare setting. But that
translation requires making sure that the solutions used in
healthcare settings are robust, secure, and comply with often
stringent regulations. We will need entrepreneurial companies of all sizes that can move solutions from the consumer
market into the healthcare markets.
Take gaming systems, for example.There are signs that technology borrowed from the Xbox your kids love will someday enable practitioners to page through medical records and
images in the operating room using motion sensors alone,
without ever touching a key or a screen. In Spain, Kinect technology was recently tested in an operating room, where doctors
navigated MRIs and CAT scans with a wave of the hand.30
Voice-enabled apps were the focus of the Nuance 2012
Mobile Clinician Voice Challenge. The winner: Montrue
Technologies’ Sparrow EDIS application, developed on
Nuance’s 360 Development platform. Sparrow EDIS allows
healthcare software vendors to embed speech recognition
into clinical workflow applications. In particular, it incorporates Speech Anywhere, a cloud-based tool that developers
employ to speech-enable mobile apps.31
Detail-oriented innovations crop up everywhere. How
about one that helps doctors remember to fill in overlooked
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sections of a patient’s EHR? New software from Nuance,
called the Dragon Medical 360 M.D. Assist, pinpoints missing data fast.32 Developed with 3M Health Information
Systems, it can prompt doctors for information necessary to
comply with new coding standards.
Want to check in via tablet at your next doctor’s
appointment? Software enabling that will be incorporated
into new Motorola tablets. Hospitals and medical centers are
reaping the benefits from systems that integrate vital-sign
monitors with hospital information systems. There’s even
digital technology for counting sponges in surgery, so none
are left behind. And let’s not overlook bar coding. Yes, it’s
already on everything you buy, from jeans to milk to toothpaste. But bar codes on medications, proven to slash medical
errors, are still not the norm in most U.S. hospitals. Another
digital need looking for a solution: A bar code printer that
ties in wirelessly to the institution’s information systems.

Looking for Investment in All the Right Places
Innovation takes investment as well as ideas. It may be in the
form of capital expense, venture or angel capital, bank loans,
credit cards, or borrowing from friends and family. One new
and promising financial resource is accelerator programs for
entrepreneurs. Two of them, Rock Health, founded in San
Francisco, and Healthbox, in Chicago, focus on healthcare
innovation.
In August 2012, Healthbox announced the 10 participants in its first three-month accelerator program for entrepreneurs working on new products and services for the
healthcare industry. Participants get free office space, mentorship, and $50,000 in seed funding in return for a seven
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percent equity stake. Their projects demonstrate the scope
of innovative solutions the healthcare industry is clamoring
for: a “cap” for asthma inhalers that monitors usage and sends
data to the patient’s care team, and software to help physicians explain specific medical conditions to patients and that
presents lab results in an easy-to-understand, intuitive format.

Opportunities for Innovation and Return on
Investment Abound
Market researchers and companies already involved in the
sector agree: Spending on health IT will explode in the next
5 to 10 years. We need look no further than the familiar
ATM machine to see how quickly consumers will adopt
new technology if it is convenient, easy to use, and secure.
Now, it is time for hospitals and physicians to catch up with
their patients. The day is coming when consumers will use
their mobile devices to manage their health as they now use
them to manage their finances.
There will be growth opportunities not just in the
big systems—EMRs, HIEs, and HFEs (health financial
exchanges)—but in smaller innovations as well. Cloud computing, data analysis, and mobile applications all offer room
for growth. And sometimes, innovation can be the “next
little thing.” Paying attention to details like a smartphone
case that can survive a splash of disinfectant or a pillbox that
requests prescription refills automatically can pay off in profits and better health outcomes.
In fact, smartphones will play a big role in transforming
health care. Mobile devices mean that any place can be the
right place to deliver healthcare information. Mobile technology has already changed how we connect with families
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and work, with our finances and friends. It is about to
change our relationships with our physicians and personal
health information as well.
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Chapter 4

Virtual Visits
Care Anywhere and Care Everywhere

ack in the 1950s, no one carried a computer around.
How could they? Computers often occupied entire
rooms. In the 1980s, they moved onto our desktops, then
our laps, and now they fit in the palms of our hands. Similarly,
few people would carry around copies of their paper medical files, much less pass them around for their pharmacists or
physical therapists to annotate. But this actually still happens
today, although with decreasing frequency.
Soon, thanks to a connected system of electronic medical records (EMRs), people will have secure access to their
own personal health information, and their caregivers will
be able to track patients’ vital signs to identify and address

B
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health problems before they start. Electronic health records’
wireless wellness must do the same thing by taking wireless
wellness to the next level: digital health and mobile health.
We’re not so far away. Nearly everyone in America carries a cell phone, and many are Internet-linked smartphones.
Most of us have computers with Internet access, too. We use
these tools every hour of every day to share information—
from grocery lists and announcements for the next neighborhood barbecue to high school reunion photos and the latest
project at work. It’s how we manage our credit cards, pay
traffic tickets, even track the office fantasy football league.
Today, 80 percent of U.S. doctors use smartphones and
medical apps one way or another in their daily practice of
medicine. According to a CompTIA study, nearly one-third
of providers use mobile devices (tablet computers, laptops,
and smartphones) to access an EHR. Thirty percent of practicing physicians have already purchased an iPad, and another
28 percent plan to do so within the next six months.1
Yet when it comes to health, most of us use the Web as if
it were an old-fashioned encyclopedia or the yellow pages: We
look up symptoms, download first-aid instructions, locate doctors. That’s important info, but it’s a little like keeping a welltuned Porsche in the garage just for trips to your mailbox!
Advocates of digital and mobile health say they will
increase efficiency and could save billions of dollars. Usually
missing from the conversation, though, are specific examples of how these advances improve the lives and well-being
of real people. At full throttle, here’s how real-time digital
health could change your life (Figure 4.1):
• Lose weight with your cell phone. Keeping a food
diary is a proven way to increase your chances for successful weight loss. Using your cell phone may be even
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Electronic
Medical Record
“from paperless to
digital but still
information in a silo”

Electronic
Health Record
“integration of pharmacy,
lab and other data”

Connected Health
Digital Health
“connecting globally
anytime, anywhere”

Breaking information
Health
out of silos to transform
Information
heath care and put the
Exchange
patient at the center “community partnership”
Health Financial
Exchanges
“a national business
model for health
data exchange”

Figure 4.1

Connected health puts the patient in the center of the action.

Source: Kaiser Permanente.

better. The proof? When 43 women and men agreed to
photograph every morsel they popped into their mouths
for one week, the results, say researchers at the University
of Wisconsin-Madison, were eye-opening—and dietchanging. These mealtime paparazzi, who considered
themselves healthy eaters before the study, discovered that
their portions were too big, they weren’t eating enough
fruit and vegetables, and their snack choices were downright embarrassing. Simply taking photos nudged some to
make healthier choices—one volunteer grabbed a pack
of M&Ms, then decided against them when she realized
she’d have to photograph them before munching.2
Plenty of cell phone apps can help you track calories.
The next wave? We’re beginning to see services that let you
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send pictures of your meals to a trained dietitian for fast
nutritional analysis. And, for instant analysis and support,
apps like Fooducate provide just what the doctor ordered.
This application essentially grades the food you are eating.
You take a picture of a bar code using the phone’s builtin camera. The application then scans its data and immediately provides more nutrition information than you might
see even on the label, along with a letter grade. As one colleague said to me, “No one wants to eat D-list food.”
• See your doctor without leaving home. In Hawaii,
a Blue Cross Blue Shield affiliate called Hawaii Medical
Service Association offers online and phone visits with
on-call doctors. Ten minutes costs members just $10
(the price jumps to $45 for nonmembers, still a bargain).
These virtual house calls are great way to handle minor
emergencies and some routine care quickly, conveniently,
and affordably—in real time.
It’s a lot like the “chat now” feature on many shopping
websites. One public health nurse in Hawaii tried it for an
infected cut that needed prompt attention. She logged on,
chose an available doctor, and clicked “Connect Now.” After
an online chat, the doctor e-mailed a prescription for an antibiotic to a nearby pharmacy, which she picked up soon after
logging off.“Pretty painless,” says the nurse, Donita Gano, 59.3
Inexpensive, convenient, and patient friendly, virtual
doctor-visit services are springing up across the nation—
from Hawaii to Minnesota to New York City. Two services,
MDLiveCare and Online Care, are rolling out coast-tocoast programs. On-call docs say they’ve treated everything
from infected cuts to fungal infections to, yes, hemorrhoids.
(We’d rather not see the webcam replay of that one!)
• Check your blood pressure, anywhere and anytime,
and then automatically send the numbers to your
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doctor. In a joint pilot study with the Cleveland Clinic
and Microsoft’s Health Vault (a digital health-monitoring
program), 30 people with high blood pressure tested—and
loved—a new kind of digital blood-pressure system. They
used home blood pressure monitors that automatically
uploaded the results to their own online health records and
then e-mailed the doctor at the first hint of an irregularity.
This early-warning system lets your doctor adjust
medications in real time and see the results, rather than
waiting months until your next office visit. One volunteer, a cross-country trucker, had struggled with lessthan-stellar blood pressure levels for years. He used the
digital tracking system on the road, allowing doctors to
spot and fix afternoon blood pressure spikes. His levels
are now a very healthy 120/82.4
• Get a better night's sleep. Millions of Americans
struggle with sleep apnea—night-time breathing disruptions that make blood-oxygen levels plummet. The fallout goes beyond fatigue. Apnea raises risk for everything
from nodding off at the wheel of your car to weight
gain, type 2 diabetes, and high blood pressure. The goldstandard fix is a CPAP—a mask and machine that boosts
air pressure when you inhale. They work, but many people find the masks uncomfortable or have trouble adjusting air pressure levels for optimal results. Now, several
companies are developing wireless CPAP monitors that
tell your doctor whether you’re keeping the mask on at
night and what the pressure settings are—info that can
help you finally get a good night’s sleep.5
• Know that an aging parent with dementia is
safe at home. In the United Kingdom, “smart homes”
equipped with special sensors are helping older people
with dementia live longer at home—safely. Developed
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by the Bath Institute of Medical Engineering, the sensors can turn off a forgotten burner on the stove, urge a
wanderer to return to bed at night if they open the front
door (and call for help if they don’t), and remind a forgetful occupant to turn off the lights at night or shut off
a faucet at the kitchen sink.6
• Got a smartphone? Get connected to health. At
Kaiser Permanente, our website, optimized for mobile
devices, plus iPhone and Android applications, give our
nine million members convenient and secure access to
their own medical information, e-mail their doctors, and
order prescriptions from anywhere in the world. Because
no data is ever actually stored on the device itself, the
information is both totally portable and secure. Other,
more targeted tools include the Kaiser Permanente Locator
app for finding our facilities and Every Body Walk!, an app
that encourages people to maintain healthy activity levels.

Easier Than Programming Your TV Remote Control
Digital health isn’t a substitute for superior hands-on care;
instead, it gives you and your doctor a higher level of information about your health so that you can both make betterinformed decisions. Technology alone will not change health
care. But technology coupled with expert physicians and
coordinated care teams can ensure you get the ongoing care
and attention we all deserve. It’s also not intended to diagnose serious, new problems without a real office visit. But it
could free you and your doctor so that you need fewer visits
to review or check info that can be monitored at home.
What makes digital health tick? Super-easy technology.
Some wireless wellness solutions will use equipment you
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already own, including your cell phone, computer, a web
camera, and even your television. At Kaiser Permanente, for
example, we’ve implemented video conferencing technology for high-definition TV that delivers a diagnostic-quality
image of a skin rash or troubling bump to your dermatologist. In many cases that’s all that is needed for a diagnosis and
ultimately treatment.
Digital health also means invisible technology—sending
and receiving units built into blood sugar meters and heart
devices, or a digital bathroom scale that sends your weight
directly to your EHR, for example.
At Kaiser Permanente, we’re testing home health equipment that fits on a bookshelf and virtually runs itself. Just press
“on” and follow the directions. One machine under development at our Sidney R. Garfield Health Care Innovation
Center instructs you on how to use a blood pressure cuff,
then asks whether you’ve taken your medications today
and even probes for signs of depression. With Honeywell
International, we’re testing a clock-radio-sized device that
helps people with congestive heart failure track vital signs
including weight and blood pressure. Data are sent automatically to the doctor. If weight is up—a sign of dangerous fluid
retention—a nurse calls with advice to take more diuretics, for
example. Overall, close monitoring has meant fewer hospital
visits and more stable heart health for many of the 600 people
who’ve tried it.
When I think about digital health I see convenience,
accuracy, and better care (Figure 4.2). Others will see privacy lost and security compromised. Clearly, privacy and
security are very significant topics. You need only read the
headlines—from the News of the World phone hacking scandal
in England and incursions into LinkedIn’s password database—
to understand that people expect a high degree of security
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Digital Health • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •
next evolution of health care enabling efficiency, convenience,
and continuous patient engagement

Internet/Intranet

Mobile

Social

Voice

Connected Health • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •
electronic medical records across settings of care organizations

Analytics
Electronic Medical
Records

Health Information Exchage

Foundation • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •
“bricks & mortar” health care

Hospital/MOB
Physicians &
Other Care
Professionals
Imaging

Pharmacy
Lab

Figure 4.2 Digital health represents a convergence of capabilities that
empower consumers to manage their health on their own terms, further
redefining the patient-caregiver relationship.
Source: Kaiser Permanente.
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and confidentiality. So do we. For one thing, the healthcare industry works under strict regulations that hold us to
high standards for protecting all patient health information.
For another, we know just how valuable and important that
data is to our patients and to us. The ability to secure patient
information wherever it is accessed, from a hospital system
or the patient’s mobile phone, will require advances to security technology so we can be assured these innovations are
beneficial, not problematic. Maintaining robust controls for
EHR and EMR systems is a primary concern. This includes
restricting access, controlling where and how data flows, and
maintaining network separation. Creating a circle of support
around each patient and providing accessible, affordable, anytime care that’s secure can be done.
The good news? We don’t have to wait for a technological breakthrough to get started. If you’ve had even the briefest
encounter with the Internet, or text-messaging, or Facebook,
you’re familiar with the technologies that will drive this new
world. What will have to change: How they’re used and how
soon consumers and medical professionals adopt them.
I think we’re ready. Consider the parents of kids with
diabetes, clamoring for the Diabetes Phone so their children get better care. And consider this: One of the newest
top-selling categories of smartphone apps are health trackers—dozens of them—designed to help you stay on top of
everything from the calories you’re eating to how far you
jogged to your fertility.
Meanwhile, companies in the technology business are
doing a victory lap about now, because we need their services. Dozens are developing home health monitoring
equipment as I write this, with the knowledge that everyone in the IT industry wins when home health becomes a
reality. It may take a bit longer than some optimists think.
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This is truly a marathon. And these emerging companies are
just the beginning of a significant wave—a wave of invention that will ultimately benefit everyone, healthy and those
with chronic conditions alike. After all, we all want to be in
better health. And even if all of us don’t, our health care system needs us to be in better health. Technology may be the
bridge we need.
Are we truly ready? The answer may depend on who
you are. Early adopters of EMRs will adopt and deploy rapidly, making these capabilities available to people sooner. My
sense is that the home health revolution will not be a sweeping, breakthrough change—but rather something gradual
with the EMR underpinning it all. I expect widespread
adoption will occur in about 15 to 20 years, when my oldest
children are in their forties. Why so long? Aside from further EMR adoption, it will take a new generation who grew
up with connectivity, the Internet, YouTube, and Facebook
to embrace such constant, real-time connectivity and all the
benefits it will bring. Our children are called “digital natives”
because for them the world never existed without these
technologies. They will adopt them more quickly than many
of us over 40. But there is hope for us, too. I now talk to my
kids on the phone less than I text with them. The mother of
one of my colleagues would never have dipped her toe into
social media. But if she wants to keep up with her grandkids,
and know what’s happening with her children, Facebook
is the best place to find out, so she’s become proficient. Yet
another friend can’t always reach his twenty-something
son on his cell phone, but he always gets in touch when he
receives a Twitter message from Dad. Our kids are training us in the skills we will need to adopt these new ways of
consuming health care and participating in our health. When
it happens, we’ll all be stronger for it.
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Rx for Good Health: No Waiting with mHealth
Mobile health, or mHealth, is a subset of digital health. It
is a term broadly used to describe the delivery of health
care through mobile devices and multimedia. Increasingly,
patients and physicians are adopting smartphones as a
mode for research, to track health data, send secure e-mail,
exchange images, schedule appointments, and more.
But mHealth can also make gathering tiny, everyday
pieces of health information seamlessly simple. Then, it takes
care of transmitting and analyzing the pieces so that you and
your doctor have an accurate picture of the state of your
health on an ongoing basis.
Instead of capturing snapshots of your health at infrequent
medical appointments, you and your doctor get a movie.
When this happens, every bit of data—your morning blood
pressure, that second helping of fudge ripple ice cream you
had last night, or the pound you lost last week—becomes
meaningful, because it’s part of a bigger picture. These bits of
data go beyond what you might enter into your iPhone, using
other types of clinical monitoring devices today.
The wellness potential is enormous. If you’re healthy,
digital health technology can help you stay in tip-top shape.
If you’ve got a chronic health condition, digital health monitoring can help you get the upper hand at last. If you’re
elderly or disabled, digital health and your care team will
be able to support your efforts to remain independent and
healthy in your own home. And if you just want to lose a
few pounds, eat healthier, or improve your mood, there’s an
app for that, too. Here’s what I mean:
• Easing heart-felt worries. More than a million
Americans have had pacemakers or implanted defibrillators
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“installed” in their chests to help their hearts maintain a
steady rhythm. A big concern: Making adjustments fast if
your ticker needs a little more help. Enter “talking” heartmonitoring devices. Widely used in the United States and
recently approved in the European Union for people with
pacemakers and implanted defibrillators, these wireless
units automatically transmit heart-rhythm readings from
your chest directly to your doctor’s office. Faster care? You
bet. A recent Cleveland Clinic–led study of 1,312 people with heart devices has found that remote monitoring
alerted doctors to heart rhythm problems in less than 3
days, compared to 30 days for people who were followed
at conventional office checks. The bonus: convenience. In
the same study, people with remote monitoring systems
saw their doctors in the office for scheduled check-ups half
as often as those without these systems.7
• A sweeter deal for diabetes. About one in three of
the nation’s 24 million people with diabetes is still struggling to keep their blood sugar under control. The “diabetes phone” could help. This cell phone, still a prototype
in the United States, has an embedded electronic biosensor that reads glucose levels in a blood sample, then sends
the info to your doctor’s office. Your doctor can then
respond with medication changes or lifestyle advice. One
version, marketed in Korea, helped people with type 2
diabetes lower their blood-sugar levels significantly—
reducing their risk for diabetes-related complications
like nerve damage, kidney failure, and vision loss, report
researchers from the Catholic University of Korea. Are
we ready for the diabetes phone in the United States?
Bring it on! In a study of 202 parents of children with
diabetes, published in the November 2009 issue of the
Journal of Diabetes Science and Technology, 70 percent told
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Harvard Medical School researchers they’re in favor of
diabetes phones to help their doctors better track their
children’s health.8
• Easier breathing with lung problems. If you have
asthma or another common lung condition called Chronic
Obstructive Pulmonary Disease, regular home monitoring
of lung health could save your life. Breathing checks can
catch problems early, giving your doctor time to change
your medication. But it takes more than testing to know
what’s happening—you and your doctor must be able to
interpret the results. At least one wireless medical monitoring device company, the Scottsdale, Arizona–based
MedApps, reports work on gadgets that can automatically transmit results from home asthma testing to your
electronic medical records and to your doctor. This kind
of telemonitoring has a proven return on investment: In
one Canadian review, published in 2009 in The American
Journal of Managed Care, researchers found that asthma
patients whose results were sent wirelessly to their doctors
were 48 percent less likely to have sleep disturbances or
limits on daily activities due to breathing problems.9
• A pill bottle that won't let you miss a dose. Forgot
to take your low-dose aspirin for your heart today? A
“smart” pill bottle will remind you—and even tell your
spouse. Not taking medication as directed—an issue
doctors call “noncompliance”—is a common and serious
problem that doubles the risk of death from conditions
like heart disease and diabetes. One smart bottle now on
the market sends signals to a base station in your home.
Forget a scheduled dose and the station blinks. If you
don’t respond, it chimes. If you still don’t get the message, it alerts you—and a designated friend or relative—
by phone.
83

c04.indd 83

19/01/13 9:03 AM

TRANSFORMING

H E A LT H

CARE

• Instant-messaging for depression. You don’t have to
be a whizzy computer geek to use the online counseling program at England’s University of Bristol, researchers say. When 300 people with depression, ages 30 to 70,
tried 10 sessions of computer-based instant-messaging
therapy with a counselor or traditional, face-to-face
therapy, researchers found the online sessions were 2½
times more likely to lead to recovery. Lead researcher
David Kessler of the University of Bristol says the program was easy to use and ideal for anyone who’s homebound, disabled, or lives far from their therapist.10
Convenience? Sure. Better health? Absolutely. And it
takes both to deliver the service and quality that we expect
as patients. These technologies are here today and are beginning to make a difference for millions of people. It won’t be
long before every phone has these features built in. All we
have to do is turn them on.

Mobile Health Is Personal Health
With EMRs and HIEs (health information exchanges),
health IT is playing on a bigger stage, but the concepts and
tools behind digital health will bring things back to a personal level. Digital health is built on super-easy technology that
already exists: smartphones, tablet computers, web cameras, and
high-def television. The next step is taking healthcare mobile.
mHealth devices—anything from a talking heart monitor to
a diabetes phone—transmit and analyze everyday health data
without the individual having to do much of anything.
We have already turned on other familiar technology
to connect doctors and patients, even when they are miles
apart. Telehealth is one of the most exciting. It goes beyond
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telemedicine—which is itself already proving its capacity to
improve the well-being of large populations—to support
long-distance clinical support and the digital exchange of
information. I’ll explore both of these developments next.
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Chapter 5

Connected Care Teams
Delivering Care via Technology

t’s Wednesday morning, and Dr. Future is swooshing down
a ski slope in the Rocky Mountains when her cell phone
vibrates in a series of short pulses.This modern Morse code
provides her cue that a patient requires attention. She pauses
on the ski lift to glance at the device. A real-time monitoring app on the smartphone shows that Patient Smith’s blood
pressure has spiked for the second time today. Dr. Future taps
Patient Smith’s name on the screen to access his medical
record. He’s an elderly male, living alone. The prescription
for his blood pressure medication was set to renew a few days
ago, but another tap on the screen shows that the new prescription has not been filled. With one swipe of her finger,

I
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Dr. Future requests a home health nurse to check in on the
patient and deliver the prescription.
Next, Dr. Future takes a moment to answer a text message from another patient, who wonders if he should be
concerned about a sudden rash whose onset coincided with
his first dose of a new drug. Dr. Future zooms in on the
photo the patient has sent. It’s a classic allergic rash, so Dr.
Future sends an instant message that, in a single step, informs
the patient of the diagnosis and requests Dr. Future’s triage
manager to arrange for the necessary care. A few minutes
later, Dr. Future is back on the slopes and two patients are
receiving potentially life-saving care.
In the age of real-time health care, technology will not
only facilitate more immediate care, it will allow healthcare
providers to be less tethered to their offices, better informed
about their patients and their histories, more able to consult
more efficiently with colleagues, and capable of engaging
with patients from anywhere. Seen from home, via video,
voice mail, e-mail, and photographs, every type of media can
become part of the engagement model. Information from
inside and outside the organization can converge in a way
that it’s an asset to the physician in the moment. Care providers will no longer be confined, 24/7, to the hospital or
clinic, but they’ll need to adopt new ways to manage their
time when they have the potential to be communicating
with patients on a continuous basis.
Traditionally, doctors interacted with patients in a single way—the patient came to the office and the two met
face-to-face. Whether a patient needed his medication
adjusted, a vital sign checked, or simple reassurance that the
course of his disease is normal, the old system required
the patient to phone ahead to make an appointment, then
wait for his appointed day to arrive. But that’s an inefficient
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way to deliver care, especially when the patient’s need isn’t
a physical exam, but a prescription or an expedient medical decision. Given access to something as simple as a secure
messaging platform and a robust EMR, healthcare providers
can deliver this care immediately with fewer hassles. This is
happening today at Kaiser Permanente to the tune of more
than 12 million secure messages a year from patients to
doctors and back again to resolve simple medical needs
without the hours of time or expense of gasoline associated
with an office visit.

Telehealth for One-Stop Care
Telehealth—the use of technology supporting long-distance
clinical health care and electronic information exchange—
will vastly improve how care is delivered. (Not to be confused with telemedicine, a more narrow definition that
refers to the delivery of care through telecommunications.)
Telehealth’s immense potential to improve care has already
been demonstrated by Kaiser Permanente and the Veterans
Health Administration (VHA), which both use a telehealth
model to support patient care. At Kaiser Permanente, telehealth lets members experience true one-stop care. They
can see their primary care physician, consult with a specialist, and receive their prescribed medication from the
on-site pharmacy, all on the same day. The full potential
and convenience of telehealth is uniquely suited to Kaiser
Permanente’s integrated care model, but the implications
are far-reaching. This patient-centered approach, bolstered
by the supporting technology, reduces the risk of delays to
patient diagnosis and treatment. Pilot projects started in dermatology and orthopedics, where specialists were in great
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demand and often not located convenient to patients. But
now we deploy telehealth for cardiology, allergy, oncology,
cosmetic surgery, nephrology, and other specialty practices.
The VHA program centers on a care coordinator, who
supports and constantly monitors a panel of 100 to 150
patients. The coordinator’s goal is to monitor patient progress, empower patients, and facilitate self-management. Using
remote monitoring systems for collecting vital signs, symptom tracking, and medication or therapy adherence monitoring, a single care coordinator can provide services to a
much larger number of patients than was ever possible using
traditional, face-to-face interactions. The VHA system also
brings the patient into the care loop, and provides nudges
and support to encourage patients to take a greater role in
managing their own health.
The Kaiser Permanente and VHA models work; research
shows they improve patient satisfaction and reduce hospital admissions and hospital bed days. At Kaiser Permanente,
telehealth results in fewer office visits and significantly
shorter wait times for members—many of whom might
choose to postpone consultation and treatment rather than
deal with challenging travel circumstances. Of the patients
who needed to consult with a specialist, 67 percent could
consult with the specialist on the same day as their initial
primary care physician visit. And about a third of the officevisit referrals for dermatology were eliminated.
The electronic health records adopted by the VHA
facilitate optimal telehealth efficiency. Approximately
43,000 veteran patients received care from the VHA’s Care
Coordination/HomeTelehealth (CCHT) program in 2010.
These programs, provided via 140 VA Medical Centers,
allow the VHA to provide expedient care to patients who
live far away from a VA Medical Center. About 40 percent of
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the patients who received care through the program in 2010
were living in rural or remote locations.
Other practices and organizations around the country
are adopting technologies that allow them to make virtual
house visits. The Georgia Partnership for TeleHealth is one
group promoting such technology. Its Smart House Calls
program,1 based in Watkinsville, Georgia, provides a system
for physicians to connect with their patients online in real
time, without an actual office visit. Using video and audio
technology, a physician delivers the care needed, and the
patient avoids spending any more time than necessary in a
potentially infectious waiting room. Software allows doctors
to share information, including test results and diagnostic
images, with their patients in a confidential, secure manner.
The Smart House Calls technology provides a model for the
future—it requires no downloads, no expensive hardware,
and it’s easy and intuitive to use.
Telehealth is already reducing costly emergency room
visits in one Georgia community. Paula Guy, CEO of the
Georgia Partnership for TeleHealth, told the Atlanta JournalConstitution that a new telehealth program implemented in
Berrien County in south Georgia reduced the number of
asthma-related emergency room visits among children from
44 in 2010 to just one in 2011.2
Telehealth also promises to provide cost-effective ways
to access specialized services. In 2005, for instance, the VHA
instituted a program of teleretinal imaging, which allows digital retinal imaging (to screen for diabetic retinopathy, a preventable complication from diabetes that provides a biomarker
for other types of organ deterioration related to the disease).
Doctors involved in the Georgia Partnership for TeleHealth
are using devices like high-definition cameras, Bluetooth
stethoscopes, and mobile apps to diagnose conditions such as
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ear infections and heart murmurs. This approach can trim
costs by cutting back on unnecessary visits.
There aren’t too many situations in life where everyone
is a winner. These technologies are speeding us to a time
when people are healthy and happier, physicians and staff
are more effective and productive, and the entire health
system is more affordable. All with fewer errors and higher
quality than we ever thought was possible.

In the Hospital
One place where telehealth has already begun to make a
major difference is in the intensive care unit (ICU). Statistics
show that the ICU represents health care’s highest mortality
and greatest costs, and ICU care accounts for about $107 billion in healthcare spending each year.3 Two troubling trends
threaten to make ICUs even more problematic—an aging
population that will create more and more potential critical
care patients and a falling supply of critical care physicians.
Tele-ICUs, which utilize telemedicine technologies in
the ICU, have the potential to drastically increase the productivity of ICU care providers and allow them to service
a larger number of patients. The Tele-ICU solves staffing
shortages by establishing critical care command centers
where trained physicians and specialists can remotely monitor and consult with ICU patients in multiple, geographically dispersed locations. Using remote monitoring systems,
people in the command center keep tabs on ICU patients in
real time, coordinating care with specialists on-site.
A recent demonstration project in Massachusetts4 showed
that ICU mortality rates dropped as much as 36 percent in
hospitals that adopted the Tele-ICU technology. Patient stays
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in the ICU also fell, by up to 30 percent. Although the TeleICU in the Massachusetts study has one-time start-up costs
of approximately $7.1 million for a major medical center and
$400,000 for community hospitals, these initial costs were
paid back in savings within a single year. The Tele-ICUs also
saved payers money: about $2,600 per patient.

Telemedicine: A Changing Role
Until recently, telemedicine—the delivery of care through
telecommunications—was merely an effective way to deliver
specialized services, like dermatology, one-on-one to remote,
underserved areas. But at Kaiser Permanente, telemedicine has
expanded into exciting new applications that can affect the
well-being of large populations. It spans a broad continuum
of care from teleconsultation to chronic condition management. Patients can teleconsult with a specialist in real time, with
their primary care physician sitting in on the consultation. This
patient-centered approach, bolstered by the supporting technology, reduces the risk of delays to patient diagnosis and treatment
In Northern California, the Virtual Roving Dermatologist
program was developed to increase the number of teleconsultations offered to a patient on the same day as she met
with her primary care physician. A pilot in one Northern
California service area showed that 67 percent of the patients
who needed to could teleconsult with a specialist on the same
day they saw their primary care physician. Of patients who
consulted with the Virtual Roving Dermatologist, 71 percent
would use the service again.
Telemedicine has been piloted for orthopedic and spine
consultations, as well as in clinical decision support. For
example, Kaiser Permanente medical facilities in Virginia
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can now connect with an orthopedic specialist at any time
via video. Without this capability, some Kaiser Permanente
members in the Mid-Atlantic region would have had to
travel 62 miles to see an orthopedist. Teleconsultations also
mean seeing a specialist sooner than you would in person,
often on the day the referral is made.
Telemedicine also lets members experience true one-stop
care. They can see their primary care physician, consult with a
specialist, and order their prescribed medication for overnight
delivery, all on the same day and from the comfort of their own
homes. The prescriptions can even be delivered by mail. With
all the advantages that telemedicine offers, it is not surprising
that it is being used for an increasing variety of applications.
In rural areas of Pennsylvania, an interactive voice
response (IVR) system and other telemonitoring tools are
keeping recently discharged patients out of the hospital. And,
according to a recent study of over 3,200 members of the
Geisinger Health Plan, those whose health was monitored
this way were 44 percent less likely to wind up back in the
hospital within a month.
Patients used the keypad on their telephones to answer
yes or no to questions that would reveal post-discharge problems, including queries about eating and drinking habits,
breathing, wound healing, and whether or not they were taking their medications. What happened next: If a patient noted
a problem, such as trouble breathing, a nurse would immediately call and arrange for a doctor’s appointment if needed.
The program is used by a wide variety of patients with
diseases including diabetes, cancer, and pneumonia as well as
trauma recovery. In addition, heart-failure patients are also
monitored remotely via weight and blood-pressure measuring devices that send data back to Geisinger via Bluetooth
technology. A sudden rise in weight can indicate worsening
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of the condition. So if a patient’s weight changes by more
than a preset number of pounds, an alert is sounded. Patients
may be told to take more of their diuretic medication or be
asked to see their doctor, pronto.5,6

Changing Practices
How will these new technologies be integrated into daily
practice? Clinicians will make decisions about which technologies to adopt based on usability, convenience, interactive
integration, security, cost, and support, and they’ll use these
factors to determine each technology’s value to the organization and to patients. Ideally, technology should be so easy that
there’s no training or manuals, and it takes minutes instead of
hours to master—no learning involved. There should be no
reason to go into a classroom to learn new technologies that
are being introduced to support health care, and the minimal
need for training will save time and money over the costly
way we implement new technologies today.
Increasingly, healthcare business decisions will be made by
business leaders in partnership with clinicians, who together
understand all the pieces that need to come together, including the clinical and technical sides of the business. More physicians are going into leadership roles, and the health systems
with the best outcomes are those with strong clinician leadership. Doctors and technology leaders are already collaborating, and have been for many years, to determine the right set
of capabilities for the future. One major theme that will continue to emerge with even greater emphasis is the need to
connect care. Connecting care should allow us to eliminate
over half a trillion dollars in duplicate services and tests being
done today. If we must connect care, then emerging medical
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devices must adopt a fundamental characteristic—they must
have the ability to connect.
As new technologies emerge, we’ll see medical practices evolving to take advantage of real-time health care.
Technology-enabled medical practices will emphasize
shift work, and healthcare providers will choose where they
work. Clinicians will enjoy the ability to work from anywhere, consulting patients in the morning and fishing in the
afternoon. Technology will provide exciting new possibilities
for work–life balance.
Fewer and fewer physicians today are solo practitioners,
and soon enough, small, stand-alone islands of medical practice will be a thing of the past. In their place, we will see
more integrated care delivered by teams coalescing around
their areas of service and medical specialties. These teams
may look like your familiar local doctor’s practice, but they
will have more purchasing power to obtain the technology
to drive better health outcomes and efficiency.
We are already seeing this with the adoption of relatively
inexpensive electronic medical record systems. In addition,
innovation will reduce the cost to physicians over time as
the technology sector finds ways to deliver technical capabilities at an affordable price point. Expanding the use of
technology in health care represents tremendous financial
opportunity for technologists and business leaders. But it
would be a mistake to interpret that as another burden on
the backs of the health care consuming public. If it is done
right—by technology leaders, physicians, healthcare systems,
the government, and consumers—the care coordination,
secure sharing of information, and the ability to capitalize
on mobile modes of the doctor-patient relationship that is
enabled by the technology will ultimately save the system—
and consumers—money.
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Having information available at the right time and in
the right place drives better health outcomes. Better health
reduces costly emergency room care and the myriad of care
costs associated with chronic conditions that can be avoided.
But there are some things we must do to ensure this virtuous cycle meets its full potential. First, we have to get the
cost of the technology out of the operations. We must invest
in single, standardized, and standards-based systems that can
be upgraded at a pace in keeping with the pace of technology and that are capable of connecting more easily to other
systems. There is a gold mine of efficiency to be realized
there. And we cannot continue to build asset-intensive hospitals and medical office buildings and hope that the very
people who cannot afford care will fill them. We must think
differently about how care is delivered in this new age of
technology and adjust our operations to meet the patients
where they are. (See Figure 5.1.)
I believe medical practices will change in several important ways.
• Technology will enable doctors and nurses to care for
more patients over wider areas. Geography will become
less and less of a limiting factor for good medical care.
Still, the federal government has archaic standards for geoaccess that tend to reinforce the old model. Regulatory
reform will be essential to allowing these critical changes
to take flight and bring the improved outcomes
• Hospitals and medical groups will restructure their
human resources and employ new staff. Large healthcare
plans are already recruiting people for positions with
titles like “health data analyst” who engage directly
with these new technologies. These analysts will provide
more technical expertise at a lower cost than a physician.
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TOTAL HEALTH CARE SPENDING

22%
21

Without
e-health

Total health care spending as % of GDP
(private, federal, state and local)

20
Low
savings
19
Medium
savings
18

17
2010

• ~17.9% of GDP
• No HC cost savings
• $8,3000 per capita
2011

2012

High
savings
2013

2014

2015

2016

2017

2018

2019

2020

YEARS
Without e-health
• ~21.0% of GDP
• No HC cost savings
• $13,600 per capita

Low savings
• ~19.5% of GDP
• ~8% HC cost savings
• $12,500 per capita

Medium savings
• ~18.5% of GDP
• ~12% HC cost savings
• $11,900 per capita

High Savings
• ~17.5% of GDP
• ~18% HC cost savings
• $11,200 per capita

Figure 5.1 Digital health–enabled technologies have the potential to
flatten the cost curve.
Source: Centers for Medicare and Medicaid Services; U.S. Census Bureau; Bain & Company
analysis.

Some doctors may be hired specifically to monitor and
work with virtual diagnostics, whereas others might
focus most of their time delivering video-based visits
to patients. Additionally, these analysts will be the people using the vast troves of data to find that next breakthrough, whether that be in treatment, efficiency, work
flow, or safety. Their ability to understand the practice
of medicine as well as their capabilities with math and
technology will enable them to look for patterns others
won’t see. These patterns in the data will lead to more
and better understanding of disease and give us new
knowledge about how to treat it.
• Technology will be simple to learn and potentially have
self-healing capabilities. Scenarios where a robot breaks
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and then fixes itself will become commonplace. That
sounds like science fiction, but complex computer systems are beginning to carry these self-healing capabilities
now. Like every consumer with a laptop at home, those
in the healthcare profession want technology that doesn’t
require lengthy and complicated calls to tech support.
• Home care will increasingly be supported remotely by
robots that can respond to voice commands and monitor
patient status. Some robots in current development may
even prevent falls in elderly patients.
• The cost of implementing new technology will fall,
because everything just works and it’s easy to pick up
and use. Simplicity will rule design and usability will soar
in response. Medical practices will spend less time and
money on training.
• Office visits will become a choice among many options.
They won’t be necessary in all cases, and for those who
still prefer face-to-face interaction with their doctor, the
office visit will become more meaningful—an extension
of the ongoing relationship between doctor and patient
made possible by technology. They’ll be less rushed,
more informative, and drive better health outcomes. All
of this will make medical practice more rewarding.
This sounds like a description of a faraway place, somewhere in the distant future. But these technologies are here
today. They’re not well integrated. They are far from elegant.
They lack the human-centered design that will ultimately
prove their worth. But companies are creating mobile apps
for health care today. In many cases, they pay small amounts of
money to have the work of others assembled into new products or applications, and then sell those as innovations. This is
why the app generation has been so quick to create capabilities.
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One app is built on the success of another. Before we know it,
the future has been created, and we are all benefiting.

Where Do We Go from Here?
Some challenges still remain. The current economic model is
a barrier—fee for service does not provide incentives for the
adoption of technology. But remote technologies will become
standard, nonetheless. A recent BBC Research report predicts
that the global telemedicine market will grow from $9.8 billion in 2010 to “to $27.3 billion in 2016, a compound annual
growth rate (CAGR) of 18.6 percent over the next five years.”7
Physicians will need to overcome their own biases,
especially the view that health care has to be face-to-face
to be deeply personal, when the technologies are allowing them to reach more patients interactively in a shorter
period via something as simple as e-mail. As the technology to connect becomes more widely used and acceptable, face-to-face visits will take on a whole new meaning.
The new normal will include virtual, video-based, as well
as physical visits. Ultimately, doctors will find that their
productivity is enhanced, and they gain the ability to heal
more people and touch more people’s lives in a personal
way, but these changes may alter their vision of how health
care is delivered. For those of us in health care, our vision
must shift to align with the lens of the patient. Patients at
Kaiser Permanente tell us that using mobile capabilities to
manage their health and interact with their care team makes
health care more personal, not less. They are more connected to their doctor than ever before. Our entire system
is in the palm of their hands with our mobile apps. Patients
are adjusting quickly. We have to do the same. My colleagues
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at Kaiser Permanente have had more than 10 years of secure
online interactions with patients. They feel the same way
patients do. These interactions have made them champions
of caring for patients wherever they are.
The path ahead is clear, though change is difficult for individuals and institutions alike. A physician for whom I have enormous respect reminds me on occasion that doctors are taught
that to be a good doctor, you must see, hear, and touch your
patients. That’s true in many cases. There are many more cases
where virtual capabilities can support the delivery of expert care
at greater convenience and decreased cost to the patient.
We’ve created a world for ourselves through mobile
and social media where connecting is virtual. Whatever we
think of it, physical interactions are limited in comparison to
our ability to reach out, and often truly connect as humans,
through networks and technology. A young doctor recently
said to me, “Why should I personally see a small number
of patients when I went to medical school to help as many
people as I can? These technologies bridge time and space.
They enable me to see more patients in a single day than
would have otherwise been possible. I can use telemedicine
and skip the freeway traffic between our medical facilities. I
went to medical school to help people. Not to sit in traffic.”

Helping as Many People as We Can
Telehealth—the use of technology supporting longdistance clinical health care and electronic information
exchange—and telemedicine—the delivery of care through
telecommunications—are already improving care in many
settings. In Georgia, doctors use high-def cameras, Bluetooth
stethoscopes, and mobile apps to diagnose ear infections and
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heart murmurs in a remote visit instead of an office visit.
Using Tele-ICU technology reduced intensive-care-unit
mortality rates by as much as 36 percent in a Massachusetts
demonstration project.
Telemedicine also pays dividends. Research at the Veterans
Health Administration and Kaiser Permanente shows that
telemedicine improves patient satisfaction, reduces hospital
admissions and hospital bed days, and results in fewer office
visits and shorter wait times before getting an appointment.
These technologies will require a culture change, especially for physicians who believe that health care has to be
face-to-face to be deeply personal. It also will mean shifting
to a model where decisions are made by business leaders in
partnership with clinicians, decisions that marry the clinical
and technical sides of health care. More physicians are going
into leadership roles, and the health systems with the best
outcomes are those with strong clinician leadership.
Done thoughtfully and methodically, the transformation
of health care can help my colleague achieve his goal of helping as many people as he can. I want to help him do just that
in the way I know best: with technology. So do the other
players in the transformation of healthcare IT: the health
plans and insurers who help pay for health care, the government that regulates and mandates care, and most importantly,
the private sector, whose proven ability to fill unmet needs
with innovation will deliver.

Notes
1. “Smart House Calls Program,” http://smarthousecalls.com/.
2. Georgia Partnership for TeleHealth, “Telemedicine Becoming the
New House Call,” April 17, 2012. www.gatelehealth.org/index.
php/2012/04/telemedicine-becoming-the-new-house-call/
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6. AMC Health Press Release, “Geisinger Health Plan and AMC
Health Find Success with Remote Patient Monitoring,” February
2012, https://amchealth.com/uploads/PressRelease__GHP_and_
AMC_Health_Find_Success_with_Remote_Patient_Monitoring_
FINAL___v02282012.pdf.
7. “Global Markets for Telemedicine Technologies,” BBC Research
report, March, 2012, www.bccresearch.com/report/telemedicinetechnologies-global-markets-hlc014e.html.

103

c05.indd 103

19/01/13 9:04 AM

c05.indd 104

19/01/13 9:04 AM

Chapter 6

Three Key Players Driving
Healthcare IT Innovation

ood-bye, game shows: Watson, the famous IBM supercomputer that trounced the competition on the TV
show Jeopardy! has a day job. Watson drew big TV audiences and taught America an important lesson about information technology’s ability to gather and analyze enormous
amounts of data. Now, Watson’s teaming up with health benefits company WellPoint to become a physician’s assistant.
In collaboration with cancer specialists at the Cedars
Sinai Cancer Institute in Los Angeles, Watson will use its
supercomputing prowess (it can take in 200 million pages of
content in just three seconds1) to review cancer research and
outcomes. The goal: Mine huge amounts of oncology data
so doctors know more about best practices and can better

G
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manage patient care.2 If successful, and this is a big if, the
potential impact on the health of cancer patients and overall improvements to our knowledge in the field of oncology
could be miraculous. It has the potential to advance medical science decades in just years. This is where we all hope
information tools and advanced supercomputers will take us.
When one of America’s biggest names in computing
joins forces with America’s largest publicly traded health
insurer (WellPoint runs Blue Cross Blue Shield plans in 14
states), you know we’re headed for powerful new health
IT possibilities. “It’s like having 1,000 consulting physicians
backing up the clinician, whether the clinician is located in
an academic center in a regional medical center or a community hospital,” said Harlan Levine, executive vice president for comprehensive health solutions at WellPoint, when
Watson’s new job was announced in 2011.3 “This very much
fits into the sweet spot of what we envisioned for the applications of Watson,” Manoj Saxena, an IBM general manager,
told the Associated Press.4
Watson in a white jacket. It’s a great illustration of how
some of the key players driving healthcare IT innovation are
getting down to business. Watson beat his Jeopardy! competitors to the buzzer, but it will take the combined power of
payers, private industry, and government to bring home big
health IT victories. The good news is we’re already winning at
this game. Here’s how these three big players are contributing.

Government: Rewarding Success Instead
of Funding Failure
“Meaningful use” was a term scarcely used in health care
before 2009; Google it today and you’ll get at least 2 million
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hits. Your doctor and administrators at your local hospital
now think about meaningful use all the time. What does it
mean? Quite simply, it is translating healthcare standards into
practice—a great definition provided by the University of
Vermont’s Center for Clinical and Translational Science in
a June 2012 paper in the Journal of Biomedical Informatics.5
In terms of the discussion in this book, meaningful use
demands that care providers go beyond merely implementing an electronic health record, and put it to good use caring
for patients to qualify for government funding.
The current system rewards any service or output—good
or bad—which is a perverse and ineffective way to run any
system, much less one in which failure can cost lives and
increase human suffering. If we cause sepsis in a hospital, the
hospital gets paid many times more to cure it, if it can. At
Kaiser Permanente, we saw sepsis as preventable and focused
our care teams on reducing it. We don’t make money when
patients are sick. We make money by keeping them well.
Our care teams used our electronic health records to evaluate various approaches and implement the best options across
our hospitals. The result of this evidence-based approach: We
reduced sepsis mortality by more than 40 percent.
Ultimately, meaningful use will translate into better
health for you, your family, your community, and our nation.
But it won’t happen overnight. Meaningful use will happen
in stages (shown in Figure 6.1):
Stage 1: Data capture and sharing. Electronic capture of
health information in a structured format; Stage 1 began
in 2011.
Stage 2: Advanced clinical processes. Quality improvement at the point of care and electronic exchange of
information; Stage 2 is scheduled to begin in 2013.
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STAGE 2

STAGE 3
2015

2013

2011-2012
Data capture
and sharing

Advance clinical
processes

Improved
outcomes

Meaningful use criteria focus on:
Electronically
capturing health
information in a
standardized format

More rigorous health
information exchange
(HIE)

Improving quality,
safety, and efficiency,
leading to improved
health outcomes

Using that information
to track key clinical
conditions

Increased requirements
for e-prescribing and
incorporating lab
results

Decision support for
national high-priority
conditions

Communicating
that information for
care coordination
processes

Electronic transmission
of patient care
summaries across
multiple settings

Patient access to selfmanagement tools

Initiating the reporting
of clinical quality
measures and public
health information

More patientcontrolled data

Access to
comprehensive patient
data through patientcentered HIE

Using information
to engage patients
and their families in
their care

Improving
population health

Figure 6.1 Each stage in the implementation of meaningful use will
move us from putting systems in place to connecting the systems to seeing
their effect on our nation’s health.
Source: ONC http://www.healthit.gov/providers-professionals/how-attain-meaningful-use.

Stage 3: Improved outcomes. Improvements in quality,
safety, and efficiency; clinical decision support and patient
self-management tools; Stage 3 is slated to begin in 2015.
What this means for our nation’s health becomes more
clear when you look at some of the detailed meaningful use
criteria issued by the Centers for Medicare and Medicaid
(CMS), which is part of the Department of Health and
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Human Services. Within the realm of healthcare IT, that list
includes logging drug orders electronically (computerized
provider order entry); using e-prescribing to generate and
transmit permissible prescriptions electronically; exchanging
key clinical information electronically with other doctors,
specialists, and institutions; and providing timely electronic
access to a patient’s health information, among other criteria.
Yes, it’s a big job for busy physicians and hospitals. Via
carrots and sticks for Medicare and Medicaid health delivery, meaningful use will contribute to the transformation of
health care for the rest of us, too. It creates a growing market, plus a huge need for hundreds if not thousands of innovative solutions large and small that can be filled by creative
minds in private industry. It’s a perfect storm for growth that
will address a basic human need.
Government can and does step in to stop our system’s
habit of rewarding failure. Without this push, the healthcare
system would never change on its own.

Government: Guardrails, Handrails, and Connectors
Government also can provide guardrails to protect us and
handrails to encourage innovation. By this, I mean providing
mandates and incentives for success. While I believe that the
private sector ultimately must correct our healthcare system,
government does have a role to protect us from a system that,
left to itself, would do more harm than good, possibly bankrupting the country with little room for improvement. Thus,
the health insurance mandate included in the Affordable
Care Act is an important mandate, or guardrail, in that it
gives as many Americans as possible access to health insurance and the care they need.
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Setting standards for great care that rewards success (measured in terms of better health, not just in healthcare dollars
saved) rather than continuing to reward failure is another
appropriate guardrail the government can put in place.
Government incentives that encourage nationwide
adoption of EHR systems and the widespread connection
of these systems are much-needed handrails that will allow
healthcare organizations of all sizes and shapes to participate
fully in the evolution of healthcare technology.
Efforts to link systems are now under way—often using
the secure, standards-based protocols spearheaded by another
noteworthy, government-spearheaded effort: the DIRECT
project, started in 2010.6 DIRECT showcases the government’s role as a connector. This public–private collaboration was jump-started by the Health and Human Services
Office of the National Coordinator for Health Information
Technology. Its goal is to identify a simple, secure, scalable,
standards-based way for participants to send authenticated,
encrypted health information directly to known, trusted
recipients over the Internet.
Dozens of companies—all competitors in this growing
field—and health organizations joined forces for this unique,
open-source collaboration. Participating companies included
Allscripts, Cerner, Epic, General Electric, Google, IBM, Intel,
Microsoft, NextGen, Siemens, and Surescripts.7
The standards they set rely on Internet-based e-mail and
public key encryption technology. To enhance security, no
personally identifiable information is used in headers, and
attachments can be opened only by the message recipient.
This secure, direct clinical messaging allows healthcare providers to stop using printers, fax machines, the postal service,
and unsecure e-mail to move patient information. And it’s
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making a difference across the country in projects including
these three:
1. The VisionShare project has allowed the Hennepin County
(Minnesota) Medical Center to send vaccination data easily
and securely to the Minnesota Department of Health.8
2. The Rhode Island Quality Institute (RIQI) is using the
new standards to spur data exchange between primary
care doctors and specialists, and to link physicians’ medical records with CurrentCare, the state’s health information exchange (HIE).9
3. HealthBridge, a Cincinnati-based health IT provider
that works with nine medical centers in the Greater
Cincinnati area and others in Indiana, is helping local and
even some far-flung health organizations communicate
via secure direct e-mail. In early 2012, the new standards
allowed a Bloomington, Indiana hospital to e-mail a family physician with information about a newly discharged
patient. The demonstration involved a virtual patient,
named Joanna Hoosierfan, whose local healthcare provider works with Margaret Mary Community Hospital
in Batesville, Indiana and uses HealthBridge for HIE.
Joanna was in Bloomington, Indiana for a sporting event
and ended up in the ER at Indiana University Health
Bloomington Hospital with shortness of breath. “The
reality is patients travel and get care from different healthcare providers in different places,” noted Keith Hepp,
interim CEO for HealthBridge. “That means that our
healthcare IT systems need to be able to share information more easily with each other and with the patient.”10
The DIRECT Project11 is a great example of what
I believe is the best way for government to influence the
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future of great healthcare IT, by giving the private sector
the support to find and test solutions on its own.

Government: Seed Money for Healthcare IT
Government can direct public funds to jump-start innovation, but it should not dictate the solutions that private
industry will develop or that providers and payers will ultimately choose and use. Indeed, this should be seen as seed
money, with healthcare consumers and the private sector
reaping the benefits and the profits down the line.

HITECH Help
February 17, 2009 will be remembered as a major turning point for healthcare IT in America. That day, President
Obama signed into law the $789-billion economic stimulus
package called the American Recovery and Reinvestment
Act (ARRA). Doctors, hospitals, health insurers, patients,
and the health IT community took notice because ARRA
included the Health Information Technology for Economic
and Clinical Health Act (HITECH): $19 billion in incentives
(both carrots and sticks) for doctors and hospitals that adopt
electronic health records, then use them in meaningful ways.
The goals? First, an EHR for each person in the United
States by 2014. Second, the development of a nationwide
health information technology infrastructure that allows for
the electronic use and exchange of information. But not just
any digital medical file or any level of interconnection will
do. The government is insisting—via incentives and, later,
penalties—that physicians and hospitals demonstrate that
their new systems have the capability to improve patient
health, at least among Medicare and Medicaid patients.
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HITECH pays doctors and hospitals when they adopt
EHRs and demonstrate their use in ways that can improve
the quality, safety, and effectiveness of care. Eligible professionals can receive as much as $44,000 over a five-year
period through Medicare. For Medicaid, eligible professionals can receive as much as $63,750 over six years. HITECH
incentives are paid on a per-provider basis. For example, a
practice with two physicians and a nurse practitioner using
an EHR could qualify for $132,000 in Medicare incentives.
Incentive payments for eligible hospitals began in 2011 with
base payments of $2 million.
The stick? Beginning in 2015, physicians who elect
not to use an EHR will be penalized, starting with a
1 percent Medicare fee reduction. The fee reduction rises
to 3 percent after 2017 for those who do not adopt an
EHR. Hospitals face penalties as well. The impact will
be felt beyond our 50 states and the District of Columbia.
HITECH also covers Puerto Rico, the Virgin Islands, Guam,
American Samoa, and the Northern Mariana Islands.
The road’s been bumpy at times, but HITECH is working. The number of physicians and hospitals with EHRs
has skyrocketed in just a few short years. At press time, the
latest numbers from the Centers for Disease Control and
Prevention show that 57 percent of office-based physicians
were using at least a basic electronic health record system,
with use by state ranging from 40 percent in Louisiana to 84
percent in North Dakota.12 About 34 percent had systems
that met basic government criteria for meaningful use, up
from 10.5 percent in 2006. And according to the Office of
the Coordinator for Health Information Technology’s latest
data as of February 2012, 34.8 percent of nonfederal, acutecare hospitals had adopted at least a basic electronic health
records system as well—up from just 13.4 percent in 2008.13
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As the country adopts electronic medical records and
they are put to meaningful use, we will be better positioned to deliver better, safer, higher-quality health care to
the country. A connected system of EHRs sets up a future
where any physician who treats you can have your health
history at her fingertips. With this information, care teams
will be better able than at any other time in history to arrive
at more precise diagnoses and develop faster, more accurate
treatment plans for regaining your good health.

Health Care Innovation Awards
Uncle Sam isn’t just handing out money so that your doctor or local hospital can buy a fancy computer system.
Healthcare providers have to prove they’re using their new
systems to improve people’s health in quantifiable ways.
For healthcare IT to succeed, it must solve real problems and save real money. Private industry’s best at this, but
government incentives can help level the playing field and
let providers test-drive a variety of high-tech solutions. The
federal Health Care Innovation Awards program is doing just
that. According to Health and Human Services Secretary
Kathleen Sebelius, the awards support innovative projects
nationwide designed to deliver high-quality medical care,
enhance the healthcare workforce, and save money. So far,
HHS has made awards to 107 projects with the potential to
save the healthcare system $1.9 billion in the next few years.14
These awards bring providers and technology together in
exciting and practical new ways.Three promising examples are:
1. Sanford One Care: With a $12.1 million award, the
Sanford Health system will train providers (including
registered-nurse health coaches and behavioral-health
therapists) in Iowa, Minnesota, North Dakota, and
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South Dakota to provide telehealth services to people at
remote clinics. Behavioral health is the missing link that
keeps people on track with healthy habits despite all the
challenges that everyday life throws at us. Filling this gap
could save the Sanford system $14 million.15
2. The Institute for Clinical Systems Improvement (ICSI)
of Bloomington, Minnesota: The ICSI received a $17.9
million award to improve care delivery and outcomes for
high-risk adult patients with Medicare or Medicaid coverage who have depression plus diabetes or cardiovascular disease in California, Colorado, Iowa, Massachusetts,
Michigan, Minnesota, Pennsylvania, Washington, and
Wisconsin. Savings could approach $27.6 million as
patients get help controlling their blood sugar and heart
disease despite the pull of depression, which can throw
off efforts to take medication, eat healthy, exercise, and
see the doctor as recommended.16
3. The CHRISTUS St. Michael Health System: A $1.6 million grant to this health system in Texas and Arkansas will
fund the Integrated Nurse Training and Mobile Device
Harm Reduction Program. It will train nurses to recognize
early warning signs of congestive heart failure and sepsis in
Medicare beneficiaries in nursing home facilities and elsewhere. It is expected to reduce hospital readmissions due
to these conditions by 20 percent and save lives.17

Payers: Healthcare Plans and Insurers Enter
the EHR Market
In the past few years, media coverage of doctors and hospitals
adopting EHR systems has proliferated. But lately, the headlines are telling a new story. Healthcare insurers are investing
115

c06.indd 115

19/01/13 9:04 AM

TRANSFORMING

H E A LT H

CARE

heavily in healthcare IT, too. By providing connected EHR
systems to doctors and hospitals in their networks—systems
linked with their own claims records—payers are changing
the game. Many insurers are doing this by purchasing EHR
systems and offering them to physicians and hospitals, then
collaborating with them on care upgrades and cost savings.
Some recent examples:
• Helping providers go digital. Humana recently
announced it will provide financial assistance to selected
physicians for the purchase of NextGen® Ambulatory
EHR and reward them for improved clinical performance in a program that’s part of the health insurer’s
Medical Home EHR Rewards Program.18
• Powerful IT partnerships. In February 2012, three
of America’s leading Blue Cross Blue Shield health
plans announced a partnership with health IT provider
Lumeris Corp. to acquire NaviNet, the nation’s largest
real-time communication network for physicians, hospitals, and health insurers. Together, the three “Blues” in on
the deal—Highmark, Horizon Blue Cross Blue Shield
of New Jersey (Horizon), and Independence Blue Cross
(IBC)—work with more than 70,000 physicians and
hospitals to deliver care to more than 11 million people. Linking their records in real time via NaviNet will
open up new tools for improving the health of millions
of Americans.19
• Better EHRs for kids. In November 2011, United
Healthcare of Arizona donated $125,000 to three children’s medical facilities for electronic medical records
systems, e-prescribing, and practice management capabilities. The three are Tucson Children’s Clinics, Flagstaff
Medical Center Children’s Health Center, and Yuma
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Regional Medical Center Children’s Rehabilitative
Services. “This donation from United Healthcare will
help our organization invest in technology and process
improvements that will enhance patient care and safety,”
the Yuma Regional Medical Center President and CEO
said at the time. “We appreciate this support and are
excited about what this means for residents in Yuma and
local children.”20
• EHR expansion for North Carolina doctors. Blue
Cross Blue Shield of North Carolina and Chicago-based
Allscripts, which creates and markets electronic health
records, announced a partnership in 2011 to offer software,
training, and support to more than 750 North Carolina
physicians, including doctors at 39 free clinics. The $23
million project will help families receive “vital, faster, better care because vital records are available when doctors
need them most, wherever a patient might be,” Blue Cross
President and Chief Executive Brad Wilson said.21
Payers see that this kind of investment in electronic
records and interconnected systems pushes health care
toward a better future. Better systems eliminate duplications and errors, and improve provider communication and
patient compliance for a direct impact on the payer’s own
bottom line. It’s a win-win, because great systems improve
patient health while saving money.
That’s not just a nice theory—it really works. For a great
case in point look no further than Michigan, where a collaboration between Blue Cross Blue Shield and 70 hospitals
improved care, reduced complications, and saved a reported
$232 million. This collaboration is also proof that connected
health records between doctors and hospitals build trust
and cooperation—important for future collaboration.22
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Payers Leap into Accountable Care
The concept of an accountable care organization is not
new to the people who work for and get care from Kaiser
Permanente and a few other organizations such as Geisinger
Health Systems. They are a care provider and health plan
in one, connected through information technology, paying
attention to end-to-end, patient-centered care.
Could accountable care organizations, also called ACOs,
be the next big thing in health care? The federal government, doctors, hospitals, and payers are all experimenting
with ACOs. The idea is that in a local ACO, primary-care
doctors, specialists, and hospitals work together as a team to
care for a group of patients. Providers will be held accountable for the cost and quality of that care. The goal is coordinated, efficient care, with funds going to prevention and
disease management instead of crisis care in the emergency
room and doctor’s office.
This kind of proactive care requires a serious investment
in good healthcare IT. Who will develop ACOs? Right now,
everyone is. The government is developing model programs.
Private ACOs are also on the rise—up a whopping 104 percent between November 2011 and August 2012, according
to intelligence business firm Leavitt Partners. Of 327 ACOs
in existence in August 2012, most (58 percent) were run
by hospital systems or physician groups (40 percent). (See
Figure 6.2.)23
ACOs work by budgeting money for care; providers
decide how best to use it. Rather than pay doctors or hospitals each time they provide a service, payers agree—up
front—to provide a set amount of money. Providers work
together to make the best decisions. Outcomes are monitored and rewarded. Great ACOs require great data-sharing
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29 Health plans
9%

159 Hospital systems
49%

40%
131 Physicians groups

2%
8 Communitybased organizations

Figure 6.2 To date, hospitals lead the way in forming accountable-care
organizations, although other sectors are joining in.
Source: Leavitt Partners.

as well as EHRs filled with the right data. Your doctor can
only make the right decisions about your care if she has all
of your health data—and in an ACO, she will.
This is where the payers (health insurance companies) step in. Since much of the data necessary to assess an
ACOs performance may come from health claims—such as
whether you’ve refilled your prescriptions or made it to all
of your physical therapy appointments—it makes sense that
payers are part of this picture.
Many payer-provider ACOs are already up and running.
These include Aetna-Banner Health in Arizona; Blue Shield
of California, Hoag Memorial Hospital Presbyterian, and
Greater Newport Physicians; and Cigna-Granite Healthcare
Network in New Hampshire. More are on the way. Experts
who study ACOs say payers are natural partners and leaders
in developing this new model of health care; insurers have
a bottom-line interest in the outcome, they already
have plenty of data, and may have more dollars at their disposal for buying the innovative IT needed to run them.24
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This means payers will be funding health information
technology (HIT) advances. HIT upgrades are sorely needed
in order to make ACOs tick, say Harvard School of Public
Health researchers in a 2011 Journal of the American Medical
Association commentary called “Implementing Accountable
Care Organizations: Ten Potential Mistakes and How to
Learn From Them.”25 Among the gaps cited: underusing
electronic records, not fully engaging patients in self-care,
underreporting performance data, and not implementing
standardized care practices. Are you listening, payers and tech
innovators? You just read your to-do list for most-needed
innovations—now it’s your turn to deliver!

The Private Sector: Leveraging Technology,
Filling Unmet Needs
By nature, I believe in permitting our capitalist system to
work. It’s at its best when vetting ideas and sorting out the
real winners and losers. Government can only drive
the healthcare IT revolution so far. Ours is one of the most
innovative nations on Earth. Our private sector is capable
of creating all the tools we will need to fix the healthcare
industry. And, the healthcare industry will need to fix itself.
Entrepreneurs are emerging and capital is being invested
in innovations aimed at improving our health system. We
must make sure that an adequate reward system is in place
for those who succeed. Ultimately, the savings gained
through healthcare IT will pay for the system changes, but
the line back to individual innovations will not always be
direct. The experts need to be engaged with no limit to
the potential for their inventions.
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This means changing the short-term view, too prevalent
in a healthcare industry that considers paying for innovation
as only an expense. Instead, we need to extend our view to the
horizon and embrace healthcare IT as an investment in more
efficient and effective care for the future. We need to look
beyond what a given innovation can do tomorrow for one
group of patients and fix our vision on its capacity to influence
the whole of health care for generations to come.
By targeting unmet needs, leveraging technology, and
delivering enhanced value, the private sector is in a position to create transformative solutions that will change
health care for the better—forever. Right now, American health
care is like a heart patient in need of a bypass. Continuing
with the way things are could prove fatal.
Enter private enterprise. With plenty of money on the
table (investments in healthcare IT are expected to be one
of the healthcare system’s biggest growth areas in the coming years), industry should continue to lead the charge with
innovative solutions. In my view, private industry can and
should create innovations that go far beyond government’s
“meaningful use” mandates to create breathtaking new
products and services.
Right now, there’s plenty of room for innovation. Our
system stills relies too heavily on paper—astonishing in
a world where most of us rely on computers, laptops, tablets, and smartphones for everything from doing our jobs to
writing out the grocery list to planning a vacation.
Think about health IT innovators, and big software
companies may come to mind—companies like Epic
Systems of Madison, Wisconsin, which handles the digital needs of major medical centers including Cedars-Sinai
Medical Center in Los Angeles, the Cleveland Clinic, and
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Johns Hopkins Medicine in Baltimore; integrated health systems like Kaiser Permanente; as well as medical groups like
the Weill Cornell Physicians Organization in New York.
But innovation comes in small, niche packages, too. Think
about what every provider and every hospital must do when
electronic records come in: Scan relevant information now
scrawled in thousands upon thousands of paper files. That
calls for bridge technology such as Digitech Systems, which
helps providers move the right data into their records.
There’s room for innovation in every corner of health
care. Ahead in this book, I’ll outline big growth areas for IT
investors. For now, let’s take a quick look at how and where
innovation in health IT is happening in America.
Here are five examples of how private industry is creating
innovative, digital solutions to fill unmet healthcare needs.
#1: The smart health boom: Smart health innovators
are harnessing mobile apps, the Internet, social networking, and more to educate consumers, link people
with good health information, and give scientists and
health experts access to data about how people behave
in the real world when it comes to managing their
own health. Great examples of smart health innovations
include SegTerra, which uses biomarkers uncovered in
blood tests two to four times a year to help consumers
establish informed, personal health goals. Another innovator, Anthurium Solutions, Inc., provides software that
helps people with chronic health conditions find health
professionals and coaches to help them manage their
condition proactively.
#2: Instant drug reference: Thanks to Epocrates’s druginformation program for mobile devices and tablets,
your doctor can check on the right dosage, interactions,
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and side effects while the two of you talk during your
appointment. At least 60 percent of practicing internists
use the San Mateo, California, company’s handy drug
guide—and it’s free. The company says the app prevents
up to 16 million adverse drug events a year. Other
mobile products from Epocrates include an anatomy app
for med students and doctors who want their patients
to really “get” what’s happening inside the human
body. Started by a pair of Stanford University students,
Epocrates went public in 2011—an example of an innovative tech start-up succeeding by improving health care.
#3: Healthcare IT incubator: San Francisco-based
Rock Health calls itself “the first seed accelerator for
digital health start-ups.” Bright minds with bright
ideas can apply for a $20,000 start-up grant that
comes with office space at headquarters or at Harvard
Medical School in Cambridge, Massachusetts; support
from experts at Harvard, the Mayo Clinic Center for
Innovation, the University of California San Francisco,
and Cincinnati Children’s Hospital; mentoring from
experts in law, finance, design, health policy, and more.
While start-ups are usually kept in “stealth mode” during development, early start-ups that got help from
Rock include CellScope for at-home disease diagnosis
and Genomera for crowd-sourced health studies.
#4: Deep wireless telehealth: Sending blood pressure,
blood sugar, and body weight measurements over the
Internet to your doctor can keep you healthy and even
save your life. But NeuroVigil took the concept to a
whole new level with the iBrain headband, which captures brainwave data via wireless electrodes. The company’s software turns data points into a new kind of sleep
map that reveals never-before-seen details about sleep
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architecture.This breakthrough could help with early disease diagnosis (including early warnings of Parkinson’s
disease) and give us a new understanding of how
medications affect the brain, allowing for better individualized disease treatments.
#5: The big competition: America spends an estimated
$30 billion a year on unnecessary hospitalizations.
Now, the Heritage Provider Network—a Northridge,
California, physicians group that develops healthcare
delivery networks—is offering a $3 million prize for
the computer algorithm that can best identify patients
likely to land in the hospital within the next year. The
idea is that identifying at-risk patients gives them and
their doctors time to make health changes that head
off a trip to the local medical center. The prize is bigger than the Nobel Prize for Medicine and the Gates
Health Prize, and has drawn 4,500 teams including physicists, mathematicians, computer scientists,
and stochastic modelers (a method to estimate probability, sometimes used in financial markets). The winner of the world’s biggest predictive modeling contest
will be announced in 2013. “We have an opportunity
to change the world,” notes Heritage CEO Richard
Merkin. “If we create an algorithm that helps society
avoid unnecessary costly hospitalizations, we can take
those savings and use them for research to find cures
for costly diseases. Indeed, a solution to the Heritage
Health Prize challenge can help solve the country’s
$2 trillion dollar healthcare crisis and save money for
families who are currently spending $1 out of every $4
dollars of their budget on health care.”26
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Action by Government, Payers, and the Private Sector
Needed to Succeed
Three players have key roles to play in the dramatic transformation of healthcare IT. It will require coordinated action
by all three to see the transformation to its conclusion.
The federal government needs to do three things. It
needs to start rewarding success instead of funding failure;
to provide mandates, standards, and incentives for electronic
health record systems and health information exchanges; and
to provide seed money, as it did in the HITECH Act, the
DIRECT program, and the Health Care Innovation Awards
program.
Healthcare plans and insurers need to invest heavily in
healthcare IT; specifically in EHRs, EMRs, and HIEs. Enter
the EHR market. They also need to continue their exploration of accountable care organizations, in which primarycare doctors, specialists, and hospitals work together as a
team to care for a group of patients and are held accountable
for the cost and quality of that care.
The private sector needs to do what it does best: vetting
ideas and sorting out the real winners and losers. Of course,
we also must ensure that an adequate reward system is in
place for those who succeed. And I am convinced we will
succeed.
There are successful models out there in the world
beyond our borders. We have a lot to learn from—and perhaps to teach—other countries, even those whose healthcare
systems are notably different from ours. The next chapter
takes a look at developments in Denmark, the Netherlands,
and New Zealand.
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Chapter 7

Global Healthcare IT
Three Case Studies

epending on their philosophy, politicians and pundits
often praise the American healthcare system as “the best
in the world” or declare it “irretrievably broken.” Stories
about people waiting years for an elective surgery or about
new mothers receiving free weekly visits from a home-health
aide who even does the dishes have become the stuff of urban
myth.
The truth is probably somewhere in between. Serious
researchers and observers know that, however you describe
it, our healthcare system can be improved.We can save more lives,
work more efficiently and effectively, and improve the nation’s
overall well-being.

D
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These three case studies from Denmark, the Netherlands,
and New Zealand put the opportunities and challenges
ahead of us in perspective.

Denmark: Fostering Digital Health Care
With over 10,000 beds and more than 65,000 outpatient visits
per year, Thy-Mors Hospital in northern Denmark is a busy
medical center. It’s also on the cutting edge of healthcare IT.
When doctors and other practitioners call up a patient’s electronic health record, they see more than words and numbers:
Up pops a three-dimensional image of the human body that
can be rotated, enlarged, and even displays muscles, nerves,
bones, and organs—all tied to details in a patient’s record.1
But stunning graphics aren’t the only way in which this
small country—Denmark has about six million residents and
is roughly the size of Wisconsin—is leading the way in digital
health care. According to the nonprofit Commonwealth Fund,
Denmark’s deeply interconnected health information system
is among the most efficient in the world.2 Not only does it
save doctors nearly an hour a day compared with the old days
of paper record-keeping; a 2008 report from the Healthcare
Information and Management Systems Society estimates
that the country’s digital changeover, begun in the 1990s, is
saving the Danish health system up to $120 million a year.3
Danish citizens are reaping the benefits. They can access
their health records online through sundhed.dk, a national
healthcare portal that allows them to refill prescriptions,
review their medical history, book doctor appointments, and
e-mail practitioners—and expect a reply. Use of e-mail by
doctors has been mandatory since 2009—and physicians are
paid twice as much for communicating via the Internet with
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their patients as they are for phone consultations. New telehealth projects are bringing advanced home care to people
with a common breathing disorder called chronic obstructive pulmonary disease, to people with dangerous diabetic
foot ulcers (a major risk factor for amputations), and heart
patients with off-beat heart rhythms.
No wonder Danes have the highest rates of satisfaction
with their healthcare system in the European Union.4 Here’s
how it developed, along with a look at the unique factors
behind Denmark’s HIT success and a glimpse at where
this system is headed in the future.

HIT Foundation
Frustrated with rising healthcare administrative costs and
ready to move beyond regional attempts at electronic medical record-keeping, Denmark established MedCom—its
coordinating organization for healthcare IT—in 1994.
Funded by the National Ministry of Health and by local
government, among other groups, MedCom set out to
establish standards for six key areas of digital health: Lab
orders and results; prescriptions ordered by general practitioners; referrals to specialists; radiology orders and results;
community (home care) messages; and insurance claims
submissions and reimbursements. At first, the standards
were sent out to local health IT projects funded locally by
Denmark’s counties. The government mandated the adoption of EMRs by all primary care physicians by 2004—and
provided incentives like faster reimbursements for participating doctors and the equivalent of 1,500 euros a year
for practitioners to spend on electronic health records.
It worked. Today, 100 percent of Denmark’s primary-care
physicians have gone digital. Most medical communication
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between primary care doctors, specialists, and hospitals is electronic. According to a 2010 Commonwealth Fund report, the
Danish Health Data Network transmits 3.5 million messages
per month. The network transmits approximately 100 percent
of discharge letters, 95 percent of lab results, 80 percent of reimbursements, 77 percent of prescriptions, 52 percent of referrals,
and 15 percent of lab requests.5
Every Danish citizen has his or her own national identification number that helps keep medical records coordinated
and accessible. Healthcare professionals need a patient’s consent to view the record.

Factors behind Denmark’s Success
A computer-savvy citizenry, high trust in government, and
a history of a centralized, national patient registry dating to
the 1970s all helped. It didn’t hurt that Denmark is a small
country with a healthcare system already run by the public sector. MedCom worked closely with healthcare practitioners to establish standards, which created precise, usable,
accurate medical communication standards—and a buy-in
from practitioners. Financial incentives, the acceptance that
adopting electronic records would take years, and freedom
for practitioners to choose their own systems from vendors enhanced adoption rates. It’s interesting to note that
MedCom also fostered friendly competition by posting on
its website the number of health-related messages sent electronically in each county, and the progress of vendors toward
compliance with the standards.
“What we found is that EHR adoption must be done by
evolution rather than revolution,” Jens Andersen of sundhed.
dk, the state healthcare Web portal, told Time magazine in
2009. “You have to work with the systems already in place.”6
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Bumps in the Road
No system is perfect. As of 2010, many patient visits to the
doctor in Denmark are still not coded into electronic health
records. This gap makes analyzing performance and outcomes more difficult and means researchers don’t have as
much data for large studies. And an early coding system was
considered too complex for doctors and nurses to use, and
was abandoned in 2006; physicians use a variety of recordkeeping systems that are linked.

Ahead for Denmark
The nation’s largest-ever telemedicine project got under way
in 2012 with about 2,000 patients with a wide variety of
health needs.
“There is no doubt that it is the way we should go.
Patients are saved the trouble of going to hospital, and hospital beds are saved,” Health Minister Astrid Krag said recently
about Denmark’s telemedicine push. “With close telemedical
supervision the professional hospital staff can detect early if
the condition is worsening in a patient in their living room. It
can prevent costly hospitalizations.”7
Innovative telehealth pilot projects under way in
Denmark involve home monitoring of patients with a variety of health conditions including heart disease, a breathing problem called chronic obstructive pulmonary disease
(COPD), diabetes, and inflammatory bowel diseases; as well
as pregnant women with and without complications. Here
are details on three:
• Monitoring breathing problems at home. People
with COPD will receive home care from trained caregivers who will transmit their vital signs to the hospital.8
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• Tracking diabetic foot ulcers. Foot wounds are common in people with diabetes, and can lead to amputation.
In this program, visiting nurses will photograph foot ulcers
of people with diabetes at home. Hospital-based experts
will review the photos and make recommendations.9
• Measuring heart rhythms. Heart patients will wear
ePatches for remote monitoring of cardiac arrhythmias
that can lead to heart attacks.10

The Netherlands: A Controversy over National
Health Records
Health informatics experts date the start of the Netherlands’
relationship with electronic medical records to 1978, when
the first Dutch family doctor reportedly set up a computer
in his office. By 1983, 35 pioneering physicians had gone
digital, according to Denis Prossi, a digital health professor
from the University of Victoria in Canada. And by 2010, 99
percent of practitioners in this nation beside the North Sea
were using some form of electronic medical records. That
high adoption rate has made the Netherlands a leader in
healthcare IT, a fact widely reported by the American media
and by healthcare think tanks when our own government
began taking steps to bring our healthcare system into the
digital age with the HITECH Act in 2009.
But there’s a surprising twist to the Netherlands health
IT story that’s gotten little attention in the United States.
Yes, digital health records are the norm in this nation
of 16 million people. And doctors, hospitals, pharmacies,
and labs exchange health data electronically on a local and
regional level. But the Dutch government’s effort to take
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the system to the next level—by linking local health records
via a nationwide system with wider access for providers—
failed dramatically in 2010. Citing security and privacy worries, the Dutch senate unanimously rejected Health Minister
Edith Schippers’ plan to introduce a nationwide Electronic
Patient Dossier (EPD) in the Netherlands, ending a plan that
had been 14 years in the making and had cost the government 217 million euros.
What went wrong? The Dutch EPD system would not
have created national health records for each citizen. Instead,
records already kept locally by family doctors—plus additional data stored by pharmacies, specialists, and hospitals—
would be summarized and available to providers throughout
the country. Connections would be provided by a National
Switching Point (LSP in Dutch), which would have functioned like a health-record search engine. In fact, the LSP
was described at the time as a “Google for health care.” The
LPS was designed to store references to patient records,
organized by an ID number, for each Dutch resident.
Authorized users like doctors, pharmacists, and hospital staff
would have access to parts or all of the record. Unauthorized
users would be kept out because they would not have the
coded passwords and key cards needed to enter the system.
Up to 60 percent of Dutch providers had voluntarily
joined this system, linking up the medical records of over
5 million Dutch citizens, when opposition to the plan led
Dutch politicians to call a halt in early 2010. Leading the
charge against it were family-doctor groups—one called
Comité WAKE UP!!—who opposed the top-down rules
imposed by government. They cited security worries, worries that patient records would be incomplete or misinterpreted, and concerns that maintaining patient records
under the new system would impose a financial and
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scheduling burden on family doctors. One survey of doctors
found that 30 percent opposed the plan and another 25 percent considered lodging an objection.11
Dutch citizens were apparently worried, too. In 2008,
the government mailed a brochure to every household
in the country, describing the upcoming system and
announcing deadlines for commenting on the plan. Within
seven weeks, 330,000 people objected. By March of 2009,
over 400,000 people registered their opposition.
Why did the same physicians who had once pioneered
electronic medical records in their own practices and used
them daily put their foot down when it came to linking a
national system—despite the health gains and cost savings
already documented in neighboring European countries?
To find out, researchers from the Netherlands Institute for
Health Services Research conducted in-depth interviews
with doctors working in acute care, diabetes care, and ambulatory mental health care.12 Here’s what they learned about
why the national system failed:
• Safety concerns: The researchers found that physicians
were worried that unauthorized persons “would have access
to electronic patient data, either because people could hack
the system, or as a result of healthcare providers’ carelessness
(e.g., leaving their computer screen unattended or using
insecure e-mail connections to exchange patient information).” Doctors also worried that their colleagues might
abuse the system by browsing the records of other patients.
“If someone succeeds in breaking into the National Switch
Point, I’m afraid that it’ll be over. That’s my biggest fear, that
there’ll be leaks or that people will be careless,” one noted.
• Incomplete records: Doctors were concerned that
health records wouldn’t give a full picture of patients’
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health, for several reasons. Some noted that not all physicians coded data from patient visits, instead recording
them as free text that might not be accessible to other
providers. “If an episode is titled ‘finger’ or ‘knee,’ you
still don’t know what’s wrong,” one physician said.
• Privacy issues: Other doctors said they would be less
candid in recording future data, to protect patients’ privacy. “My recording of patient information will definitely
change if others will have access to my patient records.
Information about personality disorders and violence or
rape, with names and all, will just be left out,” one noted.13
Despite the reluctance of many in the Netherlands to link
their HIT system on a national level, clinicians and researchers
are making significant use of regionally-available health records
to analyze important healthcare issues. Recently published
research arising from Dutch data includes these four insightful
studies:
• Quality checks for midwives. Three out of four pregnant women in the Netherlands start their maternity care
with one of the country’s over 24,000 midwives. One
in three has a midwife-attended birth. Researchers at
Amsterdam’s Vrije Universiteit Medical Center have begun
compiling a database that will track the quality of midwifery care from preconception to postbirth. They published a paper on their methods in 2012; continuing analysis
will be the foundation for evidence-based maternity care.14
• Mental health care for kids and teens. Working
with more than 37,000 patient records, researchers from
the Netherlands Institute for Health Services Research
recently examined early treatment of children and teens
with mental health issues.15 They found that the system
is identifying kids who need help, and many might be
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helped by family doctors instead of being referred to
specialists.
• Lifestyle changes for people with diabetes and prediabetes. As more and more people are at risk for diabetes,
the importance of identifying powerful, preventive steps
grows. In a study from Maastricht University, researchers tracked over 2,800 people with prediabetes and diabetes to see whether lifestyle changes worked as well, or
better, than usual care with medications for blood sugar,
high cholesterol, and high blood pressure. Both groups saw
improvements.16
• The quality of after-hours health care. If you have
to take a spouse, child, or yourself to an after-hours
clinic for a minor health emergency, will your care be
as good as going to your own doctor during the day?
Radboud University researchers checked the records of
7,660 after-hours clinic visits to see if patient care met
guidelines (such as proper prescribing of pain relievers and antibiotics, and proper referral to specialists).
They rated care as good: It met guidelines 77 percent
of the time, though antibiotics were often over- or
underprescribed.17

New Zealand: Interoperability Leader
In New Zealand, the use of health information technology
is wide and deep. All of the nation’s approximately 1,100
general-medicine practices use an electronic medical record
system. And they’re well-connected. Family doctors, specialists, hospitals, radiologists, and medical labs use standard
messaging to communicate with each other. An estimated
50 million separate pieces of clinical and administrative
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information are exchanged annually, putting New Zealand
at the forefront of interoperability.
General practitioners’ systems perform many functions,
with the capacity to:
•
•
•
•
•
•
•
•
•
•

Print medication prescriptions.
Manage medication lists.
Receive alerts for potential adverse drug interactions.
Generate problem lists.
Enter clinical progress notes.
Perform clinical messaging.
Issue automatic preventive reminders.
Access external decision-support programs.
Access patients’ medical records from outside the office.
Receive rapid automated status messages (detailing hospital visits or admissions, receipt of referrals, or other
clinical updates) and electronic discharge summaries for
each patient.
• Communicate with national registries (e.g., immunization
databases) and report quality indicators electronically.

Easing into Healthcare IT
It’s interesting to note that by the early 1990s, early electronic medical records vendors and health IT companies in
New Zealand were developing digital decision-support and
chronic-disease care systems for the nation’s doctors. At the
same time, New Zealand’s government in 1992 introduced
an advance that helped pave the way for a national system: National Health Index (NHI) numbers. Every patient
received one; the number was used for health insurance
claims, referrals, lab tests, and prescriptions.
These developments, along with a new healthinformation privacy code that requires patient approval for
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providers to share information, paved the way. Even before
the arrival of the Internet, private communications networks
in New Zealand—called “value added networks”—helped
doctors share information. One, HealthLink, helped facilitate
information exchanges between primary-care doctors, specialists, and hospitals. One important landmark: New Zealand
was the first country in the world to widely use HL7-based
messaging—an internationally recognized standard—for the
reporting of lab test results and radiology data and for specialist referrals and hospital discharge reports, for delivery of
pathology and radiology information to general practices, and
for referrals and discharge summaries on a widespread basis.
Government encouraged doctors to adopt technology, too. In 1998, family-medicine practices in several regions
received a grant equal to about $3,600 in U.S. dollars to buy
computers—and told family doctors they would be required
to file health-insurance claims electronically within two years.
By 2000, more than 98 percent had digital billing and appointments systems; over half used IT to maintain electronic patient
records. Government also pushed doctors to leverage digital
health information to improve the nation’s health, by requiring
them to send some patient information to national registries.
One, a national child immunization registry, was developed in
2000 after a meningitis outbreak. Other registries track diabetes management and screenings for hepatitis B.
The new rules came with incentives to adopt new software, as well as funding for IT vendors to develop interfaces to
connect systems.The result: A rich, deeply interoperable system.

A “Distributed” Approach
And yet, as a 2010 Commonwealth Fund report on New
Zealand’s health IT system notes, the country “takes a very
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conservative approach to the sharing of personal health information.” Patient records are kept by your family doctor, not
in a central data bank. A robust communications system (as of
2010, 80 percent of family doctors’ systems could handle realtime messaging) means quick, efficient communication using
standard Internet connections or a secure private network.
Nearly all clinical communication is electronic. Among
the benefits:
• Information, fast. Data from a hospital visit, specialist
appointment, or after-hours clinic for a minor medical
emergency is usually incorporated into a patient’s electronic medical record within just two hours.
• Care reminders. Over 90 percent of New Zealanders
receive reminder notices when they’re due for regular or
follow-up care (in most other countries, just 3 to 48 percent get reminders). And 96 percent of doctors keep lists
of patients who are due, or past due, for tests or preventive care.
• Fast prescription-drug approvals. The New Zealand
government strictly controls which prescription drugs it
covers. Getting approval for an off-list medication used
to require sending faxes, mailing forms, and waiting for
more than a week. Now doctors using an online approval
system can get authorization in just 20 seconds.18

Global Lessons Hold Domestic Value
Every culture is different. There are social norms guiding attitudes about data-sharing and the delivery of health
care. Citizens are more or less technically inclined, carrying potentially more or less trust of technology-enabled
health care. Every government system drives an ecosystem
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of contextual incentives and barriers. We are different across
the globe. And yet, more and more, we realize how much we
are the same and how much we can learn from each other.
There are rich lessons to be learned from the systems of
other countries. We don’t have to adopt those systems
wholesale, but we can learn what is driving success in areas
where we in the United States are struggling.
And why wouldn’t we? The bottom line is that we spend
significantly more in the United States on health care, and
we get significantly less for our money in terms of health
outcomes. Broader adoption of technology and the accessibility of information across providers and by patients holds
great potential as a catalyst for change.
The vast amounts of data that the healthcare IT transformation promises to deliver could easily overwhelm us
if not properly stored, analyzed, and deployed. In the next
chapter, I take a look at how some other industries are mining their data for profit and competitive advantage, and how
those techniques might be used in the healthcare industry
by a new kind of health data analyst.
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Chapter 8

Real-Time Learning
Instant Data Mining and Medical Breakthroughs

otel chains, delivery firms, and insurance companies are
today as well known for their sophisticated use of data
mining and analytics as they are for their core businesses.
The analysts at Marriott International honed their skills on
establishing the optimal price for a hotel room in any given
market. Over time, the company has even created a “revenue
opportunity model, which computes actual revenues as a percentage of the optimal rates that could have been charged.
That figure has grown from 83 percent to 91 percent as
Marriott’s revenue-management analytics have taken root.”1
UPS tracks more than your packages: It puts its extensive databases to use anticipating which customers are most
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likely to defect to one of its competitors. When a waffling
customer is identified, a salesperson goes to work to identify
and resolve the issues that are causing dissatisfaction.2
Progressive Insurance uses not only its own data, but
more widely available insurance industry data to define
groups of consumers within very specific parameters. More
specific than the typical age, sex, and geography categories, Progressive delves into factors such as education levels
and credit scores. Using regression and other analyses, analysts correlate specific factors with insurance losses, all to
help Progressive set prices. The company goes a step further and uses simulation software to test its hypotheses. The
result: Instead of rejecting high-risk applicants out of hand,
Progressive is able to insure them at a profit.3
Advances in technology have brought an explosion of cutting-edge tools for analyzing vast pools of real-time data, and
this capacity for on-the-fly data analysis is changing the face of
whole industries, from casinos to retail giants to the financial
sector. Forward-thinking companies have adapted to the era
of real-time data by learning to assimilate more information
and use it to make decisions more rapidly than ever before.
Companies who were early adopters of these tools have seen
their boldness pay off in increased profits.
What do the achievements of Marriott, UPS, or
Progressive have to do with health care? Imagine that, rather
than predicting which customer was about to switch from
UPS to DHL, analysts instead mined data on which hospital patients were most likely to carry life-threatening infections. This isn’t a futuristic scenario—it’s already happening
at NorthShore University HealthSystem Illinois. Using electronic medical records data, the organization has adopted a
method of predictive modeling that’s enabled them to target their screening for methicillin-resistant Staphylococcus
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aureus (MRSA) infections. The system works—it has allowed
NorthShore to successfully identify 99 percent of its MRSA
carriers by testing just half of all patients.
Plenty of firms use data analytics to improve their profitability. The payoffs are even greater in the healthcare industry, where the stakes are not just money, but lives. When
we apply real-time data analysis to the medical system, the
results are enormous—healthier citizens living longer, more
productive lives, all because a few pioneers made investments
in computers, electronic medical records, and the people
with skills to analyze the data.
Lives saved is a sufficient measure for most of us. But also
consider the cost of illness in the United States. These realtime analytics have the potential to flatten the cost curve of
our overall health system, saving tens of billions of dollars each
year. The savings could help us to enhance other sectors of the
economy by deploying that capital in a productive way. Even
if all we did was reinvest this money into technology innovations focused on achieving better health for all, the pace of
discovery would accelerate many times. We have the means to
improve health while reducing cost. A win-win.

Introducing Real-Time Analytic Systems
The advent of electronic medical records and health information exchanges means that we now have the power
to collect enormous amounts of medical data and make it
instantly accessible across large geographical ranges, with
profound implications. These data-pooling systems allow
researchers to mine real-time medical statistics for insights
that could lead to remarkable improvements in medical care. For instance, NorthShore mined its data on body
147

c08.indd 147

19/01/13 9:04 AM

TRANSFORMING

H E A LT H

CARE

temperature for post-operative patients and found that the
norm for these patients is 100.3F—1.8 degrees warmer
than for other hospital patients. Under most circumstances,
a temperature above 98.5F indicates a cause for concern, but by raising this bar to 100.3F for post-op patients,
NorthShore was able to significantly cut antibiotic use—
reducing patient exposure to unnecessary side effects.
Still not convinced? Here are some examples of
how Kaiser Permanente has achieved better health outcomes with data. In Colorado, we used data from our
HealthConnect system to identify patients at risk for hypertension. They were personally contacted by care teams and
received treatment in a dedicated hypertension clinic with
frequent follow-up by care team members. After two years,
we had increased by 16 percent the number of patients who
were able to control their blood pressure.
We had similar success with a program to improve care
for patients with diabetes in Ohio. This program supplemented HealthConnect data with daily data downloads for
physicians from our pharmacy, lab, and radiology systems.
This targeted approach generated significantly better outcomes: The percentage of patients with poor hemoglobin
A1C control dropped from 41 percent to 21 percent; eye
exams in this at-risk population increased from 52 percent to
75 percent; and hospital admissions were cut roughly in half.
The potential for data-mining to improve the way
we deliver health care is enormous, and I predict that
the impact on human health could equal that of vaccines. Physicians are trained to gauge and interpret their
patients’ symptoms to develop diagnoses and prognoses,
but this process is susceptible to human error. Statistical algorithms can weigh and interpret medical data much faster
and with greater consistency than the human mind. I’m not
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suggesting that data analytic systems can replace the physician’s experience and judgment, but they can supplement
them and provide a system for ensuring that medical decision-making is based on the best available evidence.
We know that it is almost impossible for already overworked physicians to do this kind of data analysis on an
individual basis during patient visits. It would have taken
extraordinary perceptiveness for NorthShore physicians to
detect the body temperature differences among post-op
patients that the organization’s data analytic system identified so
rapidly. Just imagine how many other new insights are awaiting discovery within the pools of data now becoming available.
When a patient presents with complex symptoms and comorbidities, algorithms developed using instantaneous data sets
could help physicians navigate the elaborate web of treatment
possibilities. At the same time, real-time data collection allows
doctors to feed individual patient treatment and outcome
data back into the system, ensuring that patterns and correlations too opaque to catch an individual physician’s eye will be
detected and solutions implemented to improve patient care.
This new paradigm will rely on a comprehensive database connecting all points of the healthcare system—
primary care, specialists, hospitals, laboratory, and pharmacy.
As such databases come online, researchers and data analysts
will have the ability to link outcomes to treatments and preventative care, monitor for adverse drug events, and conduct
comparative effectiveness research in real time.

Medicine’s New Superstar—The Health Data Analyst
Real-time data analytic systems depend on a new breed
of healthcare worker—the health data analyst. These data
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jockeys turn patient records and medical databases into useful statistical information that can inform medical decisionmaking. In the age of real-time health care, medical data will
pile up at an astounding rate, and it’s the health data analyst’s mission to turn these fast-accumulating data points into
knowledge.
In the age of big data, workers with the training and skills
to interpret data sets will become highly sought after. Google’s
chief economist, Hal Varian, told the Economist magazine
in 2010 that “the job of statistician will become the ‘sexiest’
around.”4 Data, Varian told the Economist, are easy to come by,
“what’s scarce is the ability to extract wisdom from them.”
Most health data analysts will have prior training or
experience in the healthcare field, and will be familiar with
medical terminology and basic medicine. They will have
aptitudes for conceptual problem-solving and quantitative
analysis and the ability to quickly absorb and learn new software applications. They might be assigned to monitor outcome data for a particular disease or patient population, or
they may be tasked with tracking trends in the usage of specific types of interventions or services billed. Their work will
inform healthcare organizations as they make decisions and
determine guidelines and best practices. Hospitals, healthcare systems, and insurance companies are just some of the
organizations that will rely on data analysts to improve their
results and reduce costs.
Training data analysts could prove challenging, but the
potential financial rewards are vast. A report, “Big Data:
The Next Frontier for Innovation, Competition and
Productivity,” published by the McKinsey Global Institute5
in 2011, estimates that data analysis could add $300 million
worth of value to the American healthcare system each year.
But the same report projected that for industries to realize
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the potential from data analysis, they’ll need to find an additional 140,000 to 190,000 new workers with highly developed data analysis skills. Not only that, but the McKinsey
report predicts that the United States will require another
1.5 million data-literate managers to work with these new
data jockeys.
As this area becomes more sophisticated, the need for a
new medical specialty will emerge. In addition to turning out
doctors and nurses, medical colleges will need to partner with
their mathematics departments to develop the coursework
necessary to turn out sufficient numbers of people trained in
this new specialty: medical data analyst. These people will be
highly trained, highly skilled, and in demand right from college. As this area emerges, the knowledge we will gain as an
industry or provider organization will not be limited to analyzing the information found strictly in medical records systems. These professionals will also be called on to correlate
health outcomes associated with smartphones and their use by
specific classes of patients. A vast array of data from a limitless
possibility of sources will be gathered and analyzed, leading to
advanced understanding of conditions as well as behavior—
and the impact of both on health.

Care Registries: Putting Data into Practice
One way we’ve implemented data analysis at Kaiser
Permanente is through our care registries, which track
so-called high-priority patients to identify simple care gaps.
Did a patient miss a doctor’s appointment? Did the patient
neglect to follow through on the lab work requested? Fail
to renew a prescription on time? In any of these cases, the
patient will receive an e-mail and perhaps even a phone call.
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If the patient fails to follow up, their physician, rather than
an administrator, may call them to make a personal connection and attempt to better understand the underlying issue
or problem.
Such routine follow-up may sound like a no-brainer, yet it’s
rarely done in most medical practices today. Think back to the
last time you missed a doctor’s appointment or forgot to renew
a prescription. Did anyone call? Was anyone there to check
up on you? Did you feel cared for? Until now, if you’re not a
Kaiser Permanente member, the standard of care has been to
place the responsibility for follow-up and routine care squarely
on the patient.Yet it’s clear that simple, proactive monitoring of
care gaps like a missed appointment or a lapsed prescription can
lead to better outcomes for patients.
At Kaiser Permanente Colorado, computer-supported
cardiac care registries and a support program called the
Collaborative Cardiac Care Service reduced overall mortality
by 76 percent and deaths related to heart events by 73 percent
among more than 12,000 patients with coronary artery disease, a leading cause of death and one of the top five chronic
conditions driving the cost of medical care in the United
States. The availability of electronic health data and instant
access to patient information greatly enhanced the ability of
clinical care teams to coordinate their efforts in cardiac care.
All patient healthcare providers—from primary care physicians to pharmacists and physical therapists—have immediate
access to reliable, evidence-based information they can use to
support and monitor treatment adherence in a wide variety of
settings. The innovative program has resulted in healthier people, which in turn saves money and resources, because healthy
people don’t show up at emergency rooms. We estimate that
the program has prevented 135 deaths and 260 expensive
emergency interventions each year.
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Patient care registries can also help us conduct real-time
safety and clinical effectiveness research. For instance, the
Kaiser Permanente total joint replacement registry (TJRR)
is tracking patient data on more than 100,000 joint replacement procedures. The program has five aims. First, to monitor
revision, failure, and rates of complications; second, to identify patients most at risk for poor outcomes from total joint
replacement procedures; third, to identify best practices and
the most effective implant devices and techniques; fourth,
to track implant usage statistics and cost; and finally, to support and monitor implant advisories or recalls from the U.S.
Food and Drug Administration. The TJRR meets these goals
by providing a way to aggregate and track real-time data on
patients who have undergone total joint replacement.

Putting It All Together
Algorithms managed by health data analysts will scour the
health IT systems in real time, looking for opportunities to
detect potential problems before they become life threatening. With your permission, your insurer’s database might link
to the buyer’s club card at your local grocery store, and if the
system detects a sudden uptick in soft drink purchases, you
might receive a text message or e-mail encouraging you to
cut down your consumption of sugary beverages. Likewise, if
your doctor has prescribed regular exercise for you, the system might provide gentle nudges, in the form of text messages or phone calls, to remind you to get out for your daily
walk. Your physician may prescribe a smartphone app that
helps you track your exercise and report back to the doctor’s office, to give you extra incentive and support to meet
your goals. When your physician’s system detects that your
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prescription needs filling, you might get a digital reminder at
just the right time.
These systems will help patients make better choices,
but they’ll also allow medical practice to reach its potential.
Physicians who went to medical school hoping to improve
people’s health will finally be able to do what they aspired
to: provide better health for many of their patients on a proactive basis, rather than only care for their patients after they
become ill.
Imagine the patient who is expecting her second child.
She’s a busy, working mom. She wakes up in the morning
and checks her computer to find a reminder of her doctor’s
appointment. She reaches for her mobile device and because
she’s in her second trimester and has been purchasing coffee at the grocery store frequently, her mobile health advisor
reminds her of the optimum diet for this time in her pregnancy: less caffeine and more spinach, oranges, or beans to
supplement her folic acid, according to Kaiser Permanente’s
expert doctors. It also reminds her to take her prenatal vitamin. She’s grateful because she’s never been one to remember daily medication.
She wears a wristband that takes her blood pressure every
morning and sends the information to her doctor at the same
time it tells her all is well. The band also checks her blood
glucose levels. It shows the levels and recommends a list of
carbohydrates that are options to bring her blood sugar level
into balance, like brown rice or quinoa, and a variety of fruit.
She drinks her orange juice and grabs an apple on her way
out of the house. As she pulls out of the driveway, she notices
a new mole on her neck in the rearview mirror. At work,
she takes a picture of it with her webcam and e-mails it to
her primary care physician. This starts in motion a collaborative approach to care, as the primary care physician sends the
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image for consultation with a dermatologist. The dermatologist views it on her tablet between visits at a downtown clinic,
easily rotating the 3D view to get the full picture.
The patient gets a message from the dermatologist,
“Come by after your 4:00 p.m. OB/GYN appointment.”
In the dermatologist’s office, just steps from her
ob-gyn, the mole is examined and scanned by an IR/UV
biopsy device. The doctor confirms what the readout says:
“Condition is benign.” She is relieved and is only thinking of
getting home to her husband to let him know that all is well.
As she leaves the medical facility, she receives an SMS
alert thanking her for her visit, and reminding her that her
prenatal vitamin prescription refill is ready at the pharmacy.
One less trip she’ll have to squeeze in to her busy schedule
later, and fewer days she’ll go without her vitamin between
prescriptions.
Does this sound impossible to you? It is a healthcare
future that is within our grasp, and in practice today at
Kaiser Permanente in many ways. As technologies increasingly converge, this and more will become commonplace.
We are on the cusp of some of the greatest changes to our
healthcare system in modern times. And everyone will be
the beneficiary because the technology also will become
more and more affordable over time, making these advances
available even to those who have very modest means.
One of the most powerful changes may be a newfound
capacity to move health care more firmly into the realms of
preventive, and even predictive, medicine. Data, math, and
science will soon give us the ability to find out what diseases
we may be prone to. And innovations such as care registries
are already having profound effects on our ability to improve
the well-being of large populations at risk for chronic conditions like diabetes, hypertension, and asthma.
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Chapter 9

Predictive Medicine
Saving Time, Money, and Lives

ealthcare IT has come a very long way. Our methods
have advanced to the point where we can use our data
files, do some analysis, and help those with chronic disease have substantially better outcomes.That’s preventive care.
We can intervene, backed by emerging patterns in the data, to
ensure the best possible health for our patients.
Consider this real-life example of preventive care at work.
A mammogram reminder in an improbable place—
flashing on her allergist’s computer screen—“saved my life”
says Mary Gonzales. Hay fever, sniffles, and watery eyes
brought this Southern California woman into a specialist’s
office one September morning. But her electronic medical
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record revealed something else: She was nearly two years
overdue for a breast check.
“The receptionist said she wouldn’t let me go without
scheduling a mammogram,” Gonzales recalls. “I’m really glad
she pushed me. I would have waited a few more months
on my own.” The receptionist scheduled the mammogram
immediately—and the test found a tiny, early-stage tumor.
After surgery and radiation, Gonzales is cancer free today.1
Across the nation and around the world, real-time health
care like this is taking medicine beyond “sick care” and putting the focus where it has always belonged: on keeping
people healthy. We’ve only just begun. Fifty-seven percent of
doctors and 18 percent of hospitals have made the leap from
black bag–era, manila-folder health records to basic digitized
electronic systems. Fewer have truly integrated electronic
health systems. But those who have are already reporting
powerful preventive-care outcomes:
• In the high rises on New York City’s Roosevelt Island,
internist Jack Resnick, MD, makes regular house calls on
50 homebound senior citizens—calling up their medical records on his ever-present laptop. Digitized health
information, Resnick says, helps his oldest and frailest
patients live at home longer and avoid unnecessary hospital and nursing home stays.2
• Data-checking software at Central Maine Medical
Center flagged 65-year-old Ron Towle’s high risk for an
aortic aneurysm, a weak spot in the massive artery that
feeds blood from the heart to the body. Ruptured aortic
aneurysms kill 15,000 Americans each year. Towle’s was
caught in time and fixed before it could burst.3
• At Iowa’s Cherokee Mental Health Institute, a computerized warning system helps staff avoid dangerous mix-ups
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between drugs with look-alike and sound-alike names—
a problem responsible for over a quarter-million drug
errors each year in the United States.4 In all, 1.5 million
preventable drug errors happen each year in the nation,
killing 100,000.5 Studies show that moving to electronic
medical records and installing electronic prescribing software would reduce them by 55 percent.6
But what technology also allows us to do is consider
the potential for health. Our computers have the power
to analyze even more data from sources we may not have
ever considered in the past, and use that data to discover
the potential for health problems and the opportunities we
have to address them or avoid them altogether. What will
soon be within our grasp is the ability to use data coupled
with math and science to discover what diseases we may be
prone to. Beyond risk factors that physicians use today to help
patients manage their own health, we will be able to predict
what illnesses patients will develop during their lifetimes. That
kind of information can help us chart a path to avoid that illness. It may take us many years to fully uncover the potential
that these new electronic databases carry, but the potential to
further improve people’s lives is a powerful driver.
It seems to us that if a few organizations can get substantial patient benefits from their use of information technology,
widespread adoption holds broad hope that this transition
to preventive care can save lives and make health care more
affordable for everyone. I believe every patient in the United
States and around the world should expect nothing less.
Will we save money? Yes; although calculating the amount
may be difficult at first. After all, prevention and preventive care
can’t be patented or protected the way a blockbuster drug or
the design for a new high-tech MRI scanner can be. Health
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isn’t a profit center in that way. But it makes sense that preventing disease and controlling chronic health conditions is
far more cost-effective than the neglect happening throughout our country’s system now. As people get and stay healthier,
they will be more productive on the job, more satisfied in their
lives, and more able to contribute to community life.With time
and a good database, economists and statisticians will be able to
tease out the financial benefits of advancing healthcare IT.
Of course, money shouldn’t be the only motivation.
The deeper value of helping people stay healthy—so they
can enjoy their lives, their families, their jobs, their futures—
can’t be measured in dollars. Neither can the most valuable
return-on-investment of all: Saving lives.
The gap between what we know about preventing disease
and what we’re actually doing is vast. An estimated 80 percent of heart attacks and strokes, 80 percent of type 2 diabetes, and 40 percent of cancer could be prevented if Americans
did just three things: stopped smoking, ate more healthy food,
and exercised regularly.7 Screening everyone eligible for a
colon cancer check would save an estimated 75,000 lives each
year.8 Better preventive care could prevent 90 percent of diabetes complications,9 70 percent of asthma deaths,10 and tens
of thousands of life-altering hip fractures. By digitizing health,
we can close this deadly gap. In fact, I believe real-time health
care is the only way to bring the full force of evidence-based
medicine and preventive care to every one of us.
This journey won’t be simple or inexpensive. Industry
must embrace information technology and all the promise offered by the capabilities, analytics, and data that will
be unleashed once we fully automate health care. Once we
understand that only a logged-in, real-time system can support great preventive care, we have an obligation to make
this high ground our goal.
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What will this new world look like? Moving to
e-health won’t be like stepping into a weird, George Jetsonstyle science-fiction future. It will be surprisingly familiar.
Convenient. Immediate. And personal. We’ll do away with
the miles of medical folders now stashed behind thousands of
receptionists’ desks in doctors’ offices across the country. We
will put electronic records online and make them accessible
to your doctors no matter where they are. You’ll be able to
log in to your personal health records at home to check on a
lab test, schedule an appointment, or refill a prescription. No
more waiting weeks for your medical records to travel across
town, or enduring a long weekend waiting for your doctor to
call Monday morning with test results. If you’ve ever tapped
out an e-mail or answered a cell phone, you’ll feel right at
home in the world of e-health.

Saving Time, Money, Lives
Two case studies illustrate just how much health IT can
improve care while cutting costs—and saving time—for
everybody:
Faster, more accurate care is all digital. Children’s Hospital
of Pittsburgh went all-digital when it moved into its new
building in the spring of 2009. Nearly 4,000 computers line
the halls. Nurses swipe patients’ wristbands with bar-code
scanners to see when it’s time for medication, and match
the bar-coded dose to the prescription. In the intensive care
unit, computer dashboards by patients’ beds automatically
graph vital signs and readings from monitors and lab tests—
alerting nurses at a glance to drops and spikes that mean a
patient might be having trouble. One result: Children’s has seen
medication errors drop 45 percent since it began automating
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health records in 2002. The system allows the hospital to track
larger trends as well. When health IT head James Levin noticed
too many doctors were ordering specially filtered blood for
transfusions—typically needed by only a few patients—he
asked for a review. At a price differential of $30 per bag, the
hospital saved money without sacrificing good care.11
Less cost, no waiting? Just look to Denmark. Considered
one of the world’s most interconnected health systems,
nearly every primary care physician in Denmark and almost
half of hospitals use electronic medical records.
In windswept, rural Jutland, doctors at Thy-Mors
Hospital review their patients’ records on computer screens
displaying a 3-D image of a human body. The doctor can
rotate the image, and click to zoom in and get more information about a patient’s back pains, heart disease, or arthritic
knees—making it easy to get a full picture of their health.
Across Denmark, ambulances have access to medical
records; crews can update files while they transport a patient to
the emergency room. And millions of people use devices like
electronic pulse readers that fit on their finger to do regular
home check-ups.The info is sent to the doctor via a Bluetooth
connection, and then discussed in a web chat with a doctor or
a nurse. Electronic record-keeping saves the Danish health system an estimated $120 million a year, affords doctors nearly an
extra hour every day to spend with patients, and makes medical appointments fast and easy for consumers—no one spends
hours waiting for a 10-minute office visit.12

Portable Care: Health Information Exchanges
As health care deploys digital records, your own doctor will
become more proactive in your health care. But what if
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you see more than one doctor, use prescription medicines,
ever end up in the emergency room, or have ever switched
from one practice to another? We all have—and that’s why
heath information exchanges (HIEs) must also emerge. As
discussed in Chapter 3, when exchanges are in place, your
health information can be shared among primary and specialty care physicians, hospitals, and anyone else focused on
your health, as you permit. The EHR at Kaiser Permanente
allowed Mary Gonzales’s allergist to see that she needed
a mammogram—and sign her up for one, on the spot.
This demonstrates a sort of HIE among different Kaiser
Permanente caregivers in an integrated system. But what if
you had to see someone other than your regular doctor?
That’s why HIE is so important. In and of themselves,
electronic health records make it easier for your physicians to
read their notes and your history. But they fall short of connecting various physicians in a virtual care team sharing information seamlessly on your behalf. This connectivity improves
your chances for getting an accurate diagnosis, cuts your odds
for undergoing duplicative medical tests, and speeds the time
it takes to transfer medical records from hours, days, or weeks
to a matter of seconds. Sharing your full history ensures that
if you wind up in the emergency room while vacationing
in Orlando, doctors will know about your drug allergies and
your history of asthma even if your family doctor is thousands
of miles away in Spokane. HIEs can help avoid dangerous
drug interactions if you take medications prescribed by more
than one doctor, and can keep track of your cumulative radiation exposure if you have a medical condition, such as kidney
stones, that requires frequent CT scans.
HIEs are turning far-flung healthcare professionals into
coordinated teams across the country. In Cleveland, Ohio,
for example, nurses who staff walk-in mini-clinics in local
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drugstores can see the records of Cleveland Clinic patients.
These retail health clinics are a fast, easy way to get relief for a
sore throat or earache, but staff usually knows only what you
tell them about your health history, leaving the door open for
misinterpretations and for drug interactions. Teaming up in
Cleveland also ensures that the mini-clinic visit automatically
becomes part of a patient’s permanent health record.13
On a smaller scale, mobile HIEs that use cell phones to
transmit data are saving lives in dramatic ways. More and
more heart cells die for every minute they are deprived of
oxygen during a heart attack—never to be replaced. New
“digital ambulances” are saving heart muscle in mountainous Santa Cruz County, California. Equipped with sophisticated cardiac monitors that can send vital data by cell
phone directly to the emergency department of the receiving hospital, this new system allows doctors to prepare more
quickly for heart surgery once a heart-attack victim arrives.
It’s already showing results: Surgeons cleared a blocked
artery in Alec Popovich’s heart within 48 minutes of
his arrival at the hospital—43 minutes faster than the hospital’s already fast average treatment time of 91 minutes.14
At Kaiser Permanente, HIEs are one reason heart attack
death rates have fallen dramatically. The Clinical Pharmacy
Cardiac Risk Service connects nurses, pharmacists, and doctors
caring for 13,000 cardiac patients. Working together, this collaboration has cut the risk of dying from a cardiac-related cause
in the months after a heart attack by an amazing 88 percent.15

World-Class Care for Everyone: Care Registries
If this is all we do for health care, it would be a substantial
improvement over the system as it is today. We could easily
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declare victory, take the savings created, and ride into the
sunset.
But that would be a mistake. There’s more we can do to
take full advantage of the wondrous new tools IT is bringing to health care. With electronic medical records and
HIEs up and running, we can add a level of care that customizes medicine’s best practices for every patient. Called
care registries or clinical decision support systems, these systems apply evidence-based guidelines to an individual’s care.
Essentially, they are very savvy safety nets–monitoring your
vital signs, sleuthing for emerging risks, flashing reminders
and alerts for your doctor, and comparing your treatment and
outcomes against gold-standard care.
That’s key. Right now in medicine, cutting-edge,
research-based guidelines have been developed for preventing and treating hundreds of diseases. They work. Trouble
is doctors don’t always have the time or resources to learn
and apply them. While care registries can’t overcome barriers to healthcare delivery, they do give physicians the ability
to know the trends, health risks, and opportunities across a
given population, which is a breakthrough in itself.
Take type 2 diabetes. Experts estimate that fully 35 to
75 percent of the complications of this disease—horrific
problems like blindness, kidney failure, heart attacks, and
nerve and circulation problems that lead to amputations—
could be avoided if doctors and patients followed established
care guidelines. Most don’t. As a result, 202,290 Americans
with diabetes have end-stage kidney disease, 65,700 endure
diabetes-related amputations of toes, feet, and legs each year,
and 700,000 are at risk for blindness due to diabetes-related
eye damage. People with diabetes are two to four times
more likely to suffer a heart attack or stroke as someone
without this blood-sugar problem.16
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Care registries can turn this around. When researchers
from the University of Minnesota, the Mayo Clinic, Wake
Forest University, and other institutions tracked the benefits
of a diabetes care registry installed in 24 doctors’ practices
across the nation, the results were nothing short of astonishing. In one year, foot exams increased 35 percent, eye
exams rose 25 percent, and kidney-function testing increased
28 percent. Patients whose doctors used the new system
were more likely to hit healthy blood sugar, cholesterol,
and blood pressure targets. What did the system do? It analyzed patients’ electronic medical records and churned out
reminders for doctors. Results were summarized monthly so
patients got close, continuing care.17
Care registries can also spot trouble early on. Consider
asthma. Some 22 million Americans have this progressive
lung problem. Despite great medications and established care
routines, asthma accounts for 2 million emergency room visits, a half-million hospitalizations, and at least 4,000 deaths
each year. Even mild asthma inflames airways in ways that
do permanent damage, so early detection is key, especially in
childhood.18 To that end, an e-health system in Korea prevented a lot of potential damage by increasing the rates of
early asthma diagnosis in kids by 20 percent.19 And when
the Emergency Department at Royal Prince Albert Hospital
in New South Wales, Australia, installed an asthma care registry, the number of adults with asthma who left the ER with
an asthma care plan for managing their condition increased
seven-fold. That’s important, because written action plans,
with instructions for use of medications and advice on controlling personal asthma-attack triggers, can avert future
emergencies and can even prevent deaths.20
Care registries have the potential to change how we treat
some of our most vulnerable patients. A new digital registry
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for little hearts will, in a few years, help children born with
life-threatening heart defects. Right now, these kids are
treated with drugs and devices designed and tested not on
tiny infants or toddlers but with adults in mind. Pediatric cardiologists have to go on instinct, off-the-cuff calculations, and
reports from colleagues—rather than hard medical evidence—
when treating some of medicine’s smallest and sickest heart
patients. Case in point: Doctors at Children’s Hospital Boston
say that of the 1,000 stents—metal tubes that keep blood vessels open—they’ve installed in children’s hearts in recent years,
none were used in ways approved or even evaluated by the
FDA. The reason? There’s no better fix. But now, a registry just started by the American College of Cardiology will
gather and evaluate doctors’ and patients’ experiences with
catheter-based heart procedures in children.
“We adopt things known to work in adult patients in
pediatrics because we’re sort of desperate,” Gail Pearson, a
pediatric cardiologist and medical officer for the Pediatric
Heart Network, a clinical-trial cooperative of children’s
medical centers sponsored by the NIH’s National Heart,
Lung and Blood Institute told the Wall Street Journal in 2009.
“We are trying to move more toward a paradigm where the
norm would be if you’re a child with complex clinical heart
disease, your care would be guided by a research protocol”
based on studies of children, she says.21

Future Health: Research and Predictive Care
It’s safe to say preventive care is not a destination but a journey. As we bring these tools online and hone them, preventive care will continue to progress. As data is compiled and
larger analyses are conducted, we will continuously improve
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outcomes on behalf of chronic patients and for people on
the verge of disease, many of whom will never develop the
disease at all.
We’re reaching for that ultimate goal every time we use
the stunning treasure trove of data stored in EHRs to conduct health research. I mentioned in Chapter 3 the Kaiser
Permanente analysis of a database of 1.4 million members,
which changed the course of medicine in 2004 when it
found that the widely prescribed pain reliever Vioxx (rofecoxib) increased risk of heart attacks and sudden cardiac
death. This drug and several other COX-2 inhibitors were
responsibly pulled from the market, potentially saving tens of
thousands of lives.22
Kaiser Permanente researchers are using electronic
health databases to help us make smarter health decisions in
daily life. For example: Is it safe for a breast cancer survivor to enjoy a glass of wine? A recent Kaiser Permanente
study found that as few as three to four alcoholic drinks per
week increased breast cancer recurrence by 30 percent.23
Other research gives us license to enjoy life’s pleasures with
less guilt. In another recent Kaiser Permanente study, this
time of the health records of 11,326 Canadians, researchers
found that those carrying a little extra weight lived longer
than those at a normal weight.24 Maybe that slice of chocolate cake isn’t so bad after all!
When your personal health history goes digital, you can
opt to become part of this life-saving research effort. And
research is vital. But one day, I believe e-health tools smarter
than any we can imagine now will be able to analyze trends,
spot emerging risks, discover which constellations of factors
are the distant early warning signs of disease, and apply the
knowledge directly to patient records in time to stop illness
from ever happening.
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This is the next frontier: predictive care. Thinkers,
researchers, and IT developers are already diving in to
develop tools that will accurately interpret the smallest shifts
in your vital signs in order to keep you healthy. One day,
these tools will teach themselves as they go along, essentially
conducting their own research by searching for patterns in
the health histories of thousands or even millions of people,
then applying the knowledge to keep individuals healthy.

From Prevention to Prediction
Technology allows us to assess the potential for health and,
often, to prevent illness. But will it save money? Yes. We will
take redundancy and inefficiency out of the system. Healthier
people are more productive on the job, more satisfied in their
lives, and more able to contribute to community life.
Faster, more accurate care is all digital. It is integrated
through HIEs. Teams of physicians, even those who practice
at unrelated hospitals or in different cities, will be sharing
information seamlessly on a patient’s behalf. The health care
of the future is customized. We are already using databases
called care registries to apply evidence-based guidelines to
an individual’s care. They give physicians the ability to know
the trends, health risks, and opportunities across a given population, which is a breakthrough in itself.
Predictive care is the next frontier. From databases of
genetic profiles to digital tools that interpret the smallest
shifts in your vital signs, we are developing the technology
to anticipate illness and keep people healthy.
This is the power of real-time health care, uniting doctors
and patients, healthcare payers, private industry, and government
for the purpose of better, more personalized health care for all.
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Chapter 10

Connected System
Uniting Doctors, Patients, Payers, and Government

he age of real-time health care won’t arrive tomorrow
or next year: It’s already here. Every day, more and more
pieces of the nation’s vast, wonderful, and revolutionary
digital healthcare mosaic are falling into place:

T

• More electronic health records (EHRs) in doctors’
offices. The percentage of non-hospital-based physicians
with electronic health records systems doubled from 17 percent in 2008 to 34 percent in 2011.1 Among them: America’s
Surgeon General Regina Benjamin, who switched her family practice on Alabama’s Gulf Coast to a digital system in the
aftermath of two hurricanes and a fire.2
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• Hospital EHRs skyrocket. In just three years, the
number of hospitals with EHRs has nearly tripled, from
13 percent in 2008 to 35 percent in 2011, according
to the Office of the National Coordinator for Health
Information Technology.3 Government incentives ($5.6
billion by June 2012 to medical centers and physicians) are paying off . In the first big study of how EHRs
affect hospital care, researchers from the University of
Pennsylvania School of Nursing studied more than
16,000 nurses at 316 hospitals in four states. The nurses
report fewer medical errors, better patient safety, and
higher-quality care in digital hospitals.4
• Medical labs are linking up. Up to 80 percent of the
information in your health record comes from lab test
results.5 Yet 7 in 100 “bad news” results aren’t communicated to patients in a timely way.6 With 8 billion (yes, billion) lab tests ordered annually in the United States,7 that’s
a lot of missing data—and anxiety. Now, many of the
200,000 certified labs across America are taking steps to
link electronically with doctors and hospitals. One great
example: the state of Delaware, where 80 to 90 percent
of lab results now flow through a single system to reach
providers and medical centers electronically.8 However,
not all care systems are integrated, and even with EHRs,
lab results can fall through the cracks before they reach
patients. It will take more than technology; it will take
leadership to solve this kind of healthcare delivery problem.
• Interconnected systems from coast to coast. Five
American health systems—all of whom pioneered the
adoption of electronic medical records (EMRs) for their
own patients—recently forged a new alliance to exchange
electronic health data securely among themselves. The
five—Geisinger Health System (PA), Kaiser Permanente
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(CA), Mayo Clinic (MN), Intermountain Healthcare (UT),
and Group Health Cooperative (WA)—will pave the way
for other health systems to share information. Ultimately,
this consortium will be a model for systems that will let
all hospitals and all healthcare providers exchange information. It’s an important step toward our nation becoming a twenty-first century, information-enabled healthcare
system.9
This revolution is moving at warp speed, yet we’ve got
much farther to go. Even when most doctors and hospital systems are using electronic medical records systems, even when
labs and specialists link up with them, and even when health
information exchanges (HIEs) are up and running, the value
these systems provide is limited if we have not fully connected
all patients and all caregivers to all relevant information in real time.
For great results, we can’t stop before we’ve got a system
that’s smart, networked, preventive, collaborative, and affordable. This chapter lays out a vision for a fully-connected,
self-sustaining, health-focused future.

Connected Care: It’s Personal
In 2012, more than two out of three Americans managed their
bank accounts online. At least 80 percent of us shop online and
many of us manage our credit cards online, too. So why not
get the same 24/7 access to your health records? In one recent
Deloitte survey, over 70 percent of Americans said they want
their doctors to provide online access to medical records, test
results, and appointment scheduling.10 In the completely connected, real-time healthcare system of the future, you’ll enjoy
that convenience and much more. And much of it is available
to Kaiser Permanente members today.
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Here’s a glimpse of a day in that connected world of your
future health:
7:00 A.M. You log in to your personal health record
from your mobile phone while your morning
coffee brews. There’s your latest cholesterol test—and a
note from your doctor congratulating you on the weight
loss, diet changes, and exercise program that are keeping
your numbers within a healthy range.You notice that your
blood pressure medications are ready for a refill, which
you accomplish with a click.
7:20 A.M. You use your mobile phone to take a quick
snapshot of the oatmeal, blueberries, and splash
of low-fat milk you had for breakfast. The photos
are transmitted to the weight-management plan in your
online health record. It tallies the calories, fiber, fat, protein, and other nutrients automatically.You’re off to a good
start, even with the dab of brown sugar on your cereal.
Meanwhile, data from the three-mile walk you took
with your dog at 6:00 a.m. has already been sent directly
from your pedometer and from sensors woven into your
exercise clothes to your online record. You take a peek.
Wow! You burned 200 calories and kept your heart rate
up for 30 minutes! Great job!
7:25 A.M. You fire off a quick e-mail to your doctor about
your blood pressure. Your home monitor shows that your
levels are staying within a healthy range. Could you cut back
on your medications? You’d never do that on your own, of
course.Your doctor can see your numbers because your blood
pressure monitor also transmits info to your health record.
That way, the two of you can collaborate on your care.
You’re wondering what your next move is. Should
you ramp up your weight loss efforts? Rein in blood
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pressure–raising sodium even further? You plan to check
back at lunchtime for an answer . . . but your doctor’s
online this morning and before you know it, the two of
you are Skyping—a quick, face-to-face meeting that
didn’t require a lengthy wait for the next appointment
slot, another long wait in the waiting room, or taking
time off from work. Good news! Your doctor says you
can reduce the doses of your blood pressure medications—your doctor’s office will e-mail the change to the
pharmacy, pronto. She asks if you’re keeping up with your
stress-reduction routine, noting that last week you told
her your mom’s going into the hospital. “How’s it going?”
your doc asks. You’re happy to report that 15 minutes of
yoga at night is making you feel calm and relaxed—your
wife and kids even notice the difference.
Before you sign off , your doctor’s got some news.
That new DNA check—the one that compares your
personal genetic code with your health history and your
family health history—shows that you’re at increased risk
for vision-robbing cataracts. Your doctor’s already alerted
your ophthalmologist, who will get back to you.
“And by the way,” your doctor adds, “Congratulations
on that fiftieth birthday. It’s time for your colonoscopy.
How about scheduling one?” You promise you’ll do it
today.
10:00 A.M. You check your health record during your
morning break. There’s a note from your eye doctor
about that cataract risk. She tells you about an app for
your mobile phone that can take high-resolution photos of your eyes. Could you download it and send her
images of both eyes tonight? She’ll have a special eyepiece delivered to your house today. And by the way, she
noticed that you’re due for your colonoscopy—could
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you take a minute to schedule one? With a connectedcare system, your entire care team’s looking out for your
whole health!
10:15 A.M. Okay, you really can't put this one off any
longer. With a few clicks you've set up your colonoscopy. Waiting in your in-box is a link to a video
about the procedure, plus directions for getting ready for
the procedure.You know exactly what to expect.
Noon. Your oldest son needs to see an orthodontist.
The dentist offered several recommendations. You
spend a few minutes reading their performance data on
their websites. You compare costs, length of treatment,
adverse events, and can even see long-term results. One
stands out from the crowd, so you send an e-mail to set
up an appointment. Thank goodness you won’t have to
fill out all those basic forms when you get there. And
your son won’t need any duplicate X-rays. The information is all in his own electronic medical record, which
everyone on his care team can access (with your permission, of course).
7:00 P.M. You stop by the hospital to visit your
mother, who's just had knee replacement surgery. She arranged to have the procedure in a hospital
near you instead of hundreds of miles away in her own
community, so that she can recuperate at your place.
Fortunately, your hospital’s connected with healthcare
systems across the nation—so her electronic medical
record was accessible here. (That came in handy when
she sprained her ankle during that Hawaiian vacation last
summer, too.)
You breathe a sigh of relief, thinking about the hospital risks you don't have to worry about. Connected
care means fewer in-hospital medication errors thanks to
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bar coding and lower risk for serious hospital-acquired
infections. Mom uses insulin to control her diabetes;
electronic health records even lower the risk for bloodsugar lows in the hospital that in the past meant longer
stays, slower healing times, and even increased risk for
dying.
Several nurses pop in to check on your mom during
your visit. That’s another perk courtesy of a connected
system: Nurses with mobile devices linked to medical
records can spend an additional 30 to 48 minutes caring
for patients each shift.
Your mom’s surgeon stops in for a brief check on his
patient, who’s doing well. He pulls out his mobile phone
to check your mom’s chart, and then explains that a new
sterilization technique means he can even use his mobile
in the OR to review patient info. He also mentioned
that your mom’s physical therapist uses a video “gaming”
system to help people with new knees do their exercises
the right way at home. Mom will exercise along with an
interactive video—and results will be sent back to the
therapist, who can analyze her progress and her needs.
Sounds like something the grandkids will wish they
could try!
8:00 P.M. Time to test your eyes. You unwrap the eyepiece that was waiting in a box on your doorstep when
you got home.You follow the directions and in matter of
minutes test your eyes, at home. You send your eye doctor a quick e-mail, alerting her that the test is done.
8:30 P.M. You unroll your yoga mat and prop up your
tablet computer to watch a yoga video selected
from the health library connected to your medical record. Your daughter wanders into the living room
in her pajamas. Can she try it, too? You smile and give
179

c10.indd 179

19/01/13 9:05 AM

TRANSFORMING

H E A LT H

CARE

her the mat—doing downward-facing dog on the carpet’s a small price to pay for this kind of quality time
with your child. You’re glad she’s learning about the
importance of relaxation, too.
10:00 P.M. The digital display along the edge of your
bathroom mirror flashes, reminding you to take
your blood-pressure medication—with the new
dosage. You’d hate to miss a dose, but because you do
tend to forget pills, your doctor offered to set up this
can’t-miss reminder system. Pretty amazing!

At Stake: Your Health and Your Money
Just a fantasy? In fact, every high-tech detail in this futuristic
scenario exists now or is in development. Health care of the
future will be completely patient-centered. And the benefits
go far beyond convenience. Technology-supported, real-time
health care is our best hope for meeting the critical health
challenges we face.
Thanks to an aging and increasingly overweight, inactive
population, the number of Americans with chronic health
conditions is rising sharply. That means more prescription
drugs, more doctor visits, more hospital stays, more lost work
time, more early deaths, and higher all-round healthcare costs.
In 2000, about 125 million Americans lived with one or more
chronic conditions such as diabetes, high blood pressure, heart
disease, and asthma.11 But by the year 2030, that number will
increase 37 percent—to 171 million people.12
Just one of these, type 2 diabetes, could become the new
normal. The number of people with blood-sugar control
issues will increase from one in ten today to one in three by
2050, according to a 2010 report from the Centers for Disease
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Control and Prevention published in the journal Population
Health Metrics.13 Diabetes raises odds for other serious, chronic
threats—including vision loss, kidney failure, nerve damage,
foot and leg amputations, and a two- to four-fold higher risk
for heart attacks and strokes. Dramatic research proves that
type 2 diabetes, the most common type of diabetes (type 1
diabetes is less common), can usually be prevented or delayed
with something as simple as healthier choices, yet preventive
health gets short shrift in today’s system.
By the year 2030, at least half of the people coping
with chronic health conditions will have more than one.
Living with a constellation of chronic health challenges
isn’t easy or cheap. Chronic disease care uses 83 percent
of our nation’s healthcare dollars, according to the Robert
Wood Johnson Foundation.14 Compared with the lucky
individual with no chronic health concerns, someone with
five conditions gets 57 prescription-drug refills a year, goes
to nine times more doctor visits, and is more likely to be
hospitalized.15
Yet in our current disconnected, uncoordinated system, care for these people who need it most is forever falling between the cracks. More health care hasn’t meant better
health. They’re at higher risk for unnecessary hospital stays
because ongoing care is lacking. Odds are higher for dangerous drug reactions and interactions because they may be
taking drugs prescribed by several different doctors. They’re
more likely to get duplicate tests because doctors and hospital systems aren’t sharing information. And their care is compromised because they receive contradictory information
from their disconnected providers.
The result: Poor health, despite a healthcare price tag three
to fifteen times higher than it is for a patient with no chronic
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concerns. Connected systems are already saving health, saving
lives, and saving money. A few inspiring examples:
• A heart-health team that sees the big picture.
Coronary artery disease (CAD) affects 80 million Americans;
those who’ve had one heart attack face one-in-five odds for
dying within a decade. But in Colorado, Kaiser Permanente
care teams enrolled 14,000 people with CAD in an electronic registry that coordinated every part of their care.
Results: Healthy lifestyle steps, medication, tests, education,
and quick follow-up of problems saved an estimated 135
lives and prevented 260 harrowing and costly emergency
interventions. It’s a win-win solution that’s saved $21,900 per
patient per year while vastly improving health. Eighty percent
of participants brought their blood pressure down to healthier
levels and 43 percent lowered their heart-threatening LDL
cholesterol levels to a super-healthy 70 mg/dL or less.16
• Back to basics for asthma care. Great asthma care—
the kind that keeps people out of the emergency room
for wheezing and asthma attacks and lets them live the
lives they want to live—depends on controlling airway inflammation in the lungs. But up to 7 in 10 kids
and half of adults with asthma don’t use steroid inhaler
control medications regularly. Digital health catches and
fixes that oversight, fast.17 Results: EHRs helped family doctors in Spartanburg, South Carolina nearly double the number of patients with asthma who got their
inhaled corticosteroid prescriptions filled.18
• Attention to the details keeps people with diabetes healthier. Every one-point rise in A1C results (a test
of long-term blood sugar) boosts heart disease risk 14 percent for a person with diabetes.19 High blood pressure and
high cholesterol, common with this blood-sugar problem,
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further boost risk. Yet although 65 percent of all deaths in
people with diabetes are the result of heart- and circulationrelated problems,20 60 percent of people with diabetes said
in one recent survey that they were unaware of the risk.21
Protecting eyes and kidneys and sidestepping vulnerability
to infections like the flu are also important concerns. Could
electronic health records help patients and doctors stay on
top of all of these details? Results: At several diabetes clinics in Cleveland, adoption of health IT means people with
diabetes are one-third more likely to get great care, including eye exams, kidney-function checks, flu vaccines, and
blood tests that measure long-term diabetes control. And
patients were more likely to be at a healthy weight and have
healthy blood pressure and blood sugar numbers.22

Proactive Care: It Really Works!
In Kaiser Permanente’s Southern California region, proactive office encounters have contributed to a 30 percent
increase in colon cancer screenings, an 11 percent increase
in breast cancer screenings, a five percent increase in cervical
cancer screening, and a 13 percent improvement in cholesterol control. How does it work? Because every provider on
your care team sees your whole medical record, any provider
you happen to be seeing will notice gaps in your care and
encourage you to get the screenings you need. We project
this will ultimately lead to 10,000 lives saved per decade.23
Nationally, the RAND Corporation estimates that widespread adoption of electronic medical records with alerts for
colon cancer, breast cancer, and cervical cancer screenings and flu
and pneumonia vaccines could save nearly 80,000 lives per year.24
Great connections also empower patients. Here at Kaiser
Permanente, we analyzed the health outcomes of people
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who used our messaging system—a total of 556,000 secure
patient-physician e-mail threads containing more than
630,000 messages were logged throughout the study. Patients
initiated 85 percent of the threads: proof that this service
really empowers people to better manage health. It worked.
Their blood sugar, cholesterol, and blood pressure numbers
improved by 2 to 6.5 percentage points.25
We’re not alone. In New York City, a group of 309
family medicine practices adopted EHRs and found that
patients’ health improved on 8 of 10 preventive-care indicators. These included better blood pressure control, higher use
of anticlotting medications, more flu vaccines and breastcancer screenings, and more talks with patients about body
weight and stop-smoking programs.26
Proactive care also helps with weight loss. In a study of
37 North Carolina family doctors, those whose EHR systems included a reminder about lifestyle interventions for
obesity were 66 percent more likely to refer obese patients
to healthy eating and exercise programs.27
It can also prevent broken bones and the disability this
can cause. When doctors in the Pacific Northwest added
reminders about brittle-bone screening to their digital toolbox, the number of women at high risk for bone fractures
who received screening for osteoporosis increased significantly. The women, ages 50 to 85, had each already had at
least one fracture: a warning sign for weakened bones. Just
5.6 percent of those doctors who didn’t have computerized
reminders received a bone mineral density test, compared to
51 percent who’d entered the digital age.28
What could be more proactive than using your own personal DNA data to guide your health care? The technology
for mapping the human genome is now available to consumers. Right now it’s expensive and results are difficult to
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interpret. But someday soon, the powerful health information
locked inside your own DNA will be available to you as
part of your electronic medical record. Even better, it will
be paired with thoughtful analysis so you and your care team
understand your risks and can choose the best steps for a
healthy future. This could mean maintaining your fighting
weight and regular exercise if you’re a carrier of genes that
boost diabetes risk, or earlier and more frequent colonoscopies or advanced breast imaging if you’re at risk for cancers
of the colon or breast.
Since 2007, researchers at Vanderbilt University and other
institutions in the eMERGE (electronic MEdical Records and
GEnomics) network have been comparing human genetic
code with electronic medical records to find links between
DNA, symptoms, and conditions. They’ve already turned up
connections that could lead to personalized prescriptions for
prevention and early detection of dementia, cataracts, peripheral artery disease, and type 2 diabetes—with more to come.29

Solving the Healthcare Spending Crisis
In 2010, healthcare spending in America topped $2.5 trillion. If we do nothing to control costs, the bill will nearly
double—to $4.6 trillion—by the year 2020. I firmly believe
that a fully connected system will go a long way toward
resolving this crisis. Here’s why.
First, a connected system has the power to eliminate vast
amounts of waste. Experts including Donald M. Berwick, MD,
MPP, FRCP, former administrator of the U.S. Centers for
Medicare & Medicaid Services, estimate that a whopping 20
to 30 percent of healthcare costs are wasteful, delivering absolutely no health benefits to patients. Causes of waste include
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overtreatment, high administrative costs, fraud, and lack of care
coordination that leads to duplicate tests, drug interactions,
and patients who need more expensive treatments because
they’ve fallen through the cracks in the system.
Cleaning up just one of these areas—duplicate and
unnecessary tests (when was the last time you had to have a
test repeated because a new doctor didn’t have a copy of the
results?)—could save the system $500 billion (yes, that’s billion with a “b”) a year!
Hospital stays account for about one-third of all healthcare spending. Among Medicare patients, 18 percent of
hospital stays are readmissions within 30 days of a first visit
because something’s gone wrong, a problem that costs about
$15 billion a year.30 The catch: 75 percent could be prevented
if discharged patients received more attentive care in the days
and weeks after leaving the hospital. And it can be done. At
the Geisinger Health Plan in Pennsylvania, for example, a
telehealth monitoring system for discharged hospital patients
reduced the 30-day admission rate 44 percent.31
Ready to trim oversized administrative expenses? At
Geisinger, information technology helped save $1.7 million
over 5 years from reduced chart pulls; more than $600,000
from reduced printing and faxing; more than $500,000 per
year from reduced nursing staff time through ePrescribing;
and more than $1 million from reduced transcription costs.
That’s real money!32

Getting There from Here: A Road Map
As I mentioned at the start of this chapter, Health IT is out
of the starting gate and galloping. Google the term “health
2.0”—the catchphrase for patient-empowered, connected
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care—and you get nearly 600,000 hits. Search the phrase
“electronic medical records” in PubMed, the National
Library of Medicine’s database of published research studies
from around the world, and nearly 12,000 research papers
turn up. With this much attention, is it safe to say that connected care is on its way—no help needed?
Not quite. It’s going to take commitment and passion
to fully connect our sprawling healthcare system. Stop short
and you’ll simply have really nifty replacements for manilafolder health records. They’ll be electronic, but walled off
in a “silo” at your doctor’s office or hospital or in a local
healthcare exchange. You—and all of us—will miss out on
the data hiding inside: data that could help you get great
care in a hospital far from home on vacation; data that could
help researchers see new connections between genes and
health risks, or learn something new about treating or preventing disease, or about treatment side effects.
It will take three factors to create real-time, completely
connected health care: Innovative technology, passionate
people, and a government that’s willing to provide incentives
rather than laying down onerous rules. Here’s what I mean.

Factor #1: Rapid Growth of Investments in Innovative Technology
In this book we explored the explosion of innovation
around electronic medical records and connectivity. From
wearable health sensors to the Blue Button that lets consumers download relevant data in a flash, from the capability to analyze enormous data sets to telemonitoring in your
home, new developments number in the thousands and are
growing exponentially.
That’s exactly what needs to happen. It’s the right way
to go: It’s the American way and it creates flexible, nimble,
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adaptable systems that meet real and changing healthcare
and IT needs. Innovators have brought us over 1,000 different electronic medical record systems—from pricey models
with all the bells and whistles to simple systems that store a
doctor’s patient records on the Cloud for less than $20 per
month, with no need to buy new equipment or hire a computer guru for weeks on end.
Technology that makes health care easier, more convenient, and more personal for everyone who encounters it
will be transformative—whether it’s a program that translates medical terms into everyday language, a scheduling app
that makes getting in to see your doctor a breeze, or a ratings tool that gives you a detailed picture of your doctor’s
performance. The practice of medicine, and the experience
of medicine, will become more intimate, bringing it back
into the privacy and convenience of our homes.
And innovation will drive down costs.Yes, in some nations
government has led the way in controlling the costs of health
care, but that’s not our way. Innovators who find real solutions,
I believe, will also make a connected system affordable for us
and profitable for them: the kind of win-win that really works.

Factor #2: People with Passion, Patience, Determination
You can have all the money, all the technology, and all the
incentives and rules in the world, but it takes commitment to achieve great health IT. As David Blumenthal,
MD, MPP, past national coordinator of the Office of the
National Coordinator for Health Information Technology
wrote recently, “The exchange of information is going to
be one of the most ambitious healthcare social projects that
we ever undertake. The mapping of the human genome will
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look simple in comparison. The reason is that it’s a humanware problem, not a software problem . . . Health information exchange is a team sport. Using a football analogy, you can
be Tom Brady or Peyton Manning, but if you don’t have a
receiver down the field, you might as well not show up.”
Dr. Blumenthal’s comments appear in the 2012 Robert
Wood Johnson Foundation report “Health Information
Technology in the United States: Driving toward Delivery
System Change.” He says our industry has to overcome the
“the Toyota/BMW effect”—recognizing that asking competing hospitals in a community, or competing physician’s
practices, to send their own clients’ data to their competitors’
computer systems goes against basic business instincts.33
Seeing the bigger benefits—the health benefits for
patients—can overcome distrust and disinterest. It also
helps to remember that cost savings will flow back to you.
And that being connected will soon be part of the definition of a great hospital, a terrific doctor. Patients are coming
to expect it. Making decisions to cross old boundaries and
share data is just good business.
Enthusiasm and determination count inside an organization, too. Back in 2005, French researchers reviewed the
adoption of electronic medical records at the University
Hospital of Rennes. Motivation ranked among the key factors driving the success of the project. It takes health IT
champions who can explain the benefits over and over
again, while providing plenty of training and support, who
make things happen—people who “embrace change, contribute enthusiastically, and have the respect of their peers.”34
It takes real cultural change to connect within a practice
or a hospital—and between systems. Done right, it can make
the system stronger.
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Factor #3: Government Incentives, Not Heavy Mandates
Rules and incentives have worked to spur wider adoption of
digital records and connected systems; now it’s time for government to encourage innovation. State and federal government shouldn’t mandate everything. That’s not our culture
and it’s not what works best.
Yes, doctors and hospitals have benefited from government grants to set up digital records systems.
But where government may really make a big contribution
is with moves like the Investing in Innovation initiatives (i2)
launched by the Office of the National Coordinator for Health
Information Technology. The latest initiative asks tech innovators to create an app that will allow eye doctors to download
information and images from a variety of eye tests—all typically
stored in databases and file formats with little connectivity to
digital records—easily into patient records. The prize: $100,000.
But the rewards will go far beyond the check when an innovative solution breaks down barriers so that health care can be
delivered, with ease, in the blink of an eye.35, 36

Conclusion
If you take away only one thing from this book, I hope it is
the conviction that transforming health care through the use
of health IT is essential to building the healthcare system we
need; a system that is:
• Connected, beginning with EMRs that are part of an
HIE that follows a patient throughout her life.
• Consistent, so it can be shared through HIEs and added
to care registries and databases where it can advance our
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understanding of disease, treatment, and prevention, leading to better health for all.
• Mobile, allowing patients, physicians, and other caregivers to meet, converse, and exchange information of all
sorts from anywhere.
• Personal, achieved by giving individuals more transparent and secure access to their own data (including their
own genetic makeup) and by tapping into the masses of
data that will be generated by the technologies described
in this book, and others that have yet to be dreamed of.
No one can deny that the stakes are high. The amount
spent on health care in the United States is unsustainable.
The United States spends the highest percentage of its GDP
on health care in the world (18 percent in 2010; 19 percent
projected in 2020).37 Yet, we do not see the kind of health
outcomes that one would expect that level of expenditure
to buy. Indeed, most doctors and healthcare providers in this
country are paid to treat illness, order tests, and deliver treatment, not to ensure health. Too many hospitals put an empty
bed on the debit side of the ledger. Instead, we should see
empty hospital beds as a credit to the quality of preventive
care being delivered.
But the rewards we stand to gain are even higher. Some
rewards are financial; reducing our overall healthcare expenditures would strengthen our economy overall and ease the
financial burden on individuals and families. Private sector
companies, large and small, that participate in the healthcare
IT transformation will deserve to prosper from their contributions. Even healthcare plans and payers stand to reap
financial benefits for the effort they put into change. Better
health outcomes also have financial implications: People will
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be more productive on the job and have more discretionary
income without big pharmacy bills to pay each month.
And of course, the biggest rewards are intangible: a better
start in life for babies born to women who get good prenatal care; active, happy children who never know the clutching terror of an asthma attack; the peace of mind of women
who don’t have to fear breast cancer and men relieved of
the specter of prostate cancer; more years to spend with the
grandkids. Not to mention the satisfaction of a doctor or
nurse over a job well done, another patient well cared for.
We hold the key to all of this in our hands: information
leveraged through technology. I hope you will be motivated
to join me in using that key to open the door and step into
the transformed future of health care.
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