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Foreword

Since my foreword to the first edition of the Encyclopedia written over three years ago, the field of data min-
ing continued to grow with more researchers coming to the field from a diverse set of disciplines, including
statistics, machine learning, databases, mathematics, OR/management science, marketing, biology, physics and
chemistry, and contributing to the field by providing different perspectives on data mining for an ever-growing
set of topics.

This cross-fertilization of ideas and different perspectives assures that data mining remains a rapidly evolving
field with new areas emerging and the old ones undergoing major transformations. For example, the topic of min-
ing networked data witnessed very significant advances over the past few years, especially in the area of mining
social networks and communities of practice. Similarly, text and Web mining undergone significant evolution
over the past few years and several books and numerous papers have been recently published on these topics.

Therefore, it is important to take periodic “snapshots” of the field every few years, and this is the purpose of
the second edition of the Encyclopedia. Moreover, it is important not only to update previously published articles,
but also to provide fresh perspectives on them and other data mining topics in the form of new overviews of
these areas. Therefore, the second edition of the Encyclopedia contains the mixture of the two—revised reviews
from the first edition and new ones written specifically for the second edition. This helps the Encyclopedia to
maintain the balanced mixture of the old and the new topics and perspectives.

Despite all the progress made in the data mining field over the past 10—15 years, the field faces several im-
portant challenges, as observed by Qiang Yang and Xindong Wu in their presentation “10 Challenging Problems
in Data Mining Research” given at the IEEE ICDM Conference in December 2005 (a companion article was
published in the International Journal of Information Technology & Decision Making, 5(4) in 2006). Therefore,
interesting and challenging work lies ahead for the data mining community to address these and other challenges,
and this edition of the Encyclopedia remains what it is—a milestone on a long road ahead.

Alexander Tuzhilin
New York
December 2007
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Preface

How can a manager get out of a data-flooded “mire”? How can a confused decision maker navigate through a
“maze”? How can an over-burdened problem solver clean up a “mess”? How can an exhausted scientist bypass
a “myth”?

The answer to all of these is to employ a powerful tool known as data mining (DM). DM can turn data into
dollars; transform information into intelligence; change patterns into profit; and convert relationships into re-
sources.

As the third branch of operations research and management science (OR/MS) and the third milestone of data
management, DM can help support the third category of decision making by elevating raw data into the third
stage of knowledge creation.

The term “third” has been mentioned four times above. Let’s go backward and look at three stages of knowl-
edge creation. Managers are drowning in data (the first stage) yet starved for knowledge. A collection of data is
not information (the second stage); yet a collection of information is not knowledge! Data are full of information
which can yield useful knowledge. The whole subject of DM therefore has a synergy of its own and represents
more than the sum of its parts.

There are three categories of decision making: structured, semi-structured and unstructured. Decision making
processes fall along a continuum that range from highly structured decisions (sometimes called programmed) to
much unstructured, non-programmed decision making (Turban et al., 2006).

At one end of the spectrum, structured processes are routine, often repetitive, problems for which standard
solutions exist. Unfortunately, rather than being static, deterministic and simple, the majority of real world
problems are dynamic, probabilistic, and complex. Many professional and personal problems can be classified
as unstructured, semi-structured, or somewhere in between. In addition to developing normative models (such
as linear programming, economic order quantity) for solving structured (or programmed) problems, operation
researchers and management scientists have created many descriptive models, such as simulation and goal pro-
gramming, to deal with semi-structured tasks. Unstructured problems, however, fall into a gray area for which
there is no cut-and-dry solution. The current two branches of OR/MS often cannot solve unstructured problems
effectively.

To obtain knowledge, one must understand the patterns that emerge from information. Patterns are not just
simple relationships among data; they exist separately from information, as archetypes or standards to which
emerging information can be compared so that one may draw inferences and take action. Over the last 40 years,
the tools and techniques used to process data and information have continued to evolve from databases (DBSs) to
data warehousing (DW), to DM. DW applications, as a result, have become business-critical and can deliver
even more value from these huge repositories of data.

Certainly, there are many statistical models that have emerged over time. Earlier, machine learning has marked
a milestone in the evolution of computer science (Fayyad, Piatetsky-Shapiro, Smyth & Uthurusamy, 1996).
Although DM is still in its infancy, it is now being used in a wide range of industries and for a range of tasks
and contexts (Wang, 2006). DM is synonymous with knowledge discovery in databases, knowledge extraction,
data/pattern analysis, data archeology, data dredging, data snooping, data fishing, information harvesting, and
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business intelligence (Hand et al., 2001; Giudici, 2003; Han & Kamber, 2006). Data warehousing and mining
(DWM) is the science of managing and analyzing large datasets and discovering novel patterns within them. In
recent years, DWM has emerged as a particularly exciting and relevant area of research. Prodigious amounts
of data are now being generated in domains as diverse and elusive as market research, functional genomics, and
pharmaceuticals and intelligently analyzing them to discover knowledge is the challenge that lies ahead.

Yet managing this flood of data, and making it useful and available to decision makers has been a major
organizational challenge. We are facing and witnessing global trends (e.g. an information/knowledge-based
economy, globalization, technological advances etc.) that drive/motivate data mining and data warehousing
research and practice. These developments pose huge challenges (eg. need for faster learning, performance ef-
ficiency/effectiveness, new knowledge and innovation) and demonstrate the importance and role of DWM in
responding to and aiding this new economy through the use of technology and computing power. DWM allows
the extraction of “nuggets” or “pearls” of knowledge from huge historical stores of data. It can help to predict
outcomes of future situations, to optimize business decisions, to increase the customer relationship management,
and to improve customer satisfaction. As such, DWM has become an indispensable technology for businesses
and researchers in many fields.

The Encyclopedia of Data Warehousing and Mining (2" Edition) provides theories, methodologies, func-
tionalities, and applications to decision makers, problem solvers, and data mining professionals and researchers
in business, academia, and government. Since DWM lies at the junction of database systems, artificial intel-
ligence, machine learning and applied statistics, it has the potential to be a highly valuable area for researchers
and practitioners. Together with a comprehensive overview, The Encyclopedia of Data Warehousing and Mining
(2" Edition) offers a thorough exposure to the issues of importance in this rapidly changing field. The encyclo-
pedia also includes a rich mix of introductory and advanced topics while providing a comprehensive source of
technical, functional, and legal references to DWM.

After spending more than two years preparing this volume, using a totally peer-reviewed process, | am pleased
to see it published. Of the 324 articles, there are 214 brand-new articles and 110 updated ones that were chosen
from the 234 manuscripts in the first edition. Clearly, the need to significantly update the encyclopedia is due to
the tremendous progress in this ever-growing field. Our selection standards were very high. Each chapter was
evaluated by at least three peer reviewers; additional third-party reviews were sought in cases of controversy.
There have been numerous instances where this feedback has helped to improve the quality of the content, and
guided authors on how they should approach their topics. The primary objective of this encyclopedia is to explore
the myriad of issues regarding DWM. A broad spectrum of practitioners, managers, scientists, educators, and
graduate students who teach, perform research, and/or implement these methods and concepts, can all benefit
from this encyclopedia.

The encyclopedia contains a total of 324 articles, written by an international team of 555 experts including
leading scientists and talented young scholars from over forty countries. They have contributed great effort to
create a source of solid, practical information source, grounded by underlying theories that should become a
resource for all people involved in this dynamic new field. Let’s take a peek at a few articles:

Kamel presents an overview of the most important issues and considerations for preparing data for DM. Prac-
tical experience of DM has revealed that preparing data is the most time-consuming phase of any DM project.
Estimates of the amount of time and resources spent on data preparation vary from at least 60% to upward of
80%. In spite of this fact, not enough attention is given to this important task, thus perpetuating the idea that the
core of the DM effort is the modeling process rather than all phases of the DM life cycle.

The past decade has seen a steady increase in the number of fielded applications of predictive DM. The success
of such applications depends heavily on the selection and combination of suitable pre-processing and modeling
algorithms. Since the expertise necessary for this selection is seldom available in-house, users must either resort
to trial-and-error or consultation of experts. Clearly, neither solution is completely satisfactory for the non-ex-
pert end-users who wish to access the technology more directly and cost-effectively. Automatic and systematic
guidance is required. Giraud-Carrier, Brazdil, Soares, and Vilalta show how meta-learning can be leveraged to
provide such guidance through effective exploitation of meta-knowledge acquired through experience.
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Rugian Lu has developed a methodology of acquiring knowledge automatically based on pseudo-natural
language understanding. He has won two first class awards from the Academia Sinica and a National second
class prize. He has also won the sixth Hua Loo-keng Mathematics Prize.

Wu, McGinnity, and Prasad present a general self-organizing computing network, which have been applied
to a hybrid of numerical machine learning approaches and symbolic Al techniques to discover knowledge from
databases with a diversity of data types. The authors have also studied various types of bio-inspired intelligent
computational models and uncertainty reasoning theories. Based on the research results, the IFOMIND robot
control system won the 2005 Fourth British Computer Society’s Annual Prize for Progress towards Machine
Intelligence.

Zhang, Xu, and Wang introduce a class of new data distortion techniques based on matrix decomposition.
They pioneer use of Singular Value Decomposition and Nonnegative Matrix Factorization techniques for per-
turbing numerical data values in privacy-preserving DM. The major advantage of this class of data distortion
techniques is that they perturb the data as an entire dataset, which is different from commonly used data per-
turbation techniques in statistics.

There are often situations with large amounts of “unlabeled data” (where only the explanatory variables are
known, but the target variable is not known) and with small amounts of labeled data. As recent research in machine
learning has shown, using only labeled data to build predictive models can potentially ignore useful information
contained in the unlabeled data. Yang and Padmanabhan show how learning patterns from the entire data (labeled
plus unlabeled) can be one effective way of exploiting the unlabeled data when building predictive models.

Pratihar explains the principles of some of the non-linear Dimensionality Reduction (DR) techniques, namely
Sammon’s Non-Linear Mapping (NLM), VISOR algorithm, Self-Organizing Map (SOM) and Genetic Algorithm
(GA)-Like Technique. Their performances have been compared in terms of accuracy in mapping, visibility
and computational complexity on a test function — Schaffer’s F1. The author had proposed the above GA-like
Technique, previously.

A lot of projected clustering algorithms that focus on finding specific projection for each cluster have been
proposed very recently. Deng and Wu found in their study that, besides distance, the closeness of points in dif-
ferent dimensions also depends on the distributions of data along those dimensions. Based on this finding, they
propose a projected clustering algorithm, IPROCLUS (Improved PROCLUS), which is efficient and accurate
in handling data in high dimensional space. According to the experimental results on real biological data, their
algorithm shows much better accuracy than PROCLUS.

Meisel and Mattfeld highlight and summarize the state of the art in attempts to gain synergies from integrat-
ing DM and Operations Research. They identify three basic ways of integrating the two paradigms as well as
discuss and classify, according to the established framework, recent publications on the intersection of DM and
Operations Research.

Yuksektepe and Turkay present a new data classification method based on mixed-integer programming. Tra-
ditional approaches that are based on partitioning the data sets into two groups perform poorly for multi-class
data classification problems. The proposed approach is based on the use of hyper-boxes for defining boundaries
of the classes that include all or some of the points in that set. A mixed-integer programming model is developed
for representing existence of hyper-boxes and their boundaries.

Reddy and Rajaratnam give an overview of the Expectation Maximization (EM) algorithm, deriving its theo-
retical properties, and discussing some of the popularly used global optimization methods in the context of this
algorithm. In addition the article provides details of using the EM algorithm in the context of the finite mixture
models, as well as a comprehensive set of derivations in the context of Gaussian mixture models. Also, it shows
some comparative results on the performance of the EM algorithm when used along with popular global optimiza-
tion methods for obtaining maximum likelihood estimates and the future research trends in the EM literature.

Smirnov, Pashkin, Levashova, Kashevnik, and Shilov describe usage of an ontology-based context model for
decision support purposes and document ongoing research in the area of intelligent decision support based on
context-driven knowledge and information integration from distributed sources. Within the research the context
is used for representation of a decision situation to the decision maker and for support of the decision maker in
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solving tasks typical for the presented situation. The solutions and the final decision are stored in the user profile
for further analysis via decision mining to improve the quality of the decision support process.

Corresponding to Feng, XML-enabled association rule framework extends the notion of associated items to
XML fragments to present associations among trees rather than simple-structured items of atomic values. They
are more flexible and powerful in representing both simple and complex structured association relationships
inherent in XML data. Compared with traditional association mining in the well-structured world, mining from
XML data, however, is confronted with more challenges due to the inherent flexibilities of XML in both structure
and semantics. To make XML-enabled association rule mining truly practical and computationally tractable,
template-guided mining of association rules from large XML data must be developed.

With the XML becoming a standard for representing business data, a new trend toward XML DW has been
emerging for a couple of years, as well as efforts for extending the XQuery language with near-OLAP capabili-
ties. Mahboubi, Hachicha, and Darmont present an overview of the major XML warehousing approaches, as
well as the existing approaches for performing OLAP analyses over XML data. They also discuss the issues and
future trends in this area and illustrate this topic by presenting the design of a unified, XML DW architecture
and a set of XOLAP operators.

Due to the growing use of XML data for data storage and exchange, there is an imminent need for develop-
ing efficient algorithms to perform DM on semi-structured XML data. However, the complexity of its structure
makes mining on XML much more complicated than mining on relational data. Ding discusses the problems
and challenges in XML DM and provides an overview of various approaches to XML mining.

Pon, Cardenas, and Buttler address the unique challenges and issues involved in personalized online news
recommendation, providing background on the shortfalls of existing news recommendation systems, traditional
document adaptive filtering, as well as document classification, the need for online feature selection and efficient
streaming document classification, and feature extraction algorithms. In light of these challenges, possible ma-
chine learning solutions are explored, including how existing techniques can be applied to some of the problems
related to online news recommendation.

Clustering is a DM technique to group a set of data objects into classes of similar data objects. While Peer-
to-Peer systems have emerged as a new technique for information sharing on Internet, the issues of peer-to-peer
clustering have been considered only recently. Li and Lee discuss the main issues of peer-to-peer clustering and
reviews representation models and communication models which are important in peer-to-peer clustering.

Users must often refine queries to improve search result relevancy. Query expansion approaches help users
with this task by suggesting refinement terms or automatically modifying the user’s query. Finding refinement
terms involves mining a diverse range of data including page text, query text, user relevancy judgments, histori-
cal queries, and user interaction with the search results. The problem is that existing approaches often reduce
relevancy by changing the meaning of the query, especially for the complex ones, which are the most likely to
need refinement. Fortunately, the most recent research has begun to address complex queries by using semantic
knowledge and Crabtree’s paper provides information about the developments of this new research.

Li addresses web presence and evolution through web log analysis, a significant challenge faced by elec-
tronic business and electronic commerce given the rapid growth of the WWW and the intensified competition.
Techniques are presented to evolve the web presence and to produce ultimately a predictive model such that the
evolution of a given web site can be categorized under its particular context for strategic planning. The analysis
of web log data has opened new avenues to assist the web administrators and designers to establish adaptive
web presence and evolution to fit user requirements.

It is of great importance to process the raw web log data in an appropriate way, and identify the target infor-
mation intelligently. Huang, An, and Liu focus on exploiting web log sessions, defined as a group of requests
made by a single user for a single navigation purpose, in web usage mining. They also compare some of the
state-of-the-art techniques in identifying log sessions from Web servers, and present some applications with
various types of Web log data.

Yang has observed that it is hard to organize a website such that pages are located where users expect to find
them. Through web usages mining, the authors can automatically discover pages in a website whose location
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is different from where users expect to find them. This problem of matching website organization with user
expectations is pervasive across most websites.

The Semantic Web technologies provide several solutions concerning the retrieval of Semantic Web Docu-
ments (SWDs, mainly, ontologies), which however presuppose that the query is given in a structured way - using
a formal language - and provide no advanced means for the (semantic) alignment of the query to the contents
of the SWDs. Kotis reports on recent research towards supporting users to form semantic queries — requiring
no knowledge and skills for expressing queries in a formal language - and to retrieve SWDs whose content is
similar to the queries formed.

Zhu, Nie, and Zhang noticed that extracting object information from the Web is of significant importance.
However, the diversity and lack of grammars of Web data make this task very challenging. Statistical \Web object
extraction is a framework based on statistical machine learning theory. The potential advantages of statistical
Web object extraction models lie in the fact that Web data have plenty of structure information and the attributes
about an object have statistically significant dependencies. These dependencies can be effectively incorporated
by developing an appropriate graphical model and thus result in highly accurate extractors.

Borges and Levene advocate the use of Variable Length Markov Chains (VLMC) models for Web usage
mining since they provide a compact and powerful platform for Web usage analysis. The authors review recent
research methods that build VLMC models, as well as methods devised to evaluate both the prediction power
and the summarization ability of a VLMC model induced from a collection of navigation sessions. Borges and
Levene suggest that due to the well established concepts from Markov chain theory that underpin VLMC models,
they will be capable of providing support to cope with the new challenges in Web mining.

With the rapid growth of online information (i.e. web sites, textual document) text categorization has become
one of the key techniques for handling and organizing data in textual format. First fundamental step in every
activity of text analysis is to transform the original file in a classical database, keeping the single words as vari-
ables. Cerchiello presents the current state of the art, taking into account all the available classification methods
and offering some hints on the more recent approaches. Also, Song discusses issues and methods in automatic
text categorization, which is the automatic assigning of pre-existing category labels to a group of documents.
The article reviews the major models in the field, such as naive Bayesian classifiers, decision rule classifiers,
the k-nearest neighbor algorithm, and support vector machines. It also outlines the steps requires to prepare a
text classifier and touches on related issues such as dimensionality reduction and machine learning techniques.

Sentiment analysis refers to the classification of texts based on the sentiments they contain. It is an emerging
research area in text mining and computational linguistics, and has attracted considerable research attention in
the past few years. Leung and Chan introduce a typical sentiment analysis model consisting of three core steps,
namely data preparation, review analysis and sentiment classification, and describes representative techniques
involved in those steps.

Yu, Tungare, Fan, Pérez-Quifiones, Fox, Cameron, and Cassel describe text classification on a specific
information genre, one of the text mining technologies, which is useful in genre-specific information search.
Their particular interest is on course syllabus genre. They hope their work is helpful for other genre-specific
classification tasks.

Hierarchical models have been shown to be effective in content classification. However, an empirical study
has shown that the performance of a hierarchical model varies with given taxonomies; even a semantically
sound taxonomy has potential to change its structure for better classification. Tang and Liu elucidate why a
given semantics-based hierarchy may not work well in content classification, and how it could be improved for
accurate hierarchical classification.

Serrano and Castillo present a survey on the most recent methods to index documents written in natural lan-
guage to be dealt by text mining algorithms. Although these new indexing methods, mainly based of hyperspaces
of word semantic relationships, are a clear improvement on the traditional “bag of words” text representation,
they are still producing representations far away from the human mind structures. Future text indexing methods
should take more aspects from human mind procedures to gain a higher level of abstraction and semantic depth
to success in free-text mining tasks.
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Pan presents recent advances in applying machine learning and DM approaches to extract automatically
explicit and implicit temporal information from natural language text. The extracted temporal information in-
cludes, for example, events, temporal expressions, temporal relations, (vague) event durations, event anchoring,
and event orderings.

Saxena, Kothari, and Pandey present a brief survey of various techniques that have been used in the area of
Dimensionality Reduction (DR). In it, evolutionary computing approach in general, and Genetic Algorithm in
particular have been used as approach to achieve DR.

Huang, Krneta, Lin, and Wu describe the notion of Association Bundle Identification. Association bundles
were presented by Huang et al. (2006) as a new pattern of association for DM. On applications such as the Market
Basket Analysis, association bundles can be compared to, but essentially distinguished from the well-established
association rules. Association bundles present meaningful and important associations that association rules un-
able to identify.

Bartik and Zendulka analyze the problem of association rule mining in relational tables. Discretization of
quantitative attributes is a crucial step of this process. Existing discretization methods are summarized. Then, a
method called Average Distance Based Method, which was developed by the authors, is described in detail. The
basic idea of the new method is to separate processing of categorical and quantitative attributes. A new measure
called average distance is used during the discretization process.

Leung provides a comprehensive overview of constraint-based association rule mining, which aims to find
interesting relationships—represented by association rules that satisfy user-specified constraints—among items in
a database of transactions. The author describes what types of constraints can be specified by users and discusses
how the properties of these constraints can be exploited for efficient mining of interesting rules.

Pattern discovery was established for second order event associations in early 90°s by the authors’ research
group (Wong, Wang, and Li). A higher order pattern discovery algorithm was devised in the mid 90s for discrete-
valued data sets. The discovered high order patterns can then be used for classification. The methodology was
later extended to continuous and mixed-mode data. Pattern discovery has been applied in numerous real-world
and commercial applications and is an ideal tool to uncover subtle and useful patterns in a database.

Liand Ng discuss the Positive Unlabelled learning problem. In practice, it is costly to obtain the class labels for
large sets of training examples, and oftentimes the negative examples are lacking. Such practical considerations
motivate the development of a new set of classification algorithms that can learn from a set of labeled positive
examples P augmented with a set of unlabeled examples U. Four different techniques, S-EM, PEBL, Roc-SVM
and LPLP, have been presented. Particularly, LPLP method was designed to address a real-world classification
application where the size of positive examples is small.

The classification methodology proposed by Yen aims at using different similarity information matrices
extracted from citation, author, and term frequency analysis for scientific literature. These similarity matrices
were fused into one generalized similarity matrix by using parameters obtained from a genetic search. The final
similarity matrix was passed to an agglomerative hierarchical clustering routine to classify the articles. The work,
synergistically integrates multiple similarity information, showed that the proposed method was able to identify
the main research disciplines, emerging fields, major contributing authors and their area of expertise within the
scientific literature collection.

As computationally intensive experiments are increasingly found to incorporate massive data from multiple
sources, the handling of original data, the derived data and all intermediate datasets became challenging. Data
provenance is a special kind of Metadata that holds information about who did what and when. Sorathia and
Maitra discuss various methods, protocols and system architecture for data provenance. It provides insights
about how data provenance can affect decisions for utilization. From recent research perspective, it introduces
how grid based data provenance can provide effective solution for data provenance even in Service Orientation
Paradigm.

The practical usages of Frequent Pattern Mining (FPM) algorithms in knowledge mining tasks are still lim-
ited due to the lack of interpretability caused from the enormous output size. Conversely, we observed recently
a growth of interest in FPM community to summarize the output of an FPM algorithm and obtain a smaller set
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of patterns that is non-redundant, discriminative, and representative (of the entire pattern set). Hasan surveys
different summarization techniques with a comparative discussion among their benefits and limitations.

Data streams are usually generated in an online fashion characterized by huge volume, rapid unpredictable
rates, and fast changing data characteristics. Dang, Ng, Ong, and Lee discuss this challenge in the context of
finding frequent sets from transactional data streams. In it, some effective methods are reviewed and discussed,
in three fundamental mining models for data stream environments: landmark window, forgetful window and
sliding window models.

Research in association rules mining has initially concentrated in solving the obvious problem of finding
positive association rules; that is, rules among items that remain in the transactions. It was only several years
after that the possibility of finding also negative association rules was investigated, based though on the absence
of items from transactions. loannis gives an overview of the works having engaged with the subject until now
and present a novel view for the definition of negative influence among items, where the choice of one item can
trigger the removal of another one.

Lin and Tseng consider mining generalized association rules in an evolving environment. They survey dif-
ferent strategies incorporating the state-of-the-art techniques in dealing with this problem and investigate how
to update efficiently the discovered association rules when there is transaction update to the database along with
item taxonomy evolution and refinement of support constraint.

Feature extraction/selection has received considerable attention in various areas for which thousands of features
are available. The main objective of feature extraction/selection is to identify a subset of feature that are most
predictive or informative of a given response variable. Successful implementation of feature extraction/selec-
tion not only provides important information for prediction or classification, but also reduces computational and
analytical efforts for the analysis of high-dimensional data. Kim presents various feature extraction/selection
methods, along with some real examples.

Feature interaction presents a challenge to feature selection for classification. A feature by itself may have
little correlation with the target concept, but when it is combined with some other features; they can be strongly
correlated with the target concept. Unintentional removal of these features can result in poor classification
performance. Handling feature interaction could be computationally intractable. Zhao and Liu provide a com-
prehensive study for the concept of feature interaction and present several existing feature selection algorithms
that apply feature interaction.

Francois addresses the problem of feature selection in the context of modeling the relationship between ex-
planatory variables and target values, which must be predicted. It introduces some tools, general methodology
to be applied on it and identifies trends and future challenges.

Datasets comprising of many features can lead to serious problems, like low classification accuracy. To ad-
dress such problems, feature selection is used to select a small subset of the most relevant features. The most
widely used feature selection approach is the wrapper, which seeks relevant features by employing a classifier
in the selection process. Chrysostomou, Lee, Chen, and Liu present the state of the art of the wrapper feature
selection process and provide an up-to-date review of work addressing the limitations of the wrapper and im-
proving its performance.

Lisi considers the task of mining multiple-level association rules extended to the more complex case of hav-
ing an ontology as prior knowledge. This novel problem formulation requires algorithms able to deal actually
with ontologies, i.e. without disregarding their nature of logical theories equipped with a formal semantics. Lisi
describes an approach that resorts to the methodological apparatus of that logic-based machine learning form
known under the name of Inductive Logic Programming, and to the expressive power of those knowledge rep-
resentation frameworks that combine logical formalisms for databases and ontologies.

Arslan presents a unifying view for many sequence alignment algorithms in the literature proposed to guide
the alignment process. Guiding finds its true meaning in constrained sequence alignment problems, where
constraints require inclusion of known sequence motifs. Arslan summarizes how constraints have evolved from
inclusion of simple subsequence motifs to inclusion of subsequences within a tolerance, then to more general
regular expression-described motif inclusion, and to inclusion of motifs described by context free grammars.
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Xiong, Wang, and Zhang introduce a novel technique to alignment manifolds so as to learn the correspon-
dence relationship in data. The authors argue that it will be more advantageous if they can guide the alignment
by relative comparison, which is well defined frequently and easy to obtain. The authors show how this problem
can be formulated as an optimization procedure. To make the solution tractable, they further re-formulated it as
a convex semi-definite programming problem.

Time series data are typically generated by measuring and monitoring applications and plays a central role
in predicting the future behavior of systems. Since time series data in its raw form contain no usable structure,
it is often segmented to generate a high-level data representation that can be used for prediction. Chundi, and
Rosenkrantz discuss the segmentation problem and outline the current state-of-the-art in generating segmenta-
tions for the given time series data.

Customer segmentation is the process of dividing customers into distinct subsets (segments or clusters) that
behave in the same way or have similar needs. There may exist natural behavioral patterns in different groups
of customers or customer transactions. Yang discusses research on using behavioral patterns to segment custom-
ers.

Along the lines of Wright and Stashuk, quantization based schemes seemingly discard important data by
grouping individual values into relatively large aggregate groups; the use of fuzzy and rough set tools helps to
recover a significant portion of the data lost by performing such a grouping. If quantization is to be used as the
underlying method of projecting continuous data into a form usable by a discrete-valued knowledge discovery
system, it is always useful to evaluate the benefits provided by including a representation of the vagueness de-
rived from the process of constructing the quantization bins.

Lin provides a comprehensive coverage for one of the important problems in DM: sequential pattern min-
ing, especially in the aspect of time constraints. It gives an introduction to the problem, defines the constraints,
reviews the important algorithms for the research issue and discusses future trends.

Chen explores the subject of clustering time series, concentrating specially on the area of subsequence time
series clustering; dealing with the surprising recent result that the traditional method used in this area is meaning-
less. He reviews the results that led to this startling conclusion, reviews subsequent work in the literature dealing
with this topic, and goes on to argue that two of these works together form a solution to the dilemma.

Qiu and Malthouse summarize the recent developments in cluster analysis for categorical data. The traditional
latent class analysis assumes that manifest variables are independent conditional on the cluster identity. This
assumption is often violated in practice. Recent developments in latent class analysis relax this assumption by
allowing for flexible correlation structure for manifest variables within each cluster. Applications to real datasets
provide easily interpretable results.

Learning with Partial Supervision (LPS) aims at combining labeled and unlabeled data to boost the accuracy
of classification and clustering systems. The relevance of LPS is highly appealing in applications where only a
small ratio of labeled data and a large number of unlabeled data are available. LPS strives to take advantage of
traditional clustering and classification machineries to deal with labeled data scarcity. Bouchachia introduces
LPS and outlines the different assumptions and existing methodologies concerning it.

Wei, Li, and Li introduce a novel learning paradigm called enclosing machine learning for DM. The new
learning paradigm is motivated by two cognition principles of human being, which are cognizing things of the
same kind and, recognizing and accepting things of a new kind easily. The authors made a remarkable contribu-
tion setting up a bridge that connects the cognition process understanding, with mathematical machine learning
tools under the function equivalence framework.

Bouguettayaand Yu focus on investigating the behavior of agglomerative hierarchical algorithms. They further
divide these algorithms into two major categories: group based and single-object based clustering methods. The
authors choose UPGMA and SLINK as the representatives of each category and the comparison of these two
representative techniques could also reflect some similarity and difference between these two sets of clustering
methods. Experiment results show a surprisingly high level of similarity between the two clustering techniques
under most combinations of parameter settings.
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In an effort to achieve improved classifier accuracy, extensive research has been conducted in classifier en-
sembles. Cluster ensembles offer a solution to challenges inherent to clustering arising from its ill-posed nature.
Domeniconi and Razgan discuss recent developments in ensemble methods for clustering.

Tsoumakas and Vlahavas introduce the research area of Distributed DM (DDM). They present the state-
of-the-art DDM methods for classification, regression, association rule mining and clustering and discuss the
application of DDM methods in modern distributed computing environments such as the Grid, peer-to-peer
networks and sensor networks.

Wau, Xiong, and Chen highlight the relationship between the clustering algorithms and the distribution of
the “true” cluster sizes of the data. They demonstrate that k-means tends to show the uniform effect on clusters,
whereas UPGMA tends to take the dispersion effect. This study is crucial for the appropriate choice of the clus-
tering schemes in DM practices.

Huang describes k-modes, a popular DM algorithm for clustering categorical data, which is an extension to
k-means with modifications on the distance function, representation of cluster centers and the method to update
the cluster centers in the iterative clustering process. Similar to k-means, the k-modes algorithm is easy to use and
efficient in clustering large data sets. Other variants are also introduced, including the fuzzy k-modes for fuzzy
cluster analysis of categorical data, k-prototypes for clustering mixed data with both numeric and categorical
values, and W-k-means for automatically weighting attributes in k-means clustering.

Xiong, Steinbach, Tan, Kumar, and Zhou describe a pattern preserving clustering method, which produces
interpretable and usable clusters. Indeed, while there are strong patterns in the data---patterns that may be a key
for the analysis and description of the data---these patterns are often split among different clusters by current
clustering approaches, since clustering algorithms have no built in knowledge of these patterns and may often
have goals that are in conflict with preserving patterns. To that end, their focus is to characterize (1) the benefits
of pattern preserving clustering and (2) the most effective way of performing pattern preserving clustering.

Semi-supervised clustering uses the limited background knowledge to aid unsupervised clustering algo-
rithms. Recently, a kernel method for semi-supervised clustering has been introduced. However, the setting of
the kernel’s parameter is left to manual tuning, and the chosen value can largely affect the quality of the results.
Yan and Domeniconi derive a new optimization criterion to automatically determine the optimal parameter of an
RBF kernel, directly from the data and the given constraints. The proposed approach integrates the constraints
into the clustering objective function, and optimizes the parameter of a Gaussian kernel iteratively during the
clustering process.

Vilalta and Stepinski propose a new approach to external cluster validation based on modeling each cluster
and class as a probabilistic distribution. The degree of separation between both distributions can then be measured
using an information-theoretic approach (e.g., relative entropy or Kullback-Leibler distance). By looking at each
cluster individually, one can assess the degree of novelty (large separation to other classes) of each cluster, or
instead the degree of validation (close resemblance to other classes) provided by the same cluster.

Casado, Pacheco, and Nufiez have designed a new technique based on the metaheuristic strategy Tabu Search
for variable selection for classification, in particular for discriminant analysis and logistic regression. There are
very few key references on the selection of variables for their use in discriminant analysis and logistic regres-
sion. For this specific purpose only the Stepwise, Backward and Forward methods, can be found in the literature.
These methods are simple and they are not very efficient when there are many original variables.

Ensemble learning is an important method of deploying more than one learning model to give improved
predictive accuracy for a given learning problem. Rooney, Patterson, and Nugent describe how regression based
ensembles are able to reduce the bias and/or variance of the generalization error and review the main techniques
that have been developed for the generation and integration of regression based ensembles.

Dominik, Walczak, and Wojciechowski evaluate performance of the most popular and effective classifiers
with graph structures, on two kinds of classification problems from different fields of science: computational
chemistry, chemical informatics (chemical compounds classification) and information science (web documents
classification).
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Tong, Koren, and Faloutsos study asymmetric proximity measures on directed graphs, which quantify the
relationships between two nodes. Their proximity measure is based on the concept of escape probability. This
way, the authors strive to summarize the multiple facets of nodes-proximity, while avoiding some of the pitfalls
to which alternative proximity measures are susceptible. A unique feature of the measures is accounting for the
underlying directional information. The authors put a special emphasis on computational efficiency, and develop
fast solutions that are applicable in several settings and they show the usefulness of their proposed direction-
aware proximity method for several applications.

Classification models and in particular binary classification models are ubiquitous in many branches of sci-
ence and business. Model performance assessment is traditionally accomplishing by using metrics, derived from
the confusion matrix or contingency table. It has been observed recently that Receiver Operating Characteristic
(ROC) curves visually convey the same information as the confusion matrix in much more intuitive and robust
fashion. Hamel illustrates how ROC curves can be deployed for model assessment to provide a much deeper
and perhaps more intuitive analysis of classification models.

Molecular classification involves the classification of samples into groups of biological phenotypes based
on data obtained from microarray experiments. The high-dimensional and multiclass nature of the classification
problem demands work on two specific areas: (1) feature selection (FS) and (2) decomposition paradigms. Ooi
introduces a concept called differential prioritization, which ensures that the optimal balance between two FS
criteria, relevance and redundancy, is achieved based on the number of classes in the classification problem.

Incremental learning is a learning strategy that aims at equipping learning systems with adaptively, which
allows them to adjust themselves to new environmental conditions. Usually, it implicitly conveys an indication
to future evolution and eventually self correction over time as new events happen, new input becomes available,
or new operational conditions occur. Bouchachia brings in incremental learning, discusses the main trends of
this subject and outlines some of the contributions of the author.

Sheng and Ling introduce the theory of the cost-sensitive learning. The theory focuses on the most com-
mon cost (i.e. misclassification cost), which plays the essential role in cost-sensitive learning. Without loss of
generality, the authors assume binary classification in this article. Based on the binary classification, they infer
that the original cost matrix in real-world applications can always be converted to a simpler one with only false
positive and false negative costs.

Thomopoulos focuses on the cooperation of heterogeneous knowledge for the construction of a domain ex-
pertise. A two-stage method is proposed: First, verifying expert knowledge (expressed in the conceptual graph
model) by experimental data (in the relational model) and second, discovering unexpected knowledge to refine
the expertise. A case study has been carried out to further explain the use of this method.

Recupero discusses the graph matching problem and related filtering techniques. It introduces GrepV'S, a new
fast graph matching algorithm, which combines filtering ideas from other well-known methods in literature. The
chapter presents details on hash tables and the Berkeley DB, used to store efficiently nodes, edges and labels.
Also, it compares GrepVS filtering and matching phases with the state of the art graph matching algorithms.

Recent technological advances in 3D digitizing, non-invasive scanning, and interactive authoring have
resulted in an explosive growth of 3D models. There is a critical need to develop new mining techniques for
facilitating the indexing, retrieval, clustering, comparison, and analysis of large collections of 3D models. Shen
and Makedon describe a computational framework for mining 3D objects using shape features, and addresses
important shape modeling and pattern discovery issues including spherical harmonic surface representation,
shape registration, and surface-based statistical inferences. The mining results localize shape changes between
groups of 3D objects.

In Zhao and Yao’s opinion, while many DM models concentrate on automation and efficiency, interactive
DM models focus on adaptive and effective communications between human users and computer systems. The
crucial point is not how intelligent users are, or how efficient systems are, but how well these two parts can be
connected, adapted, understood and trusted. Some fundamental issues including processes and forms of interac-
tive DM, as well as complexity of interactive DM systems are discussed in this article.

Rivero, Rabufal, Dorado, and Pazos describe an application of Evolutionary Computation (EC) tools to
develop automatically Artificial Neural Networks (ANNs). It also describes how EC techniques have already
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been used for this purpose. The technique described in this article allows both design and training of ANNSs,
applied to the solution of three well-known problems. Moreover, this tool makes the simplification of ANNs to
obtain networks with a small number of neurons. Results show how this technique can produce good results in
solving DM problems.

Almost all existing DM algorithms have been manually designed. As a result, in general they incorporate
human biases and preconceptions in their designs. Freitas and Pappa propose an alternative approach to the
design of DM algorithms, namely the automatic creation of DM algorithms by Genetic Programming — a type
of Evolutionary Algorithm. This approach opens new avenues for research, providing the means to design novel
DM algorithms that are less limited by human biases and preconceptions, as well as the opportunity to create
automatically DM algorithms tailored to the data being mined.

Gama and Rodrigues present the new model of data gathering from continuous flows of data. What distin-
guishes current data sources from earlier ones are the continuous flow of data and the automatic data feeds. The
authors do not just have people who are entering information into a computer. Instead, they have computers
entering data into one another. Major differences are pointed out between this model and previous ones. Also,
the incremental setting of learning from a continuous flow of data is introduced by the authors.

The personal name problem is the situation where the authenticity, ordering, gender, and other information
cannot be determined correctly and automatically for every incoming personal name. On this paper topics as
the evaluation of, and selection from five very different approaches and the empirical comparisons of multiple
phonetics and string similarity techniques for the personal name problem, are remarkably addressed by Phua,
Lee, and Smith-Miles.

Lo and Khoo present software specification mining, where novel and existing DM and machine learning
techniques are utilized to help recover software specifications which are often poorly documented, incomplete,
outdated or even missing. These mined specifications can aid software developers in understanding existing
systems, reducing software costs, detecting faults and improving program dependability.

Cooper and Zito investigate the statistical properties of the databases generated by the IBM QUEST program.
Motivated by the claim (also supported empirical evidence) that item occurrences in real life market basket
databases follow a rather different pattern, we propose an alternative model for generating artificial data.

Software metrics-based quality estimation models include those that provide a quality-based classification of
program modules and those that provide a quantitative prediction of a quality factor for the program modules.
In this article, two count models, Poisson regression model (PRM) and zero-inflated Poisson (ZIP) regression
model, are developed and evaluated by Gao and Khoshgoftaar from those two aspects for a full-scale industrial
software system.

Software based on the Variable Precision Rough Sets model (VPRS) and incorporating resampling techniques
is presented by Griffiths and Beynon as a modern DM tool. The software allows for data analysis, resulting
in a classifier based on a set of “if ... then ..." decision rules. It provides analysts with clear illustrative graphs
depicting ‘veins’ of information within their dataset, and resampling analysis allows for the identification of the
most important descriptive attributes within their data.

Program comprehension is a critical task in the software life cycle. loannis addresses an emerging field, namely
program comprehension through DM. Many researchers consider the specific task to be one of the “hottest” ones
nowadays, with large financial and research interest.

The bioinformatics example already approached in the 1e of the present volume is here addressed by Liberati
in a novel way, joining two methodologies developed in different fields, namely minimum description length
principle and adaptive Bayesian networks, to implement a new mining tool. The novel approach is then com-
pared with the previous one, showing pros and cons of the two, thus inducing that a combination of the new
technique together with the one proposed in the previous edition is the best approach to face the many aspects
of the problem.

Integrative analysis of biological data from multiple heterogeneous sources has been employed for a short
while with some success. Different DM techniques for such integrative analyses have been developed (which
should not be confused with attempts at data integration). Moturu, Parsons, Zhao, and Liu summarize effectively
these techniques in an intuitive framework while discussing the background and future trends for this area.
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Bhatnagar and Gupta cover in chronological order, the evolution of the formal “KDD process Model”, both
at the conceptual and practical level. They analyze the strengths and weaknesses of each model and provide the
definitions of some of the related terms.

Cheng and Shih present an improved feature reduction method in the combinational input and feature space
for Support Vector Machines (SVM). In the input space, they select a subset of input features by ranking their
contributions to the decision function. In the feature space, features are ranked according to the weighted support
vector in each dimension. By combining both input and feature space, Cheng and Shih develop a fast non-linear
SVM without a significant loss in performance.

Im and Ras discuss data security in DM. In particular, they describe the problem of confidential data recon-
struction by Chase in distributed knowledge discovery systems, and discuss protection methods.

In problems which possibly involve much feature interactions, attribute evaluation measures that estimate
the quality of one feature independently of the context of other features measures are not appropriate. Robnik-
Sikonja provides and overviews those measures, which are based on the Relief algorithm, taking context into
account through distance between the instances.

Kretowski and Grzes present an evolutionary approach to induction of decision trees. The evolutionary in-
ducer generates univariate, oblique and mixed trees, and in contrast to classical top-down methods, the algorithm
searches for an optimal tree in a global manner. Development of specialized genetic operators allow the system
exchange tree parts, generate new sub-trees, prune existing ones as well as change the node type and the tests.
A flexible fitness function enables a user to control the inductive biases, and globally induced decision trees are
generally simpler with at least the same accuracy as typical top-down classifiers.

Li, Ye, and Kambhamettu present a very general strategy---without assumption of image alignment---for
image representation via interest pixel mining. Under the assumption of image alignment, they have intensive
studies on linear discriminant analysis. One of their papers, “A two-stage linear discriminant analysis via QR-
decomposition”, was awarded as a fast-breaking paper by Thomson Scientific in April 2007.

As a part of preprocessing and exploratory data analysis, visualization of the data helps to decide which kind
of DM method probably leads to good results or whether outliers need to be treated. Rehm, Klawonn, and Kruse
present two efficient methods of visualizing high-dimensional data on a plane using a new approach.

Yuan and Wu discuss the problem of repetitive pattern mining in multimedia data. Initially, they explain the
purpose of mining repetitive patterns and give examples of repetitive patterns appearing in image/video/audio
data accordingly. Finally, they discuss the challenges of mining such patterns in multimedia data, and the differ-
ences from mining traditional transaction and text data. The major components of repetitive pattern discovery
are discussed, together with the state-of-the-art techniques.

Tsinaraki and Christodoulakis discuss semantic multimedia retrieval and filtering. Since the MPEG-7 is
the dominant standard in multimedia content description, they focus on MPEG-7 based retrieval and filtering.
Finally, the authors present the MPEG-7 Query Language (MP7QL), a powerful query language that they have
developed for expressing queries on MPEG-7 descriptions, as well asan MP7QL compatible Filtering and Search
Preferences (FASP) model. The data model of the MP7QL is the MPEG-7 and its output format is MPEG-7,
thus guaranteeing the closure of the language. The MP7QL allows for querying every aspect of an MPEG-7
multimedia content description.

Richard presents some aspects of audio signals automatic indexing with a focus on music signals. The goal
of this field is to develop techniques that permit to extract automatically high-level information from the digital
raw audio to provide new means to navigate and search in large audio databases. Following a brief overview
of audio indexing background, the major building blocks of a typical audio indexing system are described and
illustrated with a number of studies conducted by the authors and his colleagues.

With the progress in computing, multimedia data becomes increasingly important to DW. Audio and speech
processing is the key to the efficient management and mining of these data. Tan provides in-depth coverage of
audio and speech DM and reviews recent advances.

Li presents how DW techniques can be used for improving the quality of association mining. It introduces
two important approaches. The first approach requests users to inputs meta-rules through data cubes to describe
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desired associations between data items in certain data dimensions. The second approach requests users to pro-
vide condition and decision attributes to find desired associations between data granules. The author has made
significant contributions to the second approach recently. He is an Associate Editor of the International Journal
of Pattern Recognition and Artificial Intelligence and an Associate Editor of the IEEE Intelligent Informatics
Bulletin.

Data cube compression arises from the problem of gaining access and querying massive multidimensional
datasets stored in networked data warehouses. Cuzzocrea focuses on state-of-the-art data cube compression
techniques and provides a theoretical review of such proposals, by putting in evidence and criticizing the com-
plexities of the building, storing, maintenance, and query phases.

Conceptual modeling is widely recognized to be the necessary foundation for building a database that is well-
documented and fully satisfies the user requirements. Although UML and Entity/Relationship are widespread
conceptual models, they do not provide specific support for multidimensional modeling. In order to let the user
verify the usefulness of a conceptual modeling step in DW design, Golfarelli discusses the expressivity of the
Dimensional Fact Model, a graphical conceptual model specifically devised for multidimensional design.

Tu introduces the novel technique of automatically tuning database systems based on feedback control loops
viarigorous system modeling and controller design. He has also worked on performance analysis of peer-to-peer
systems, QoS-aware query processing, and data placement in multimedia databases.

Currently researches focus on particular aspects of a DW development and none of them proposed a system-
atic design approach that takes into account the end-user requirements. Nabli, Feki, Ben-Abdallah, and Gargouri
present a four-step DM/DW conceptual schema design approach that assists the decision maker in expressing
their requirements in an intuitive format; automatically transforms the requirements into DM star schemes; auto-
matically merges the star schemes to construct the DW schema; and maps the DW schema to the data source.

Current data warehouses include a time dimension that allows one to keep track of the evolution of measures
under analysis. Nevertheless, this dimension cannot be used for indicating changes to dimension data. Malinowski
and Zimanyi present a conceptual model for designing temporal data warehouses based on the research in tempo-
ral databases. The model supports different temporality types, i.e., lifespan, valid time, transaction time coming
from source systems, and loading time, generated in a data warehouse. This support is used for representing
time-varying levels, dimensions, hierarchies, and measures.

\erykios investigates a representative cluster of research issues falling under the broader area of privacy
preserving DM, which refers to the process of mining the data without impinging on the privacy of the data at
hand. The specific problem targeted in here is known as association rule hiding and concerns to the process of
applying certain types of modifications to the data in such a way that a certain type of knowledge (the associa-
tion rules) escapes the mining.

The development of DM has the capacity of compromise privacy in ways not previously possible, an issue
not only exacerbated through inaccurate data and ethical abuse but also by a lagging legal framework which
struggles, at times, to catch up with technological innovation. Wahlstrom, Roddick, Sarre, Estivill-Castro and
Vries explore the legal and technical issues of privacy preservation in DM.

Given large data collections of person-specific information, providers can mine data to learn patterns, models,
and trends that can be used to provide personalized services. The potential benefits of DM are substantial, but the
analysis of sensitive personal data creates concerns about privacy. Oliveira addresses the concerns about privacy,
data security, and intellectual property rights on the collection and analysis of sensitive personal data.

With the advent of the information explosion, it becomes crucial to support intelligent personalized retrieval
mechanisms for users to identify the results of a manageable size satisfying user-specific needs. To achieve
this goal, it is important to model user preference and mine preferences from implicit user behaviors (e.g., user
clicks). Hwang discusses recent efforts to extend mining research to preference and identify goals for the future
works.

According to Gonzalez Cisaro & Nigro, due to the complexity of nowadays data and the fact that informa-
tion stored in current databases is not always present at necessary different levels of detail for decision-making
processes, a new data type is needed. It is a Symbolic Object, which allows representing physics entities or real
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word concepts in dual form, respecting their internal variations and structure. The Symbolic Object Warehouse
permits the intentional description of most important organization concepts, follow by Symbolic Methods that
work on these objects to acquire new knowledge.

Castillo, Iglesias, and Serrano present a survey on the most known systems to avoid overloading users’ mail
inbox with unsolicited and illegitimate e-mails. These filtering systems are mainly relying on the analysis of
the origin and links contained in e-mails. Since this information is always changing, the systems effectiveness
depends on the continuous updating of verification lists.

The evolution of clearinghouses in many ways reflects the evolution of geospatal technologies themselves.
The Internet, which has pushed GIS and related technology to the leading edge, has been in many ways fed by
the dramatic increase in available data, tools, and applications hosted or developed through the geospatial data
clearinghouse movement. Kelly, Haupt, and Baxter outline those advances and offers the reader historic insight
into the future of geospatial information.

Angiulli provides an up-to-date view on distance- and density-based methods for large datasets, on subspace
outlier mining approaches, and on outlier detection algorithms for processing data streams. Throughout his
document different outlier mining tasks are presented, peculiarities of the various methods are pointed out, and
relationships among them are addressed. In another paper, Kaur offers various non-parametric approaches used
for outlier detection.

The issue of missing values in DM is discussed by Beynon, including the possible drawbacks from their
presence, especially when using traditional DM techniques. The nascent CaRBS technique is exposited since it
can undertake DM without the need to manage any missing values present. The benchmarked results, when DM
incomplete data and data where missing values have been imputed, offers the reader the clearest demonstration
of the effect on results from transforming data due to the presence of missing values.

Dorn and Hou examine the quality of association rules derived based on the well-known support-confidence
framework using the Chi-squared test. The experimental results show that around 30% of the rules satisfying
the minimum support and minimum confidence are in fact statistically insignificant. Integrate statistical analysis
into DM techniques can make knowledge discovery more reliable.

The popular querying and data storage models still work with data that are precise. Even though there has
recently been much interest in looking at problems arising in storing and retrieving data that are incompletely
specified (hence imprecise), such systems have not gained widespread acceptance yet. Nambiar describes chal-
lenges involved in supporting imprecision in database systems, briefly explains solutions developed.

Among the different risks Bonafede’s work concentrates on operational risks, which form a banking perspec-
tive, is due to processes, people, systems (Endogenous) and external events (Exogenous). Bonafede furnishes a
conceptual modeling for measurement operational risk and, statistical models applied in the banking sector but
adaptable to other fields.

Friedland describes a hidden social structure that may be detectable within large datasets consisting of in-
dividuals and their employments or other affiliations. For the most part, individuals in such datasets appear to
behave independently. However, sometimes there is enough information to rule out independence and to highlight
coordinated behavior. Such individuals acting together are socially tied, and in one case study aimed at predicting
fraud in the securities industry, the coordinated behavior was an indicator of higher-risk individuals.

Akdag and Truck focus on studies in Qualitative Reasoning, using degrees on a totally ordered scale in a
many-valued logic system. Qualitative degrees are a good way to represent uncertain and imprecise knowledge
to model approximate reasoning. The qualitative theory takes place between the probability theory and the pos-
sibility theory. After defining formalism by logical and arithmetical operators, they detail several aggregators
using possibility theory tools such that our probability-like axiomatic system derives interesting results.

Figini presents acomparison, based on survival analysis modeling, between classical and novel DM techniques
to predict rates of customer churn. He shows that the novel DM techniques lead to more robust conclusions. In
particular, although the lift of the best models are substantially similar, survival analysis modeling gives more
valuable information, such as a whole predicted survival function, rather than a single predicted survival prob-
ability.
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Recent studies show that the method of modeling score distribution is beneficial to various applications.
Doloc-Mihu presents the score distribution modeling approach and briefly surveys theoretical and empirical
studies on the distribution models, followed by several of its applications.

Valle discusses, among other topics, the most important statistical techniques built to show the relationship
between firm performance and its causes, and illustrates the most recent developments in this field.

Data streams arise in many industrial and scientific applications such as network monitoring and meteorology.
Dasu and Weiss discuss the unique analytical challenges posed by data streams such as rate of accumulation,
continuously changing distributions, and limited access to data. It describes the important classes of problems
in mining data streams including data reduction and summarization; change detection; and anomaly and outlier
detection. It also provides a brief overview of existing techniques that draw from numerous disciplines such as
database research and statistics.

Vast amounts of data are being generated to extract implicit patterns of ambient air pollutant data. Because
air pollution data are generally collected in a wide area of interest over a relatively long period, such analyses
should take into account both temporal and spatial characteristics. DM techniques can help investigate the be-
havior of ambient air pollutants and allow us to extract implicit and potentially useful knowledge from complex
air quality data. Kim, Temiyasathit, Park, and Chen present the DM processes to analyze complex behavior of
ambient air pollution.

Moon, Simpson, and Kumara introduce a methodology for identifying a platform along with variant and
unique modules in a product family using design knowledge extracted with an ontology and DM techniques.
Fuzzy c-means clustering is used to determine initial clusters based on the similarity among functional features.
The clustering result is identified as the platform and the modules by the fuzzy set theory and classification. The
proposed methodology could provide designers with module-based platform and modules that can be adapted
to product design during conceptual design.

Analysis of past performance of production systems is necessary in any manufacturing plan to improve manu-
facturing quality or throughput. However, data accumulated in manufacturing plants have unique characteristics,
such as unbalanced distribution of the target attribute, and a small training set relative to the number of input
features. Rokach surveys recent researches and applications in this field.

Seng and Srinivasan discuss the numerous challenges that complicate the mining of data generated by chemical
processes, which are characterized for being dynamic systems equipped with hundreds or thousands of sensors
that generate readings at regular intervals. The two key areas where DM techniques can facilitate knowledge
extraction from plant data, namely (1) process visualization and state-identification, and (2) modeling of chemi-
cal processes for process control and supervision, are also reviewed in this article.

The telecommunications industry, because of the availability of large amounts of high quality data, is a heavy
user of DM technology. Weiss discusses the DM challenges that face this industry and survey three common
types of DM applications: marketing, fraud detection, and network fault isolation and prediction.

Understanding the roles of genes and their interactions is a central challenge in genome research. Ye, Janardan,
and Kumar describe an efficient computational approach for automatic retrieval of images with overlapping ex-
pression patterns from a large database of expression pattern images for Drosophila melanogaster. The approach
approximates a set of data matrices, representing expression pattern images, by a collection of matrices of low
rank through the iterative, approximate solution of a suitable optimization problem. Experiments show that this
approach extracts biologically meaningful features and is competitive with other techniques.

Khoury, Toussaint, Ciampi, Antoniano, Murie, and Nadon present, in the context of clustering applied to
DNA microarray probes, a better alternative to classical techniques. It is based on proximity-graphs, which has
the advantage of being relatively simple and of providing a clear visualization of the data, from which one can
directly determine whether or not the data support the existence of clusters.

There has been no formal research about using a fuzzy Bayesian model to develop an autonomous task analysis
tool. Lin and Lehto summarize a 4-year study that focuses on a Bayesian based machine learning application to
help identify and predict the agents’ subtasks from the call center’s naturalistic decision making’s environment.
Preliminary results indicate this approach successfully learned how to predict subtasks from the telephone con-
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versations and support the conclusion that Bayesian methods can serve as a practical methodology in research
area of task analysis as well as other areas of naturalistic decision making.

Financial time series are a sequence of financial data obtained in a fixed period of time. Bose, Leung, and Lau
describe how financial time series data can be analyzed using the knowledge discovery in databases framework
that consists of five key steps: goal identification, data preprocessing, data transformation, DM, interpretation
and evaluation. The article provides an appraisal of several machine learning based techniques that are used for
this purpose and identifies promising new developments in hybrid soft computing models.

Maruster and Faber focus on providing insights about patterns of behavior of a specific user group, namely
farmers, during the usage of decision support systems. User’s patterns of behavior are analyzed by combining
these insights with decision making theories, and previous work concerning the development of farmer groups.
It provides a method of automatically analyzing the logs resulted from the usage of the decision support system
by process mining. The results of their analysis support the redesigning and personalization of decision support
systems in order to address specific farmer’s characteristics.

Differential proteomics studies the differences between distinct proteomes like normal versus diseased cells,
diseased versus treated cells, and so on. Zhang, Orcun, Ouzzani, and Oh introduce the generic DM steps needed
for differential proteomics, which include data transformation, spectrum deconvolution, protein identification,
alignment, normalization, statistical significance test, pattern recognition, and molecular correlation.

Protein associated data sources such as sequences, structures and interactions accumulate abundant informa-
tion for DM researchers. Li, Li, Nanyang, and Zhao glimpse the DM methods for the discovery of the underly-
ing patterns at protein interaction sites, the most dominated regions to mediate protein-protein interactions. The
authors proposed the concept of binding motif pairs and emerging patterns in DM field.

The applications of DWM are everywhere: from Applications in Steel Industry (Ordieres-Meré, Castejon-Li-
mas, and Gonzalez-Marcos) to DM in Protein Identification by Tandem Mass Spectrometry (Wan); from Mining
Smart Card Data from an Urban Transit Network (Agard, Morency, and Trépanier) to Data Warehouse in the
Finnish Police (Juntunen)... The list of DWM applications is endless and the future DWM is promising.

Since the current knowledge explosion pushes DWM, a multidisciplinary subject, to ever-expanding new
frontiers, any inclusions, omissions, and even revolutionary concepts are a necessary part of our professional
life. In spite of all the efforts of our team, should you find any ambiguities or perceived inaccuracies, please
contact me at j.john.wang@gmail.com.
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INTRODUCTION

There are two aspects of interestingness of rules that
have been studied in data mining literature, objective
and subjective measures (Liu et al., 1997), (Adoma-
vicius & Tuzhilin, 1997), (Silberschatz & Tuzhilin,
1995, 1996). Objective measures are data-driven and
domain-independent. Generally, they evaluate the
rules based on their quality and similarity between
them. Subjective measures, including unexpectedness,
novelty and actionability, are user-driven and domain-
dependent.

Aruleisactionable ifuser candoanactionto his/her
advantage based on this rule (Liu et al., 1997). This
definition, in spite of its importance, is too vague and it
leaves open doorto anumber of differentinterpretations
of actionability. In order to narrow it down, a new class
of rules (called action rules) constructed from certain
pairs of association rules, has been proposed in (Ras
& Wieczorkowska, 2000). Interventions introduced
in (Greco et al., 2006) and the concept of information
changes proposed in (Skowron & Synak, 2006) are
conceptually very similar to action rules. Action rules
have been investigated further in (Wang at al., 2002),
(Tsay & Ras, 2005, 2006), (Tzacheva & Ras, 2005), (He
at al., 2005), (Ras & Dardzinska, 2006), (Dardzinska
& Ras, 2006), (Ras & Wyrzykowska, 2007). To give
an example justifying the need of action rules, let us
assume that a number of customers have closed their
accounts at one of the banks. We construct, possibly
the simplest, description of that group of people and
next search for a new description, similar to the one we
have, with a goal to identify a new group of customers
from which no-one left that bank. If these descriptions
have a form of rules, then they can be seen as action-
able rules. Now, by comparing these two descriptions,

we may find the cause why these accounts have been
closed and formulate an action which if undertaken by
the bank, may prevent other customers from closing
their accounts. Such actions are stimulated by action
rules and they are seen as precise hints for actionability
of rules. For example, an action rule may say that by
inviting people from a certain group of customers for
a glass of wine by a bank, it is guaranteed that these
customers will not close their accounts and they do not
move to another bank. Sending invitations by regular
mail to all these customers or inviting them personally
by giving them a call are examples of an action associ-
ated with that action rule.

In (Tzacheva & Ras, 2005) the notion of a cost and
feasibility of an action rule was introduced. The cost
is a subjective measure and feasibility is an objective
measure. Usually, a number of action rules or chains of
action rules can be applied to re-classify a certain set
of objects. The cost associated with changes of values
within one attribute is usually different than the cost
associated with changes of values within another at-
tribute. The strategy for replacing the initially extracted
action rule by a composition of new action rules, dy-
namically built and leading to the same reclassification
goal, was proposed in (Tzacheva & Ras, 2005). This
composition of rules uniquely defines a new action
rule. Objects supporting the new action rule also sup-
port the initial action rule but the cost of reclassifying
them is lower or even much lower for the new rule.
In (Ras & Dardzinska, 2006) authors present a new
algebraic-type top-down strategy for constructing ac-
tion rules from single classification rules. Algorithm
ARAS, proposed in (Ras & Wyrzykowska, 2007), is
a bottom-up strategy generating action rules. In (He at
al., 2005) authors give a strategy for discovering action
rules directly from a database.

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.




BACKGROUND

In the paper by (Ras & Wieczorkowska, 2000), the
notion of an action rule was introduced. The main idea
was to generate, from a database, special type of rules
which basically form a hint to users showing a way to
reclassify objects with respect to some distinguished
attribute (called a decision attribute). Clearly, each
relational schema gives a list of attributes used to rep-
resent objects stored in a database. Values of some of
these attributes, for a given object, can be changed and
this change can be influenced and controlled by user.
However, some of these changes (for instance “profit”)
can not be done directly to a decision attribute. In such
a case, definitions of this decision attribute in terms of
other attributes (called classification attributes) have to
be learned. These new definitions are used to construct
action rules showing what changes in values of some
attributes, for a given class of objects, are needed to
reclassify objects the way users want. But, users may
still be either unable or unwilling to proceed withactions
leadingtosuch changes. Inall such cases, we may search
for definitions of values of any classification attribute
listed in an action rule. By replacing a value of such
attribute by its definition, we constructnew actionrules
which might be of more interest to business users than
the initial rule. Action rules can be constructed from
pairs of classification rules, from a single classification
rule, and directly from a database.

MAIN THRUST OF THE CHAPTER

The technology dimension will be explored to clarify
the meaning of actionable rules including action rules
and action rules schema.

Action Rules Discovery in Information
Systems

An information system is used for representing knowl-
edge. Its definition, given here, is due to (Pawlak,
1991).

By an information system we mean a pair S = (U,
A), where:

1. U is a nonempty, finite set of objects (object
identifiers),
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2. Aisanonempty, finite set of attributes i.e. a:U—
V, for a € A, where V, is called the domain of
a.

Information systems can be seen as decision tables.
In any decision table together with the set of attributes
a partition of that set into conditions and decisions is
given. Additionally, we assume that the set of condi-
tions is partitioned into stable and flexible conditions
(Ras & Wieczorkowska, 2000).

Attribute a € A is called stable for the set U if its
values assigned to objects from U can not be changed
in time. Otherwise, it is called flexible. “Date of Birth”
is an example of a stable attribute. “Interest rate” on
any customer account is an example of a flexible at-
tribute. For simplicity reason, we will consider decision
tables with only one decision. We adopt the following
definition of a decision table:

By adecision table we mean an information system
S=(U,A, VA, U{d}), where d g A LA is a distin-
guished attribute called decision. The elements of A
are called stable conditions, whereas the elements of
A, u{d} are called flexible conditions. Our goal is
to change values of attributes in A_ for some objects
from U so values of the attribute d for these objects
may change as well. A formal expression describing
such a property is called an action rule (Ras & Wiec-
zorkowska, 2000), (Tsay & Ras, 2005).

To construct an action rule (Tsay & Ras, 2005),
let us assume that two classification rules, each one
referring to a different decision class, are considered.
We assume here that these two rules have to be equal
on their stable attributes, if they are both defined on
them. We use Table 1 to clarify the process of action
rule construction. Here, “St” means stable attribute and
“FI” means flexible one.

Inastandard representation, these two classification
rules have a form:

rl=[alAblAaclael—dl], r2=[alAb2Ag2Ah2—d2].

Assume now that object x supports rule rl which
means that x is classified as d1. In order to reclassify
X to class d2, we need to change its value b from bl
to b2 but also we have to require that g(x)=g2 and
that the value h for object x has to be changed to h2.
This is the meaning of the (r1,r2)-action rule r defined
by the expression below:
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Table 1. Two classification rules extracted from S

e (FI)

g (St) | h (FI) | d (Decision)

di

a(St)y [ b (FI) |c (St
al bl cl el
al b2

g2 h2 d2

r=[[al A g2 A (b, bl — b2) A (h, = h2)] = (d, d1—> d2)].

Theterm[al A g2] iscalled the header of the action
rule. Assume now that by Sup(t) we mean the number
of tuples having property t. By the support of (r1,r2)-
actionrule r we mean: Sup[al A b1 A g2 A d1]. Action
rule schema associated with rule r2 is defined as:

[[al A g2 A (b, — b2) A (h, = h2)] = (d, d1-> d2)].

By the confidence Conf{(r) of (r1,r2)-action rule r
we mean.

[Sup[al A b1 A g2 A d1)/ Sup[al A bl A g2]] e [Sup[al A b2 A cl
A d2]/ Sup[al A b2 A c1]].

System DEAR (Tsay & Ras, 2005) discovers action
rules from pairs of classification rules.

Actions Rules Discovery, a New
Simplified Strategy

Abottom-up strategy, called ARAS, generating action
rules from single classification rules was proposed in
(Ras & Wyrzykowska, 2007). We give an example
describing its main steps.

Let us assume that the decision system S = (U,
A VA U{d}), where U={x1,x2,x3,x4,x5,x6,X7,x8},
isrepresented by Table 2. Anumber of different methods
can be used to extract rules in which the THEN part
consists of the decision attribute d and the IF part
consists of attributes belonging to A_UA,. In our
example, the set A, ={a,b,c} contains stable attributes
and A, = {e,f,g} contains flexible attributes. System
LERS (Grzymala-Busse, 1997) is used to extract
classification rules.

We are interested in reclassifying d2-objects either
to class dl or d3. Four certain classification rules
describing either d1 or d3 are discovered by LERS
from the decision system S. They are given below:

rl=[blA cla f2A gl] > dl, r2=[a2 Abl Ae2 A f2] > d3,
r3=el —»di, r4=[blAg2] —>d3.

Action rule schemas associated with r1, r2, r3, r4
and the reclassification task either (d, d2 — d1) or (d,
d2 — d3) are:

r1[d2 — d1] = [b1 A ¢ A (f, = £2) A (9, — g1)] = (d, d2 — d1),
r2[d2 — d3] = [a2 A b1 A (e, = €2) A (f, = 12)] = (d, d2 — d3),
r3[d2 — d1] = [(e, — e1)] = (d, d2 — d1),

r4[d2 — d3] = [b1 A (g, — g2)] = (d, d2 — d3).

We can show that Sup(rl[d2 — d1])= {x3, x6,
x8}, Sup(r2[d2 — d3])= {x6, x8}, Sup(r3[d2 —
di])= {x3,x4,x5,x6,x7,x8%}, Sup(r4[d2 — d3]) =
{x3,x4,x6,x8%}.

Assuming that U[rl,d2] = Sup(rl[d2 — d1]),
U[r2,d2] = Sup(r2[d2 — d3]), U[r3,d2] = Sup(r3[d2
— d1]), U[r4,d2] = Sup(r4[d2 — d3]) and by apply-
ing ARAS algorithm we get:

[b1 Acl A al] = {x1}z U[r1,d2], [bl A cl A a2]* = {x6, x8}c
U[r1,d2],

[b1 A cl A 3] = {x6}c U[r1,d2], [bl A cl A g2]"'={X2, X7}z
U[r1,d2],

[b1 A cl A @3] = {x3, x8}c U[r1,d2].

ARAS will construct two action rules for the first
action rule schema:

Table 2. Decision system

U a b c e flg d

x1 (al |[bl |cl [el |[f2|gl |dl
X2 |a2 | bl |c2 |e2 |[f2|g2 |d3
x3 (a3 | bl |cl [e2 |[f2|g3 |d2
x4 |al (bl |c2 |e2 |f2|gl |d2
x5 |al | b2 |cl |e3 |[f2|gl |d2
x6 [a2 |[bl |cl |[e2 |[f3|gl |d2
X7 |a2 | b3 |c2 |e2 |[f2|g2 |d2
x8 (a2 | bl |cl [e3 |[f2]g3 |d2




[b1 Acl A (f, £3 — £2) A (g, — g1)] = (d, d2 —> d1),
[b1 Acl A (f, = 2) A (g, g3 — g1)] = (d, d2 — d1).

In a similar way we construct action rules from the
remaining three action rule schemas.

ARAS consists of two main modules. To explain
them in a better way, we use another example which
has no connection with Table 2. The first module of
ARAS extracts all classification rules from S follow-
ing LERS strategy. Assuming that d is the decision
attribute and user is interested in reclassifying objects
from its value d1 to d2, we treat the rules defining d1
as seeds and build clusters around them. For instance,
if A, ={a, b,g}and A_ ={c, e, h} are attributes in S
=(U,A, VA, u{d}),and r=[[al Abl AclAel] -
dl1] is aclassification rule in S, where Va={al,a2,a3},
Vb={b1l,b2,b3}, Vc={cl,c2,c3}, Ve={el,e2,e3},
Vg={91,92,93}, Vh={h1,h2,h3}, then we remove
from S all tuples containing values a2, a3, b2, b3, c1,
el and we use again LERS to extract rules from the
obtained subsystem.

Each rule defining d2 is used jointly with r to con-
struct an action rule. The validation step of each of the
set-inclusion relations, in the second module of ARAS,
is replaced by checking if the corresponding term was
marked by LERS in the first module of ARAS.

FUTURE TRENDS

Business user may be either unable or unwilling to
proceed with actions leading to desired reclassifica-
tions of objects. Undertaking the actions may be trivial,
feasible to an acceptable degree, or may be practically
very difficult. Therefore, the notion of a cost of an ac-
tionrule is of very greatimportance. New strategies for
discovering action rules of the lowest cost either in an
autonomous information system or a distributed one,
based on ontologies, should be investigated.

(Heetal., 2005) proposed a strategy for discovering
action rules directly from a database. More research
needs to be done also in that area.

CONCLUSION

Attributes are divided into two groups: stable and
flexible. By stable attributes we mean attributes which
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values can not be changed (for instance, age or maiden
name). On the other hand attributes (like percentage
rate or loan approval to buy a house) which values
can be changed are called flexible. Rules are extracted
fromadecisiontable, using standard KD methods, with
preference given to flexible attributes - so mainly they
are listed in a classification part of rules. Most of these
rules can be seen as actionable rules and the same used
to construct action-rules.
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KEY TERMS

Actionable Rule: Arule isactionable if user can do
an action to his/her advantage based on this rule.

Autonomous Information System: Information
system existing as an independent entity.

Domain of Rule: Attributes listed in the IF part
of arule.

Flexible Attribute: Attribute is called flexible if
its value can be changed in time.

Knowledge Base: A collection of rules defined as
expressions written in predicate calculus. These rules
have a form of associations between conjuncts of
values of attributes.

Ontology: An explicit formal specification of how
to represent objects, concepts and other entities that
are assumed to exist in some area of interest and rela-
tionships holding among them. Systems that share the
same ontology are able to communicate about domain
of discourse without necessarily operating on a glob-
ally shared theory. System commits to ontology if its
observable actions are consistent with definitions in
the ontology.

Stable Attribute: Attribute is called stable for the
set U if its values assigned to objects from U can not
change in time.




Section: Unlabeled Data

Active Learning with Multiple Views
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INTRODUCTION

Inductive learning algorithms typically use a set of
labeled examples to learn class descriptions for a set of
user-specified concepts of interest. In practice, labeling
the training examples is a tedious, time consuming, er-
ror-prone process. Furthermore, in some applications,
the labeling of each example also may be extremely
expensive (e.g., it may require running costly labora-
tory tests). In order to reduce the number of labeled
examples that are required for learning the concepts
of interest, researchers proposed a variety of methods,
such as active learning, semi-supervised learning, and
meta-learning.

This article presents recent advances in reducing
the need for labeled data in multi-view learning tasks;
that is, in domains in which there are several disjoint
subsets of features (views), each of which is sufficient
to learn the target concepts. For instance, as described
in Blumand Mitchell (1998), one can classify segments
of televised broadcast based either on the video or on
the audio information; or one can classify Web pages
based on the words that appear either in the pages or
in the hyperlinks pointing to them. In summary, this
article focuses onusing multiple views for active learn-
ing and improving multi-view active learners by using
semi-supervised- and meta-learning.

BACKGROUND

Active, Semi-Supervised, and
Multi-view Learning

Most of the research on multi-view learning focuses on
semi-supervised learning techniques (Collins & Singer,
1999, Pierce & Cardie, 2001) (i.e., learning concepts from
a few labeled and many unlabeled examples). By them-
selves, the unlabeled examples do not provide any direct
informationabout the conceptstobe learned. However, as

shown by Nigam, et al. (2000) and Raskutti, etal. (2002),
their distribution can be used to boost the accuracy of a
classifier learned from the few labeled examples.

Intuitively, semi-supervised, multi-viewalgorithms
proceed as follows: first, they use the small labeled
training set to learn one classifier in each view; then,
they bootstrap the views from each other by augmenting
the training set with unlabeled examples on which the
other views make high-confidence predictions. Such
algorithms improve the classifiers learned from labeled
data by also exploiting the implicit’ information pro-
vided by the distribution of the unlabeled examples.

In contrast to semi-supervised learning, active
learners (Tong & Koller, 2001) typically detect and ask
the user to label only the most informative examples
in the domain, thus reducing the user’s data-labeling
burden. Note that active and semi-supervised learners
take different approaches to reducing the need for la-
beled data; the former explicitly search for a minimal
set of labeled examples from which to perfectly learn
the target concept, while the latter aim to improve a
classifier learned from a (small) set of labeled examples
by exploiting some additional unlabeled data.

In keeping with the active learning approach, this
article focuses on minimizing the amount of labeled data
without sacrificing the accuracy of the learned classi-
fiers. We begin by analyzing co-testing (Muslea, 2002),
whichisanovel approachtoactive learning. Co-testing
isamulti-view active learner that maximizes the benefits
of labeled training data by providing a principled way
to detect the most informative examples in a domain,
thus allowing the user to label only these.

Then, we discuss two extensions of co-testing
that cope with its main limitations—the inability to
exploit the unlabeled examples that were not queried
and the lack of a criterion for deciding whether a task
is appropriate for multi-view learning. To address the
former, we present Co-EMT (Muslea et al., 2002a),
which interleaves co-testing with a semi-supervised,
multi-view learner. This hybrid algorithm combines
the benefits of active and semi-supervised learning by

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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detecting the most informative examples, while also
exploiting the remaining unlabeled examples. Second,
we discuss Adaptive View Validation (Muslea et al.,
2002b), whichisameta-learner that uses the experience
acquired while solving past learning tasks to predict
whether multi-view learning is appropriate for a new,
unseen task.

A Motivating Problem: Wrapper
Induction

Information agents such as Ariadne (Knoblock et al.,
2001) integrate data from pre-specified sets of Web sites
so that they can be accessed and combined via database-
like queries. For example, consider the agent in Figure
1, which answers queries such as the following:

Show me the locations of all Thai restaurants in L.A.
that are A-rated by the L.A. County Health Depart-
ment.

To answer this query, the agent must combine data
from several Web sources:

Figure 1. An information agent that combines data
from the Zagat’s restaurant guide, the L.A. County
Health Department, the ETAK Geocoder, and the Tiger
Map service

Restaurant Guide

Query:
A-rated Thai
restaurants
in LA.

L.A. County
Health Dept.

RESULTS:

Geocoder

Tiger Map Server

*  From Zagat’s, it obtains the name and address of
all Thai restaurants in L.A.

. From the L.A. County Web site, it gets the health
rating of any restaurant of interest.

. From the Geocoder, it obtains the latitude/longi-
tude of any physical address.

*  From Tiger Map, it obtains the plot of any loca-
tion, given its latitude and longitude.

Information agents typically rely on wrappers to
extract the useful information from the relevant Web
pages. Eachwrapper consists of aset of extraction rules
and the code required to apply them. As manually writ-
ing the extraction rules is a time-consuming task that
requires a high level of expertise, researchers designed
wrapper induction algorithms that learn the rules from
user-provided examples (Muslea et al., 2001).

In practice, information agents use hundreds of
extraction rules that have to be updated whenever the
format of the Web sites changes. As manually labeling
examples for each rule is a tedious, error-prone task,
one must learn high accuracy rules from just a few
labeled examples. Note that both the small training
sets and the high accuracy rules are crucial to the suc-
cessful deployment of an agent. The former minimizes
the amount of work required to create the agent, thus
making the task manageable. The latter is required in
order to ensure the quality of the agent’s answer to
each query: when the data from multiple sources is
integrated, the errors of the corresponding extraction
rules get compounded, thus affecting the quality of
the final result; for instance, if only 90% of the Thai
restaurants and 90% of'their health ratings are extracted
correctly, the result contains only 81% (90% x 90% =
81%) of the A-rated Thai restaurants.

We use wrapper induction as the motivating problem
forthisarticle because, despite the practical importance
of learning accurate wrappers from just a few labeled
examples, there has been little work on active learn-
ing for this task. Furthermore, as explained in Muslea
(2002), existing general-purpose active learners can-
not be applied in a straightforward manner to wrapper
induction.

MAIN THRUST

In the context of wrapper induction, we intuitively
describe three novel algorithms: Co-Testing, Co-EMT,




and Adaptive View Validation. Note that these algo-
rithms are not specific to wrapper induction, and they
have been applied to a variety of domains, such as text
classification, advertisement removal, and discourse
tree parsing (Muslea, 2002).

Co-Testing: Multi-View Active Learning

Co-Testing (Muslea, 2002, Muslea et al., 2000), which
is the first multi-view approach to active learning,
works as follows:

. First, it uses a small set of labeled examples to
learn one classifier in each view.

. Then, it applies the learned classifiers to all unla-
beled examples and asks the user to label one of
the examples on which the views predict different
labels.

. It adds the newly labeled example to the training
set and repeats the whole process.

Intuitively, Co-Testing relies on the following ob-
servation: if the classifiers learned in each view predict
a different label for an unlabeled example, at least one
of them makes a mistake on that prediction. By ask-
ing the user to label such an example, Co-Testing is
guaranteed to provide useful information for the view
that made the mistake.

To illustrate Co-Testing for wrapper induction, con-
sider the task of extracting restaurant phone numbers
from documents similar to the one shown in Figure 2.
To extract this information, the wrapper must detect
both the beginning and the end of the phone number.
For instance, to find where the phone number begins,
one can use the following rule:

R1 = SkipTo( Phone:<i>)

Figure 2. The forward rule R1 and the backward rule
R2 detect the beginning of the phone number. Forward
and backward rules have the same semantics and differ
only in terms of from where they are applied (start/end
of the document) and in which direction

R1: SkipTo( Phone : <i> ) R 52: BackTo(Cuisine) BackTo( (Numbey) )

Name: <i>Gino’s </i> <p>Phone:<i>| (800)111-1717 |</i> <p> Cuisine : ...

Active Learning with Multiple Views

This rule is applied forward, from the beginning
of the page, and it ignores everything until it finds the
string Phone:<i>. Note that this is not the only way to
detect where the phone number begins. An alternative
way to perform this task is to use the following rule:

R2 = BackTo( Cuisine ) BackTo( ( Number))

which is applied backward, from the end of the docu-
ment. R2 ignores everything until it finds “Cuisine”
and then, again, skips to the first number between
parentheses.

Note that R1 and R2 represent descriptions of the
same concept (i.e., beginning of phone number) that are
learned in two different views (see Muslea et al. [2001]
for details on learning forward and backward rules).
That is, views V1 and V2 consist of the sequences of
characters that precede and follow the beginning of the
item, respectively. View V1 is called the forward view,
while V2 is the backward view. Based on V1 and V2,
Co-Testing can be applied in a straightforward man-
ner to wrapper induction. As shown in Muslea (2002),
Co-Testing clearly outperforms existing state-of-the-art
algorithms, both on wrapper induction and a variety of
other real world domains.

Co-EMT: Interleaving Active and
Semi-Supervised Learning

To further reduce the need for labeled data, Co-EMT
(Muslea et al., 2002a) combines active and semi-
supervised learning by interleaving Co-Testing with
Co-EM (Nigam & Ghani, 2000). Co-EM, which is a
semi-supervised, multi-view learner, can be seen as the
following iterative, two-step process: first, it uses the
hypotheses learned in each view to probabilistically
label all the unlabeled examples; then it learns a new
hypothesis in each view by training on the probabilisti-
cally labeled examples provided by the other view.
By interleaving active and semi-supervised learn-
ing, Co-EMT creates a powerful synergy. On one hand,
Co-Testing boosts Co-EM’s performance by providing
it with highly informative labeled examples (instead
of random ones). On the other hand, Co-EM provides
Co-Testing with more accurate classifiers (learned
from both labeled and unlabeled data), thus allowing
Co-Testing to make more informative queries.
Co-EMT was not yet applied to wrapper induction,
because the existing algorithms are not probabilistic
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learners; however, an algorithm similar to Co-EMT
was applied to information extraction from free text
(Jones et al., 2003). To illustrate how Co-EMT works,
we describe now the generic algorithm Co-EMTW,
which combines Co-Testing with the semi-supervised
wrapper induction algorithm described next.

In order to perform semi-supervised wrapper in-
duction, one can exploit a third view, which is used to
evaluate the confidence of each extraction. This new
content-based view (Muslea et al., 2003) describes
the actual item to be extracted. For example, in the
phone numbers extraction task, one can use the labeled
examples to learn a simple grammar that describes the
field content: (Number) Number — Number. Similarly,
when extracting URLS, one can learn that a typical
URL starts with the string “http://www.””, ends with
the string “.html”*, and contains no HTML tags.

Based onthe forward, backward, and content-based
views, one can implement the following semi-super-
vised wrapper induction algorithm. First, the small
set of labeled examples is used to learn a hypothesis
in each view. Then, the forward and backward views
feed each other with unlabeled examples on which they
make high-confidence extractions (i.e., strings that are
extracted by either the forward or the backward rule
and are also compliant with the grammar learned in
the third, content-based view).

Given the previous Co-Testing and the semi-super-
vised learner, Co-EMT"' combines them as follows.
First, the sets of labeled and unlabeled examples are
used for semi-supervised learning. Second, the ex-
traction rules that are learned in the previous step are
used for Co-Testing. After making a query, the newly
labeled example is added to the training set, and the
whole process is repeated for a number of iterations.
The empirical study in Muslea, et al., (2002a) shows
that, for a large variety of text classification tasks,
Co-EMT outperforms both Co-Testing and the three
state-of-the-art semi-supervised learners considered
in that comparison.

View Validation: Are the Views Adequate
for Multi-View Learning?

The problem of view validation is defined as follows:
given a new unseen multi-view learning task, how
does a user choose between solving it with a multi- or
asingle-view algorithm? In other words, how does one
know whether multi-view learning will outperform

pooling all features together and applying a single-
view learner? Note that this question must be answered
while having access to just a few labeled and many
unlabeled examples: applying both the single- and
multi-view active learners and comparing their relative
performances is a self-defeating strategy, because it
doubles the amount of required labeled data (one must
label the queries made by both algorithms).

The need for view validation is motivated by the
following observation: while applying Co-Testing to
dozens of extractiontasks, Musleaetal. (2002b) noticed
that the forward and backward views are appropriate
for most, but not all, of these learning tasks. This view
adequacy issue is related tightly to the best extraction
accuracy reachable ineach view. Consider, forexample,
an extraction task in which the forward and backward
rulesleadto ahigh-and low-accuracy rule, respectively.
Note that Co-Testing is notappropriate for solving such
tasks; by definition, multi-view learning applies only
to tasks in which each view is sufficient for learning
the target concept (obviously, the low-accuracy view
is insufficient for accurate extraction).

To cope with this problem, one can use Adaptive
View Validation (Musleaetal., 2002b), which isa meta-
learner that uses the experience acquired while solving
past learning tasks to predict whether the views of a
new unseen task are adequate for multi-view learning.
The view validation algorithm takes as input several
solved extraction tasks that are labeled by the user as
having views that are adequate or inadequate for multi-
view learning. Then, it uses these solved extraction
tasks to learn a classifier that, for new unseen tasks,
predicts whether the views are adequate for multi-view
learning.

The (meta-) features used for view validation are
properties of the hypotheses that, for each solved task,
are learned in each view (i.e., the percentage of unla-
beled examples on which the rules extract the same
string, the difference in the complexity of the forward
and backward rules, the difference in the errors made
on the training set, etc.). For both wrapper induction
and text classification, Adaptive View Validation makes
accurate predictions based on a modest amount of
training data (Muslea et al., 2002b).

FUTURE TRENDS

There are several major areas of future work in the
field of multi-view learning. First, there is a need for a
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view detection algorithm that automatically partitions
a domain’s features in views that are adequate for
multi-view learning. Such an algorithm would remove
the last stumbling block against the wide applicability
of multi-view learning (i.e., the requirement that the
user provides the views to be used). Second, in order
to reduce the computational costs of active learning
(re-training after each query is CPU-intensive), one
must consider look-ahead’ strategies that detect and
propose (near) optimal sets of queries. Finally, Adap-
tive View Validation has the limitation that it must be
trained separately for each application domain (e.g.,
once for wrapper induction, once for text classification,
etc.). A major improvement would be a domain-inde-
pendent view validation algorithm that, once trained
on a mixture of tasks from various domains, can be
applied to any new learning task, independently of its
application domain.

CONCLUSION

In this article, we focus on three recent developments
that, in the context of multi-view learning, reduce the
need for labeled training data.

. Co-Testing: Ageneral-purpose, multi-viewactive
learner that outperforms existing approaches on
a variety of real-world domains.

e Co-EMT: A multi-view learner that obtains a
robust behavior over a wide spectrum of learning
tasks by interleaving active and semi-supervised
multi-view learning.

*  Adaptive View Validation: A meta-learner that
uses past experiences to predict whether multi-
view learning is appropriate for a new unseen
learning task.
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KEY TERMS

Active Learning: Detecting and asking the user to
label only the mostinformative examplesin the domain
(rather than randomly-chosen examples).

Inductive Learning: Acquiring concept descrip-
tions from labeled examples.

Meta-Learning: Learning to predict the most ap-
propriate algorithm for a particular task.

Multi-View Learning: Explicitly exploiting several
disjoint sets of features, each of which is sufficient to
learn the target concept.

Semi-Supervised Learning: Learning from both
labeled and unlabeled data.

View Validation: Deciding whether a set of views
is appropriate for multi-view learning.

Wrapper Induction: Learning (highly accurate)
rules that extract data from a collection of documents
that share a similar underlying structure.

This work was previously published in Encyclopedia of Data Warehousing and Mining, edited by J. Wang, pp. 12-16, copyright 2005 by
Information Science Reference, formerly known as Idea Group Reference (an imprint of IGI Global).
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INTRODUCTION

The Internet has become a popular medium to dis-
seminate information and a new platform to conduct
electronic business (e-business) and electronic com-
merce (e-commerce). With the rapid growth of the
WWW and the intensified competition among the
businesses, effective web presence is critical to attract
potential customers and retain current customer thus
the success of the business. This poses a significant
challenge because the web is inherently dynamic and
web data is more sophisticated, diverse, and dynamic
than traditional well-structured data. Web mining is
one method to gain insights into how to evolve the
web presence and to ultimately produce a predictive
model such that the evolution of a given web site can
be categorized under its particular context for strategic
planning. In particular, web logs contain potentially
useful information and the analysis of web log data have
opened new avenues to assist the web administrators
and designers to establish adaptive web presence and
evolution to fit user requirements.

BACKGROUND

People have realized that web access logs are a valu-
able resource for discovering various characteristics of
customer behaviors. Various data mining or machine
learning techniques are applied to model and under-
stand the web user activities (Borgesand Levene, 1999;
Cooleyetal.,1999; Kosalaetal.,2000; Srivastavaetal.,
2000; Nasraoui and Krishnapuram, 2002). The authors
in (Kohavi, 2001; Mobasher et al., 2000) discuss the
pros and cons of mining the e-commerce log data. Lee
and Shiu (Lee and Shiu, 2004) propose an adaptive
website system to automatically change the website
architecture according to user browsing activities and
to improve website usability from the viewpoint of
efficiency. Recommendation systems are used by an

ever-increasing number of e-commerce sites to help
consumers find products to purchase (Schafer et al,
2001). Specifically, recommendation systems analyze
the users” and communities’ opinions and transaction
history in order to help individuals identify products
that are most likely to be relevant to their preferences
(e.g. Amazon.com, eBay.com). Besides web mining
technology, some researches investigate on Markov
chain to model the web user access behavior (Xing et
al., 2002; Dhyani et al., 2003; Wu et al., 2005). Web
log analysis is used to extract terms to build web page
index, which is further combined with text-based and
anchor-based indices to improve the performance of
the web site search (Ding and Zhou, 2007). A genetic
algorithm is introduced in a model-driven decision-
support system for web site optimization (Asllani and
Lari, 2007). Aweb forensic framework as an alternative
structure for clickstream data analysis is introduced
for customer segmentation development and loyal
customer identification; and some trends in web data
analysis are discussed (Sen et al., 2006).

MAIN FOCUS

Broadly speaking, web log analysis falls into the range
of web usage mining, one of the three categories of
web mining (Kosala and Blockeel, 2000; Srivastava
et al., 2002). There are several steps involved in
web log analysis: web log acquisition, cleansing and
preprocessing, and pattern discovery and analysis.

Web Log Data Acquisition

Web logs contain potentially useful information for
the study of the effectiveness of web presence. Most
websites enable logs to be created to collect the server
and client activities such as access log, agent log, error
log, and referrer log. Access logs contain the bulk of
data including the date and time, users’ IP addresses,

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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requested URL, and so on. Agent logs provide the in-
formation of the users’ browser type, browser version,
and operating system. Error logs provide problematic
and erroneous links on the server such as “file not
found”, “forbidden to access”, et al. Referrer logs
provide information about web pages that contain the
links to documents on the server.

Because of the stateless characteristic of the Hyper
Text Transfer Protocol (HTTP), the underlying protocol
used by the WWW, each request in the web log seems
independent of each other. The identification of user
sessions, in which all pages that a user requests during
a single visit, becomes very difficulty (Cooley et al.,
1999). Pitkow (1995, 1997, 1998) pointed out that local
caching and proxy serversare two main obstaclesto get
reliable web usage data. Most browsers will cache the
recently pages to improve the response time. When a
user clicks the “back” button in a browser, the cached
document is displayed instead of retrieving the page
from the web server. This process can not be recorded
by the web log. The existence of proxy servers makes
it even harder to identify the user session. In the web
server log, requests from a proxy server will have the
same identifier although the requests may come from
several different users. Because of the cache ability of
proxy servers, one requested page in web server logs
may actually be viewed by several users. Besides the
above two obstacles, the dynamic content pages such
as Active Server Pages (ASP) and Java Server Pages
(JSP) will also create problems for web logging. For
example, although the same Uniform Resource Locator
(URL) appears in a web server log, the content that is
requested by users might be totally different.

Toovercome the above obstacles of inaccuracy web
log resulting from caching, proxy server and dynamic
web pages, specialized logging techniques are needed.
One way is to configure the web server to customize
the web logging. Another is to integrate the web log-
ging function into the design of the web pages. For
example, it is beneficial to an e-commerce web site to
log the customer shopping cart information which can
be implemented using ASP or JSP. This specialized
log can record the details that the users add items to
or remove items from their shopping carts thus to gain
insights into the user behavior patterns with regard to
shopping carts.

Besides web server logging, package sniffers and
cookies can be used to further collection web log data.

Packet sniffers can collect more detailed information
than web server log by looking into the data packets
transferred on the wire or air (wireless connections).
However, it suffers from several drawbacks. First,
packet sniffers can notread the information of encrypted
data. Second, it is expensive because each server
needs a separate packet sniffer. It would be difficult
to manage all the sniffers if the servers are located in
different geographic locations. Finally, because the
packets need to be processed by the sniffers first, the
usage of packet sniffers may reduce the performance
of the web servers. For these reasons, packet sniffing
is not widely used as web log analysis and other data
collecting techniques.

A cookie is a small piece of information generated
by the web server and stored at the client side. The
client first sends a request to a web server. After the
web server processes the request, the web server will
send back a response containing the requested page.
The cookie information is sent with the response at the
same time. The cookie typically contains the session
id, expiration date, user name and password and so on.
This information will be stored at the client machine.
The cookie information will be sent to the web server
every time the clientsends arequest. By assigning each
visitor a unique session id, it becomes easy to identify
the sessions. However, some users prefer to disable
the usage of cookies on their computers which limits
the wide application of cookies.

Web Log Data Cleansing and
Preprocessing

Web log data cleansing and preprocessing is critical to
the success of the web log analysis. Even though most
oftheweb logs are collected electronically, serious data
quality issues may arise from a variety of sources such
as system configuration, software bugs, implementa-
tion, data collection process, and so on. For example,
one common mistake is that the web logs collected
from different sites use different time zone. One may
use Greenwich Mean Time (GMT) while the other
uses Eastern Standard Time (EST). It is necessary to
cleanse the data before analysis.

There are some significant challenges related to web
log datacleansing. One of them isto differentiate the web
traffic data generated by web bots from that generated by
“real” web visitors. Web bots, including web robots and
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spiders/crawlers, are automated programs that browse
websites. Examples of web botsinclude Google Crawler
(Brin and Page, 1998), Ubicrawler (Boldi et al. 2004),
and Keynote (www.keynote.com). The traffic from the
web bots may tamper the visiting statistics, especially
in the e-commerce domain. Madsen (Madsen, 2002)
proposes a page tagging method of clickstream collec-
tion through the execution of JavaScript at the client’s
browsers. Other challenges include the identification
of sessions and unique customers.

Importing the web log into traditional database is
another way to preprocess the web log and to allow
further structural queries. For example, web access log
data can be exported to a database. Each line in the
access log represents a single request for a document
on the web server. The typical form of an access log
of a request is as follows:

hostname - - [dd/Mon/yyyy:hh24:mm:ss tz] request
status bytes

An example is:

uplherc.upl.com - - [01/Aug/1995:00:00:07 -0400]
“GET/HTTP/1.0” 304 0

which is from the classical data collected from the web
server at the NASA’s Kennedy Space Center. Each
entry of the access log consists of several fields. The
meaning of each field is as following:

e  Host name: A hostname when possible; other-
wise, the IP address if the host name could not
be looked up.

e Timestamp: Inthe format *“ dd/Mon/yyyy:hh24.:
mm:ss tz “, where dd is the day of the month,
Mon is the abbreviation name of the month, yyyy
is the year, hh24:mm:ss is the time of day using
a 24-hour clock, and #z stands for time zone as
shown in the example “/01/Aug/1995:00:00:07
-0400]”. For consistency, hereinafter we use
“day/month/year” date format.

. Request: Requests are given in quotes, for
example “GET / HTTP/1.0”. Inside the quotes,
“GET”isthe HTTPservicename, “/’is the request
object, and “HTTP/1.0” is the HTTP protocol
version.

e HTTP reply code: The status code replied by
the web server. For example, a reply code “200”
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means the request is successfully processed. The
detailed description about HT TPreply codes refers
to RFC (http://www.ietf.org/rfc).

. Reply Bytes: This field shows the number of
bytes replied.

In the above example, the request came from the
host “uplherc.upl.com” at 01/Aug/1995:00:00.:07. The
requested document was the root homepage “/”. The
status code was “304” which meant that the client copy
of document was up to date and thus “0” bytes were
responded to the client. Then, each entry in the access
log can be mapped into a field of a table in a database
for query and pattern discovery.

Pattern Discovery and Analysis

A variety of methods and algorithms have been de-
veloped in the fields of statistics, pattern recognition,
machine learning and data mining (Fayyad etal., 1994;
Dudaetal.,2000). Thissection describes the techniques
that can be applied in the web log analysis domain.

(1) Statistical Analysis - Itis the most common and
simple yet effective method to explore the web
log data and extract knowledge of user access
patterns which can be used to improve the design
of the web site. Different descriptive statistical
analyses, such as mean, standard deviation,
median, frequency, and so on, can be performed
on variables including number of requests from
hosts, size of the documents, server reply code,
requested size from a domain, and so forth.
There are afew interesting discoveries about web
log data through statistical analysis. Recently, the
power law distribution has been shown to apply
to the web traffic data in which the probability
P(x) that a performance measure x decays as a
power law, following P(x) ~x . Afew power law
distributions have been discovered: the number of
visits to a site (Adamic et al., 1999), the number
of page within a site (Huberman etal., 1999), and
the number of links to a page (Albert etal., 1999;
Barabasi et al., 1999).

Given the highly uneven distribution of the
documents request, the e-commerce websites
should adjust the caching policy to improve the
visitor’s experience. C. Cunha (1997) point out
that small images account for the majority of the



Adaptive Web Presence and Evolution through Web Log Analysis

traffic. It would be beneficial if the website can
cache these small size documents in memory. For
e-commerce websites, the highly populated items
should be arranged to allow fast access because
these items will compose over 50% of the total
requests. These insights are helpful for the better
design and adaptive evolution of the web sites.

2. Clustering and Classification — Techniques to
group a set of items with similar characteristics
and/or to map them into predefined classes.
In the web log analysis domain, there are two
major clusters of interest to discover: web usage
clustering and web pages clustering. Clustering
of web usage can establish the groups of users
that exhibit similar browsing behaviors and infer
user demographic information. Such knowledge
is especially useful for marketing campaign in
e-commerce applications and personalized web
presence. On the other hand, clustering analysis
of the web pages can discover the web pages with
related content. Thisis useful for the development
of Internet search engine. Classification can be
accomplished throughwell developed datamining
algorithms including Bayesian classifier, k-nearest
neighbor classifier, support vector machines, and
so on (Duda et al., 2000).

3. Associative Rules — Associative rules mining
is to find interesting associations or correlations
among large data sets. In the web log mining
domain, one is interested in discovering the
implications or correlations of user access pat-
terns. For example, users who access page A also
visit page B; customers who purchase product C
also purchase product D. A typical associative
rule application is market basket analysis. This
knowledge is useful for effective web presence
and evolution by laying out user friendly hyper
links for easier access. It can help for e-commerce
web site to promote products as well.

4. Sequential Patterns — The sequential patterns
mining attempts to find inter-transaction patterns
such that the presence of one event is followed
by another (Mannila et al., 1995, Srikant and
Agrawal, 1996). In the context of web log analy-
sis, the discovery of sequential patterns helps to
predict user visit patterns and to target certain
groups based on these patterns.

FUTURE TRENDS

With the explosive growth of the Internet and ever
increasing popularity of e-commerce, privacy is be-
coming a sensitive topic that attracts many research
efforts. How to make sure the identity of an individual
is not compromised while effective web log analysis
can be conducted isabig challenge. Aninitiative called
Platform for Privacy Preference (P3P) is ongoing at the
World Wide Web Consortium (W3C). How to analyze
the web log online and make timely decision to update
and evolve the web sites is another promising topic.

CONCLUSION

An effective web presence is crucial to enhance the
image of a company, increase the brand and product
awareness, provide customer services, and gather
information. The better understanding of the web’s
topology and user access patterns, along with model-
ing and designing efforts, can help to develop search
engines and strategies to evolve the web sites. Web logs
contain potentially useful information for the study of
the effectiveness of web presence. The components
of web log analysis are described in this chapter. The
approaches and challenges of acquisition and prepro-
cessing of web logs are presented. Pattern discovery
techniques including statistical analysis, clustering and
classification, associative rules and sequential pattern
are discussed in the context of web log analysis towards
adaptive web presence and evolution.
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KEY TERMS

Web Access Log: Access logs contain the bulk of
data including the date and time, users’ IP addresses,
requested URL, and so on. The format of the web
log varies depending on the configuration of the web
server.

Web Agent Log: Agent logs provide the informa-
tion of the users’ browser type, browser version, and
operating system.

Web Error Log: Error logs provide problematic
and erroneous links on the server such as “file not
found”, “forbidden to access”, et al. and can be used
to diagnose the errors that the web serve encounters
in processing the requests.

Web Log Acquisition: The process of obtaining
the web log information. The web logs can be recorded
through the configuration of the web server.

Web Log Analysis: The process of parsing the log
files from a web server to derive information about
the user access patterns and how the server processes
the requests. It helps to assist the web administrators
to establish effective web presence, assess marketing
promotional campaigns, and attract customers.

Web Log Pattern Discovery: The process of
application of data mining techniques to discover the
interesting patterns from the web log data.

Web Log Preprocessing and Cleansing: The
process of detecting and removing inaccurate web log
records that arise from a variety of sources such as
system configuration, software bugs, implementation,
data collection process, and so on.

Web Presence: A collection of web files focusing
ona particular subject that is presented on a web server
on the World Wide Web.

Web Referrer Log: Referrer logs provide informa-
tionaboutweb pages that contain the links to documents
on the server.

Web Usage Mining: The subfield of web mining
that aims at analyzing and discovering interesting
patterns of web server log data.
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INTRODUCTION

Data warehouses have established themselves as
necessary components of an effective IT strategy for
large businesses. To augment the streams of data be-
ing siphoned from transactional/operational databases
warehouses must also integrate increasing amounts of
external datato assistindecision support. Modernware-
houses can be expected to handle up to 100 Terabytes or
more of data. (Berson and Smith, 1997; Devlin, 1998;
Inmon 2002; Imhoff et al, 2003; Schwartz, 2003; Day
2004; Peter and Greenidge, 2005; Winter and Burns
2006; Ladley, 2007).

The arrival of newer generations of tools and data-
base vendor support has smoothed the way for current
warehouses to meet the needs of the challenging global
businessenvironment ( Kimball and Ross, 2002; Imhoff
et al, 2003; Ross, 2006).

We cannot ignore the role of the Internet in modern
business and the impact on data warehouse strategies.
The web represents the richest source of external data
known to man ( Zhenyu et al, 2002; Chakrabarti, 2002;
Laender et al, 2002) but we must be able to couple
raw text or poorly structured data on the web with
descriptions, annotations and other forms of summary
meta-data (Crescenzi et al, 2001).

In recent years the Semantic Web initiative has fo-
cussed on the production of “smarter data”. The basic
idea is that instead of making programs with near hu-
man intelligence, we rather carefully add meta-data to
existing stores so that the data becomes “marked up”
with all the information necessary to allow not-so-
intelligent software to perform analysis with minimal
human intervention. (Kalfoglou et al, 2004)

The Semantic Web builds on established building
block technologies such as Unicode, URIs(Uniform
Resource Indicators) and XML (Extensible Markup
Language) (Dumbill, 2000; Daconta et al, 2003;
Decker et al, 2000). The modern data warehouse must

embrace these emerging web initiatives. In this paper
we propose a model which provides mechanisms for
sourcing external data resources for analysts in the
warehouse.

BACKGROUND

Data Warehousing

Data warehousing is an evolving IT strategy in which
data is periodically siphoned off from multiple het-
erogeneous operational databases and composed in a
specialized database environment for business analysts
posing queries. Traditional data warehouses tended to
focus on historical/archival data but modern ware-
houses are required to be more nimble, utilizing data
which becomes available within days of creation in the
operational environments (Schwartz , 2003; Imhoff et
al, 2003; Strand and Wangler, 2004; Ladley, 2007). Data
warehouses must provide different views of the data,
allowing users the options to “drill down” to highly
granular data or to produce highly summarized data
for business reporting. This flexibility is supported by
the use of robust tools in the warehouse environment
(Berson and Smith, 1997; Kimball and Ross, 2002).
Data Warehousing accomplishes the following:

. Facilitates ad hoc end-user querying

. Facilitates the collection and merging of large
volumes of data

. Seeks to reconcile the inconsistencies and fix
the errors that may be discovered among data
records

. Utilizes meta-data in an intensive way.

. Relies on an implicit acceptance that external
data is readily available

Some major issues in data warehousing design
are:
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*  Ability to handle vast quantities of data

e Ability to view data at differing levels of granu-
larity

. Query Performance versus ease of query construc-
tion by business analysts

. Ensuring Purity, Consistency and Integrity of data
entering warehouse

. Impactof changesinthe business I T environments
supplying the warehouse

. Costs and Return-on-Investment (ROI)

External Data and Search Engines

External data isan often ignored but essential ingredient
in the decision support analysis performed in the data
warehouse environment. Relevantsourcessuch astrade
journals, news reports and stock quotes are required by
warehouse decision support personnel when reaching
valid conclusions based on internal data (Inmon, 2002;
Imhoff et al, 2003).

External data, if added to the warehouse, may be
usedto putinto contextdata originating from operational
systems. The web has long provided a rich source of
external data, but robust Search Engine (SE) technolo-
gies must be used to retrieve this data (Chakrabarti,
2002; Sullivan, 2000). In our model we envisage a
cooperative nexus between the data warehouse and
search engines. We introduce a special intermediate
and independent data staging layer called the meta-data
engine (M-DE).

Search Engines are widely recognized as imperfect
yet practical tools to access global data via the Internet.
Search Engines continue to mature with new regions,
such as the Deep Web, once inaccessible, now becom-
ing accessible (Bergman, 2001; Wang and Lochovsky,
2003; Zillman, 2005). The potential of current and
future generations of SEs for harvesting huge tracts
of external data cannot be underestimated.

Our model allows a naive (business) user to pose a
query which can be modified to target the domain(s)
of interest associated with the user. The SE acts on
the modified query to produce results. Once results
are retrieved from the SE there is a further processing
stage to format the results data for the requirements of
the data warehouse.

MAIN THRUST

Detailed Model

We now examine the contribution of our model. In par-
ticularwe highlightthe Query Modifying Filter (QMF),
Search Engines submission and retrieval phases, and
meta-dataengine components. The approachestakenin
our model aims to enhance the user experience while
maximizing the efficiency in the search process.

A query modification process is desirable due to
the intractable nature of composing queries. We also
wish to target several different search engines with our
gueries. We note that search engines may independently
provide special operators and/or programming tools
(e.g. Google API) to allow for tweaking of the default
operations of the engine. Thus the Query Modifying
Filter (labeled filter in the diagram) may be used to
fine tune a generic query to meet the unique search
features of a particular search engine. We may need
to enhance terms supplied by a user to better target
the domain(s) of a user. Feedback from the meta-data
engine can be used to guide the development of the
Query Modifying Filter.

The use of popular search engines in our suite guar-
antees the widest possible coverage by our engine. The
basic steps in the querying process is:

1. Getuser’s (naive) query

2. Apply QMF to produce several modified, search
engine specific queries

3. Submitmodified queries to theirrespective search
engines

4.  Retrieve results and form seed links

5. Use seed links and perform depth/breadth first
traversals using seed links

6.  Store results from step. 5 to disk

Architecture

For effective functioning, our proposed system must
address a number of areas pertaining to both the data
warehouse and SE environments, namely:

1. Relevance of retrieved data to a chosen domain

2. Unstructured/semi-structured nature of data on
the web

3. Analysis & Generation of meta-data
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4. Granularity
5. Temporal Constraints (time stamps, warehouse
cycles etc.)

6.  Data Purity

Our model bridges the disparate worlds of the ware-
house and the web by applying maturing technologies
while making key observations about the data ware-
house and search engine domains. Directly introducing
an integrated search engine into the data warehouse
environment, albeit a quick fix solution, would have
serious limitations. We would be confronted with a
problematic and incongruous situation in which highly
structured data in the warehouse would be brought in
contact with web data which is often unstructured or
semi-structured. We can make far fewer assumptions
about unstructured data when compared with struc-
tured data.

A standard SE ordinarily consists of two parts; a
crawler program, and an indexing program. Meta-
search engines function by querying other search
engines and then ranking combined results in order
of relevance. In our model we take the meta-search
approach instead of initiating a separate crawler and
then utilize the meta-data engine components to as-
sume the role of an indexing program. The meta-data
engine forms a bridge between the warehouse and
search engine environments.

The M-DE in our model provides an interface in
which initially poorly structured or semi-structured data

Figure 1. Query and retrieval in hybrid search engine

Aligning the Warehouse and the Web

becomes progressively more structured, through the
generation of meta-data, to conform to the processing
requirements of the data warehouse.

Research is currently very active in the use of XML
and related technologies, which can encode web data
with the necessary labeling from the time the data is
generated. Older, pre-existing web data may also be
retrofitted with necessary meta-data. The Semantic
Web initiative holds promise that some day most web
data will be transparent and readable by intelligent
agent software. Closely associated with the Semantic
Web is the concept of web services in which business
software interoperates using special online directories
and protocols. In the worse case we may have to resort
to traditional Information Retrieval (IR), Natural Lan-
guage Processing (NLP), Machine Learning (ML) and
other Artificial Intelligence (Al) techniques to grapple
with latent semantic issues in the free text (Shah et al,
2002; Laender et al, 2002; Hassell et al, 2006; Holz-
inger et al, 2006).

The architecture of the M-DE allows for a variety
of technologies to be applied. Data on the Web covers
a wide continuum including free text in natural lan-
guage, poorly structured data, semi-structured data,
and also highly structured data. Perversely, highly
structured data may yet be impenetrable if the structure
is unknown, as in the case with some data existing in
Deep Web databases (Wang and Lochovsky, 2003;
Zillman, 2005).
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We now examine the M-DE component operation
in detail. Logically we divide the model into four
components. In the diagram these are labeled Filter,
Modify, Analyze and Format respectively.

Firstly, the Filter component takes a query from a
user and checks that it is valid and suitable for further
action. In some cases the user is directed immediately
to existing results, or may request a manual override.
The filter may be customized to the needs of the user(s).
Next the Modify component handles the task of query
modification. This is done to address the uniqueness
of search criteria present across individual search en-
gines. The effect of the modifications is to maximize
the success rates of searches across the suite of search
engines interrogated.

The modified queries are sent to the search engines
and the returned results are analyzed, by the Analyze
component, to determine structure, content type
and viability. At this stage redundant documents are
eliminated and common web file types are handled
including .HTML, .doc, .pdf, .xml and .ps. Current
search engines sometimes produce large volumes of
irrelevant results. To tackle this problem we must con-
sider semantic issues, as well as structural and syntactic
ones. Standard IR techniques are applied to focus on
the issue of relevance in the retrieved documents col-
lection. Many tools exist to aid us in applying both IR
and data retrieval techniques to the results obtained

Figure 2. Meta-data engine operation

from the web (Manning etal, 2007; Zhenyu et al, 2002;
Daconta et al, 2003).

Semantic Issues

Inthe Data Warehouse much attention is paid to retaining
the purity, consistency and integrity of data originating
from operational databases. These databases take sev-
eral steps to codify meaning through the use of careful
design, data entry procedures, database triggers, etc.
The use of explicit meta-data safeguards the meaning
of data in these databases. Unfortunately on the web
the situation is often chaotic. One promising avenue in
addressing the issue of relevance in a heterogeneous
environmentisthe use of formal, knowledge representa-
tion constructs known as Ontologies. These constructs
have again recently been the subject of revived interest
in view of Semantic Web initiatives. In our model we
plan to use a domain-specific ontology or taxonomy
in the format module to match the results’ terms and
hence distinguish relevant from non-relevant results
(Dingetal,2007; Decker etal, 2000; Chakrabarti, 2002;
Kalfoglou et al, 2004; Hassell et al, 2006; Holzinger
et al, 2006).
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Data Synchronization

Data entering the warehouse must be synchronized
due to the fact that several sources are utilized. With-
out synchronization the integrity of the data may be
threatened. Data coming from the web should also be
synchronized where possible. There is also the issue of
the time basis of information including page postings,
retrieval times, and page expiration dates, etc. Calculat-
ing the time basis of information onthe web isan inexact
science and can sometimes rely on tangential evidence.
Some auxiliary time basis indicators include Internet
Archives, Online Libraries, web server logs, content
analysisandthird party reporting. For instance, content
analysis on a date field, in a prominent position relative
to a heading, may reveal the publication date.

Analysis of the Model

Themodel seekstorelieve information overload as users
may compose naive gqueries which will be augmented
and tailored to individual search engines. When results
areretrieved they are analyzed to produce the necessary
meta-data which allows for the integration of relevant
external data into the warehouse.

The strengths of this model include:

. Value-added data

. Flexibility

. Generation of meta-data

. Extensibility

. Security

. Independence (both Logical & Physical)
. Relies on proven technologies

This model, when implemented fully, will extend
the usefulness of data in the warehouse by allowing
its ageing internal data stores to have much needed
context in the form of external web based data. Flex-
ibility is demonstrated since the M-DE is considered
a specialized activity under a separate administration
and queries are tailored to specific search engines. An
important side effect is the generation of meta-data.
Relevant descriptors of stored data are as important
as the data itself. This meta-data is used to inform the
system in relation to future searches.

The logical and physical independence seen in the
tri-partite nature of the model allows for optimizations,
decreases in development times and enhanced main-
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tainability of the system. Security is of vital concern
especially inrelation to the Internet. The model bolsters
security by providing abuffer between an unpredictable
online environment and the data warehouse. We envis-
agedevelopmentinatleast 3 languages, especially SQL
for the warehouse proper, Java for the search engine
components and Perl to handle the parsing intensive
components of the M-DE.
Some obvious weaknesses of the model include:

. Inexact matching and hence skewed estimations
of relevance

. Handling of granularity

. Need tostore large volumes of irrelevant informa-
tion

e Manual fine-tuning required by system adminis-
trators

. Handling of Multimedia content

. Does not directly address inaccessible “Deep
Web” databases

FUTURE TRENDS

We are already considering the rise of newer modes of
external data sources on the web such as blogs and RSS
feeds. These may well become more important than
the e-zines, online newspapers and electronic forums
of today. Search Engine technology is continuing to
mature. Heavy investments by commercial engines like
Yahoo!, Google and MSN are starting to yield results.
We expect that future searches will handle relevance,
multimedia and data on the Deep Web with far greater
ease. Developments on the Semantic Web, particularly
in areas such as Ontological Engineering and Health
Care (Eysenbach, 2003; Qazi, 2006; Sheth, 2006),
will allow web-based data to be far more transparent to
software agents. The data warehouse environment will
continue to evolve, having to become more nimble and
more accepting of data in diverse formats, including
multimedia. The issue of dirty data in the warehouse
must be tackled, especially as the volume of data in the
warehouse continues to mushroom (Kim, 2003).

CONCLUSION

The model presented seeks to promote the availability
and quality of external data for the warehouse through
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the introduction of an intermediate data-staging layer.
Instead of clumsily seeking to combine the highly struc-
tured warehouse data with the lax and unpredictable
web data, the meta-data engine we propose mediates
between the disparate environments. Key features are
the composition of domain specific queries which are
further tailor made for individual entries in the suite of
search engines being utilized. The ability to disregard
irrelevantdata through the use of Information Retrieval
(IR), Natural Language Processing (NLP) and/or On-
tologies is also a plus. Furthermore the exceptional
independence and flexibility afforded by our model
will allow for rapid advances as niche-specific search
engines and more advanced tools for the warehouse
become available.
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KEY TERMS

Decision Support System (DSS): An interactive
arrangement of computerized tools tailored to retrieve
and display data regarding business problems and
queries.

Deep Web: Denotes those significant but often
neglected portions of the web where data is stored in
inaccessible formats that cannot be readily indexed
by the major search engines. In the literature the term
“Invisible Web” is sometimes used.

External data: Data originating from other than
the operational systems of a corporation.

Metadata: Data about data; in the data warehouse
it describes the contents of the data warehouse.

Operational Data: Data used to support the daily
processing a company does.

Refresh Cycle: The frequency with which the data
warehouse is updated : for example, once a week.

Semantic Web: Area of active research in which
XML based technologies are being used to make web
data “smarter” so that it can be readily handled by
software agents.

Transformation: The conversion of incoming data
into the desired form.
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INTRODUCTION

With the advent of technology, information is avail-
able in abundance on the World Wide Web. In order
to have appropriate and useful information users must
increasingly use techniques and automated tools to
search, extract, filter, analyze and evaluate desired in-
formation and resources. Data mining can be defined
as the extraction of implicit, previously unknown, and
potentially useful information from large databases.

On the other hand, text mining is the process of
extracting the information from an unstructured text. A
standard text mining approach will involve categoriza-
tion of text, text clustering, and extraction of concepts,
granular taxonomies production, sentiment analysis,
document summarization, and modeling (Fan et al,
2006). Furthermore, Web mining is the discovery and
analysis of useful information using the World Wide
Web (Berry, 2002; Mobasher, 2007). This broad defini-
tion encompasses “web content mining,” the automated
search for resources and retrieval of information from
millions of websites and online databases, as well as
“web usage mining,” the discovery and analysis of
users’ website navigation and online service access
patterns.

Companies are investing significantamounts oftime
and money on creating, developing, and enhancing
individualized customer relationship, a process called
customer relationship management or CRM. Based
on a report by the Aberdeen Group, worldwide CRM
spending reached close to $20 billion by 2006. Today,
to improve the customer relationship, most companies
collect and refine massive amounts of data available
through the customers. To increase the value of cur-
rent information resources, data mining techniques
can be rapidly implemented on existing software and
hardware platforms, and integrated with new products
and systems (Wang et al., 2008). If implemented on
high-performance client/server or parallel processing
computers, data mining tools can analyze enormous

databases to answer customer-centric questionssuch as,
“Which clientshave the highest likelihood of responding
to my next promotional mailing, and why.” This paper
provides a basic introduction to data mining and other
related technologies and their applications in CRM.

BACKGROUND
Customer Relationship Management

Customer relationship management (CRM) isan enter-
prise approach to customer service that uses meaningful
communication to understand and influence consumer
behavior. The purpose of the process is two-fold: 1) to
impactall aspects to the consumer relationship (e.g., im-
prove customer satisfaction, enhance customer loyalty,
and increase profitability) and 2) to ensure that employ-
ees within an organization are using CRM tools. The
need for greater profitability requires an organization
to proactively pursue its relationships with customers
(Gao et al., 2007). In the corporate world, acquiring,
building, and retaining customers are becoming top
priorities. For many firms, the quality of its customer
relationships provides its competitive edge over other
businesses. In addition, the definition of “customer”
has been expanded to include immediate consumers,
partners and resellers—in other words, virtually every-
one who participates, provides information, or requires
services from the firm.

Companies worldwide are beginning to realize that
surviving an intensively competitive and global mar-
ketplace requires closer relationships with customers.
In turn, enhanced customer relationships can boost
profitability three ways: 1) reducing cots by attracting
more suitable customers; 2) generating profits through
cross-sellingand up-sellingactivities; and 3) extending
profits through customer retention. Slightly expanded
explanations of these activities follow.

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.




*  Attracting moresuitable customers: Datamin-
ing can help firms understand which customers
are most likely to purchase specific products and
services, thus enabling businesses to develop
targeted marketing programs for higher response
rates and better returns on investment.

. Better cross-selling and up-selling: Businesses
can increase their value proposition by offering
additional products and services that are actually
desired by customers, thereby raising satisfaction
levels and reinforcing purchasing habits.

. Better retention: Data mining techniques can
identify which customers are more likely to
defect and why. This information can be used
by a company to generate ideas that allow them
maintain these customers.

In general, CRM promises higher returns on invest-
ments for businesses by enhancing customer-oriented
processes such as sales, marketing, and customer
service. Data mining helps companies build personal
and profitable customer relationships by identifying
and anticipating customer’s needs throughout the
customer lifecycle.

Data Mining: An Overview

Data mining can help reduce information overload
and improve decision making. This is achieved by
extracting and refining useful knowledge through a
process of searching for relationships and patterns
from the extensive data collected by organizations.
The extracted information is used to predict, classify,
model, and summarize the data being mined. Data
mining technologies, such as rule induction, neural
networks, genetic algorithms, fuzzy logic and rough
sets, are used for classification and pattern recognition
in many industries.

Data mining builds models of customer behavior
using established statistical and machine learning tech-
niques. The basic objective is to construct a model for
one situation in which the answer or output is known,
and then apply that model to another situation in which
the answer or output is sought. The best applications
of the above techniques are integrated with data ware-
houses and other interactive, flexible business analysis
tools. The analytic data warehouse can thus improve
business processes across the organization, in areas
such as campaign management, new product rollout,
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and fraud detection. Data mining integrates different
technologiesto populate, organize, and manage the data
store. Since quality data is crucial to accurate results,
data mining tools must be able to “clean” the data,
making it consistent, uniform, and compatible with
the data store. Data mining employs several techniques
to extract important information. Operations are the
actions that can be performed on accumulated data,
including predictive modeling, database segmentation,
link analysis, and deviation detection.

Statistical procedures can be used to apply advanced
datamining techniquesto modeling (Yang & Zhu, 2002;
Huang et al., 2006). Improvements in user interfaces
and automation techniques make advanced analysis
more feasible. There are two groups of modeling and
associated tools: theory-driven and data driven. The
purpose of theory-driven modeling, also called hy-
pothesis testing, is to substantiate or disprove a priori
notions. Thus, theory-driven modeling tools ask the
user to specify the model and then test its validity. On
the other hand, data-driven modeling tools generate
the model automatically based on discovered patterns
in the data. The resulting model must be tested and
validated prior to acceptance. Since modeling is an
evolving and complex process, the final model might
require a combination of prior knowledge and new
information, yielding a competitive advantage (Dav-
enport & Harris, 2007).

MAIN THRUST

Modern data mining can take advantage of increas-
ing computing power and high-powered analytical
techniques to reveal useful relationships in large data-
bases (Han & Kamber, 2006; Wang et al., 2007). For
example, in a database containing hundreds of thou-
sands of customers, a data mining process can process
separate pieces of information and uncover that 73%
of all people who purchased sport utility vehicles also
bought outdoor recreation equipment such as boats
and snowmobiles within three years of purchasing
their SUVs. This kind of information is invaluable to
recreation equipment manufacturers. Furthermore, data
mining can identify potential customers and facilitate
targeted marketing.

CRM software applications can help database
marketers automate the process of interacting with
their customers (Kracklauer et al., 2004). First, data-
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base marketers identify market segments containing
customers or prospects with high profit potential. This
activity requires processing of massive amounts of
dataabout people and their purchasing behaviors. Data
mining applications can help marketers streamline the
process by searching for patterns among the different
variablesthatserve aseffective predictors of purchasing
behaviors. Marketers can then design and implement
campaigns that will enhance the buying decisions of
a targeted segment, in this case, customers with high
income potential. To facilitate this activity, marketers
feed the datamining outputs into campaign management
software that focuses on the defined market segments.
Here are three additional ways in which data mining
supports CRM initiatives.

. Database marketing: Datamining helps database
marketers develop campaigns that are closer to
the targeted needs, desires, and attitudes of their
customers. If the necessary information resides
inadatabase, data mining can model awide range
of customer activities. The key objective is to
identify patterns that are relevant to current busi-
ness problems. For example, datamining can help
answer questions such as “Which customers are
most likely to cancel their cable TV service?” and
“Whatisthe probability thata customer will spent
over $120 from a given store?” Answering these
types of questions can boost customer retention
and campaign response rates, which ultimately
increases sales and returns on investment.

*  Customer acquisition: The growth strategy of
businesses depends heavily on acquiring new
customers, which may require finding people
who have been unaware of various products and
services, who have just entered specific product
categories (for example, new parents and the
diaper category), or who have purchased from
competitors. Although experienced marketers
often can select the right set of demographic
criteria, the process increases in difficulty with
the volume, pattern complexity, and granularity
of customer data. Highlighting the challenges of
customer segmentation has resulted in an explo-
sive growth in consumer databases. Data mining
offers multiple segmentation solutions that could
increase the response rate for a customer acquisi-
tion campaign. Marketers need to use creativity
and experience to tailor new and interesting of-

fers for customers identified through data mining
initiatives.

. Campaignoptimization: Many marketing orga-
nizations have avariety of methodsto interact with
current and prospective customers. The process
of optimizing a marketing campaign establishes
a mapping between the organization’s set of of-
fers and a given set of customers that satisfies
the campaign’s characteristics and constraints,
defines the marketing channels to be used, and
specifies the relevant time parameters. Data min-
ing can elevate the effectiveness of campaign
optimization processes by modeling customers’
channel-specific responses to marketing offers.

Database marketing software enables companies
to send customers and prospective customers timely
and relevant messages and value propositions. Mod-
ern campaign management software also monitors
and manages customer communications on multiple
channels including direct mail, telemarketing, email,
Web, point-of-sale, and customer service. Further-
more, this software can be used to automate and unify
diverse marketing campaigns at their various stages
of planning, execution, assessment, and refinement.
The software can also launch campaigns in response
to specific customer behaviors, such as the opening of
a new account.

Generally, better business results are obtained when
data mining and campaign management work closely
together. For example, campaign management software
can apply the data mining model’s scores to sharpen
the definition of targeted customers, thereby raising
response rates and campaign effectiveness. Further-
more, data mining may help to resolve the problems
that traditional campaign management processes and
software typically do not adequately address, such as
scheduling, resource assignment, etc. While finding
patterns in data is useful, data mining’s main contri-
bution is providing relevant information that enables
better decision making. In other words, it is a tool that
can be used along with other tools (e.g., knowledge,
experience, creativity, judgment, etc.) to obtain better
results. Adatamining system manages the technical de-
tails, thus enabling decision-makers to focus on critical
business questions such as “Which current customers
are likely to be interested in our new product?” and
“Which market segment is the best for the launch of
our new product?”’
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FUTURE TRENDS

Dataminingisamoderntechnology that offers competi-
tive firms amethod to manage customer information, to
retain customers, and to pursue new and hopefully prof-
itable customer relationships. With the emergence new
technologies, data mining has been further enhanced
and segregated into text mining and web mining.

Text Mining

With the advancement and expansion of data mining
thereisalarge scope and need of anareawhich canserve
the purpose various domains. Fusion of techniques from
data mining, language, information process retrieval
and visual understanding, created an interdisciplinary
field called text mining. Text data mining, referred as,
text mining is the process of extracting the information
from an unstructured text. In order to obtain high text
information, a process of pattern division and trends is
done. For an efficient text mining system, the unstruc-
tured text is parsed and attached or removed some level
of linguistic feature, thus making it structured text. A
standard text mining approach will involve categoriza-
tion of text, text clustering, and extraction of concepts,
granular taxonomies production, sentiment analysis,
document summarization, and modeling.

Text mining involves a two stage processing of
text. In the first step a description of document and its
content is done. This process is called categorization
process. In the second step, called as classification, the
document is divided into descriptive categories and an
inter document relationship is established. Of the late,
text mining has been useful in many areas, i.e. security
applications, software applications, academic applica-
tionsetc. Inthe competitive world of business, thereisa
rush to grab the pie of text mining benefits. With every
company focusing on customer relationship manage-
ment the need for a technique to analyze the customer
response in an efficientand effective ways is in demand.
This is where text mining fills in the void.

Companiesgenerally concentrate inasmaller quan-
titative picture of customer response and thus neglecting
a broader perspective of CRM. Furthermore, people
managing CRM do not put a heed to the day to day
communications, suggestions, complaints and praises.
This leads to further weaken the CR analysis. With the
use of text mining a link to the behavioral data can be
obtained which will be an additional asset to the stan-
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dard numerical analysis. With the involvement of text
mining which in itself involves artificial intelligence,
machine learning and statistics can be very useful in
predicting the future course of customer relationship
management.

Web Mining

With the explosion of information we are entering into
a flood of information. This information explosion is
strongly supported by the internet which by all means
has become a universal infrastructure of information
(Abbasi & Chen, 2007; Turekten & Sharda, 2007). With
the fact that web content is exponentially increasing
it is getting difficult day by day to get the appropriate
information which is as close as possible to what a user
is looking for. Web mining can be used in customizing
the web sites based on the contents as well as the user
interaction. Types of web mining generally include
usage mining, content mining and structure mining.

Data mining, text mining and web mining employ
many techniques to extract relevant information from
massive data sources so that companies can make better
business decisions with regard to their customer rela-
tionships. Hence, data, text mining and web mining
promote the goals of customer relationship manage-
ment, which are to initiate, develop, and personalize
customer relationships by profiling customers and
highlighting segments.

However, data mining presents a number of issues
that must be addressed. Data privacy is a trigger-but-
ton issue (Atahan & Sarkar, 2007; Zhu et al., 2007).
Recently, privacy violations, complaints, and concerns
have grown in significance as merchants, companies,
and governments continue to accumulate and store
large amounts of personal data. There are concerns not
only about the collection of personal data, but also the
analyses and uses of the data. For example, transac-
tional information is collected from the customer for
the processing of a credit card payment, then, without
prior notification, the information is used for other
purposes (e.g., data mining). This action would vio-
late principles of data privacy. Fueled by the public’s
concerns about the rising volume of collected data and
potent technologies, clashes between data privacy and
data mining likely will cause higher levels of scrutiny
inthe coming years. Legal challengesare quite possible
in this regard.
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There are other issues facing data mining as well
(Olson, 2008). Data inaccuracies can cause analyses,
results, and recommendations to veer off-track. Custom-
ers’ submission of erroneous or false information and
data type incompatibilities during the data importation
process pose real hazards to data mining’s effective-
ness. Another risk is that data mining might be easily
confused with datawarehousing. Companiesthatbuild
data warehouses without implementing data mining
software likely will not reach top productivity nor re-
ceive the full benefits. Likewise, cross-selling can be
a problem if it violates customers’ privacy, breaches
their trust, or annoys them with unwanted solicitations.
Data mining can help to alleviate the latter issue by
aligning marketing programs with targeted customers’
interests and needs.

CONCLUSION

Despite the potential issues and impediments, the market
for data mining is projected to grow by several billion
dollars. Database marketers should understand that
some customers are significantly more profitable than
others. Data mining can help to identify and target
these customers, whose data is “buried” in massive
databases, thereby helping to redefine and to reinforce
customer relationships.

Data mining tools can predict future trends and
behaviors that enable businesses to make proactive,
knowledge-based decisions. This is one of the reasons
why data mining is also known as knowledge discov-
ery. It is the process of analyzing data from different
perspectives, grouping the relationships identified and
finally concluding to a set of useful information. This
set of information can be further analyzed and utilized
by companies to increase revenue, cut costs or a com-
bination of both. With the use of data mining business
are finding it easy to answer questions pertaining to
business intelligence which were difficult to analyze
and conclude before.
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KEY TERMS

Application Service Providers: Offeroutsourcing
solutions that supply, develop, and manage applica-
tion-specific software and hardware so that custom-
ers’ internal information technology resources can be
freed-up.

Business Intelligence: Thetype of detailed informa-
tion that business managers need for analyzing sales
trends, customers’ purchasing habits, and other key
performance metrics in the company.
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Classification: Distribute things into classes or
categories of the same type, or predict the category of
categorical data by building a model based on some
predictor variables.

Clustering: Identify groups of items that are simi-
lar. The goal is to divide a data set into groups such
that records within a group are as homogeneous as
possible, and groups are as heterogeneous as possible.
When the categories are unspecified, this may be called
“unsupervised learning”.

GeneticAlgorithm: Optimizationtechniques based
on evolutionary concepts that employ processes such
as genetic combination, mutation and natural selection
in a design.

Online Profiling: The process of collecting and
analyzing data from website visits, which can be used
to personalize a customer’s subsequent experiences on
the website.

Rough Sets: A mathematical approach to extract
knowledge from imprecise and uncertain data.

Rule Induction: The extraction of valid and useful
“if-then-else” type of rules from data based on their
statistical significance levels, which are integrated with
commercial data warehouse and OLAP platforms.

Web Usage Mining: The analysis of data related to
a specific user browser along with the forms submitted
by the user during a web transaction.
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INTRODUCTION

The Information Technology and Internet techniques
arerapidly developing. Interaction between enterprises
and customers has dramatically changed. It becomes
critical that enterprises are able to perform rapid diag-
nosis and quickly respond to market change. How to
apply business intelligence (BIl), manage, and diffuse
discovered knowledge efficiently and effectively has
attracted much attention (Turban et al., 2007). In this
chapter, an “analytical knowledge warehousing” ap-
proach is proposed to apply business intelligence, and
solve the knowledge management and diffusion issues
for decision-making. Analytical knowledge is referred
toasetof discovered knowledge, i.e., core of Bl, which
is extricated from databases, knowledge bases, and
other data storage systems through aggregating data
analysis techniques and domain experts from business
perspective. The solutionapproach includes conceptual
framework of analytical knowledge, analytical knowl-
edge externalization, design and implementation of
analytical knowledge warehouse. The methodology has
integrated with multi-dimensional analytical techniques
to efficiently search analytical knowledge documents.
The techniques include static and dynamic domains
and solve problems from the technical and manage-
ment standpoints. The use of analytical knowledge
warehouse and multidimensional analysis techniques
shows the promising future to apply Bl and support
decision-making in business.

BACKGROUND

As businesses continue to use computer systems for a
growing number of functions, they face the challenge
of processing and analyzing huge amounts of data and
turning it into profits. In response to this, enterprises
are trying to build their business intelligence (BI),

which is a set of tools and technologies designed to
efficiently extract useful information from oceans of
data. Business intelligence which introduces advanced
technology into enterprise management (such as data
warchouses, OLAP, data mining), not only provides
enterprises with the ability to obtain necessary informa-
tion, but also to turn them into useful knowledge that
will improve an enterprises’ competitive advantage
(Xie et al., 2001). The functions of business intel-
ligence include management of data, analysis of data,
support of decision, and excellence of business (Liang
et al., 2002). Business intelligence system queries a
data source, uses techniques such as online analytical
processing and data mining to analyze information in
the source, and reports the results of its work (Ortiz,
2002). Businessintelligence tools enable organizations
to understand their internal and external environment
through the systematic acquisition, collation, analysis,
interpretation and exploitation of information (Chung
et al., 2003). However, the primary challenge of Bl
is how to represent the sets of knowledge discovered
by using advanced technologies, manage, and diffuse
them. In most cases, enterprises build knowledge
management systems. However, these systems do not
consider the dynamic characteristics of knowledge
activities (Maier, 2007).

Inanenterprise, the structure of knowledge activity,
which depicts activities in the knowledge life cycle
(Alavi and Leidner, 2001) and potential issues in the
process, is dynamic (Figure 1). Two systems are ob-
served in Figure 1. The lower part of Figure 1 shows
the “knowledge activity” main system, which projects
internal and external changes. The upper partof Figure 1
depicts the system, which starts from requirement of so-
lution approach, and is followed by knowledge sharing,
knowledge innovation, knowledge similarity, knowl-
edge externalization and break through knowledge.
Furthermore, there are two “feedback” mechanisms

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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in each system. In Figure 1, the solid line represents
the flow and relationship between each knowledge
activity. In contrast to the solid line, the dashed line
represents the model of barrier of knowledge activity,
which often occurs in the real world. Note that the dash
line also shows “adjusted” feedback, which brings in
an adjusted (opposite) function into the system.

Some business approaches focus on the “enhanced”
feedback (solid lines) in order to increase effectiveness
of Knowledge Management (KM) and decision-making
(Alaviand Leidner, 2001). However, those approaches
are merely temporary solutions and in ad hoc manners.
Those approaches become dysfunctional eventually.
Therefore, a leverage approach (i.e., focusing on im-
proving the adjusted feedbacks, which is represented
by the dash lines in Figure 1) is practical and desirable
to achieve effectiveness of Bl in decision-making.

To model analytical knowledge in an explicit and
sharable manner and avoid the ineffectiveness of ap-
plying Bl in decision-making, it is required to makes
clarification of the following issues:

1.  Businesses are required to efficiently induce the
core knowledge domain (Dieng et al., 1999)
and make efforts on high-value and applicable
knowledge.

2. From standpoint of technology, knowledge is
required to accumulate itself and then be shared

with other sources.

3. The lack of well-structured knowledge storage has
made the integration of knowledge spiral activities
impossible (Nonaka and Takeuchi, 1995).

4.  Based on the AK warehousing, the paper uses the
multidimensional technique to illustrate the analyti-
cal knowledge. The proposed analytical knowledge
warehousing eventually stores the paths ofanalytical
knowledge documents, which is classified as non-
numerical data.

5. Analytical techniques are used to project potential
facts and knowledge in a particular scenario or with
someassumptions. Therepresentation isstatic, rather
than dynamic.

MAIN FOCUS

This chapter is based on the data warehousing and know!-
edge discovery techniques: (1) identify and represent
analytical knowledge, which is a result of data analytical
techniques, (2) storeand manage the analytical knowledge
efficiently, (3) accumulate, share, distribute, and integrate
the analytical knowledge for BI. This chapter is concep-
tualized in Figure 2 and illustrated in five levels:

1. Inthebottomarea, thereare tworesearch domains:
the leftside correspondsto the data storage system

Figure 1. The dynamic structure of knowledge activity in enterprise
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techniques, e.g., datawarehousing and knowledge
warehousing techniques — a systematic view to
aim at the store and management of data and
knowledge; and the right side corresponds to the
knowledge discovery — an abstract view to aim
at the understanding of knowledge discovery

Analytical Knowledge Warehousing for Business Intelligence

which result from the analytical techniques. The
structure of AK is defined with the Zachman
Framework (Inmon, 2005) and stored in the
knowledge depository. The AK warehousing
is based on and modified from traditional data
warehousing techniques.

processes. 3. The white right-bottom side corresponds to
The core research of this chapter, the “warehouse the traditional knowledge discovery processes.
for analytical knowledge” is on the left-lower The right-upper side corresponds to the refined
side which corresponds to the traditional data processes of knowledge discovery, which aims
warehouse architecture. Knowledge warehouse at structurally depicting detailed development
ofanalytical knowledge refersto the management processes of knowledge discovery.
and storage of analytical knowledge documents,
Figure 2. Research structure diagram
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4.  Thetwo-directionarrow in the middle area refers
to the agent-based concept, which aims at the
integration of data/knowledge warehousing and
knowledge discovery processes and clarification
of the mapping between system developmentand
conceptual projection processes. The agent-based
systematic approach is proposed to overcome the
difficulties of integration, which often occurs in
individual and independent development.

5. In the upper area, user knowledge application
level, there are two important concepts in the
analysis of knowledge warehousing: The “push”
concept (the left-upper corner) uses intelligent
agents to detect, reason, and respond to the
knowledge changesin knowledge warehouse. The
agents actively deliver the important messages to
knowledge workers to support decision-making
on time, rather than in a traditional way, doing
jobsbymanager’s commands. The “pull” concept
(the right-upper corner) feedbacks the messages
to knowledge warehouse after the users browse
and analyze particular analytical knowledge, in
such a way to accumulate and share knowledge
passively.

Analytical Knowledge (AK)

Analytical knowledge, a core part of B, is defined as a
set of knowledge, which is extricated from databases,
knowledge bases, and other data storage systems
through aggregating data analysis techniques and
domain experts. Data analysis techniques are related
to different domains. Each domain comprises several
components for example, including statistics, artificial
intelligence and database domains. Each domain is not
mutually exclusive but correlated to each other. The
components under each domain may be reflected at
different levels. Those levels are technical application,
software platform and fundamental theory. Clearly,
all of technical application and software platform are
supported by fundamental theory.

Analytical knowledge is different from general
knowledge and is constituted only by experts’ knowl-
edge, dataanalysistechniquesand data storage systems.
Another key feature of analytical knowledge is that
domain experts” knowledge should be based on data
analysis techniques as well as data storage systems
(Davenport and Prusak, 1998).
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Numerous classification approaches have been
used to distinguish different types of knowledge.
For example, knowledge can be further divided into
tacit or explicit knowledge (Nonaka, 1991). Analytical
knowledge is classified through the following criteria:
tacit or explicit, removable or un-removable, expert
or un-professional, and strategic resources (Alavi and
Leidner, 2001). Note that the definition of expertise
includes three categories: know-what, know-how and
know-why.

Executive personnel of analytical knowledge are
summarized through the Zachman Framework (In-
mon et al., 1997). Seven dimensions (entity, location,
people, time, motivation, activity, and information)
are listed for this summary. Basically, the first six cat-
egories correspond to the 5SW1H (What, Where, Who,
When, Why, and How) technique. Furthermore, five
categories are used to represent executive personnel.
Data analyzer, knowledge analyzer, knowledge editor,
knowledge manager and knowledge user are formed for
these categories. Note that the same person might be
involved in more than one category since an individual
could play multi roles in the organization.

Asmentioned before, analytical knowledge is trans-
formed from different stages. Sophisticated process is
involved from the first step (e.g., event occurred) to the
last step (e.g., knowledge generated). Figure 3 exem-
plifies the process of generating analytical knowledge.
More details are introduced as follows:

(1) A dashed line represents the source of data,
which means “event.” Here, the needs of data or in-
formation analysis from enterprise are triggered by the
events from aworking process or organization; (2) The
blocks represent the entities in the process. There are
requirements assessment, events classification, topics
identification, techniques identification, techniques ap-
plication, experts’ involvement and group discussions;
(3) The oval blocks represent data storage systems; (4)
Three different types of arrows are used in the diagram.
The solid line arrow illustrates the direction of the
process, while the long dash line arrow points out the
needs of the data warehouse. The dot dash line shows
paths to construct analytical knowledge.

In general, technical information and captured
information are highly correlated to the data analysis
techniques. Different types of knowledge are pro-
duced through different data analysis approaches. For
example, an association rule approach in data mining
can be implemented to generate technical information
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Figure 3. A flow diagram of generating analytical knowledge
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while a classification approach can be used to form
captured information. However, the nature of these two
different kinds of knowledge is significant. Therefore,
it is essential to design the structure of knowledge to
achieve knowledge externalization and allow the ana-
Iytical knowledge toreside, e.g., aneXtensible Markup
Language (XML) application.

The XML-based externalization process is pro-
posed in Figure 4, which shows the flow chart of the
externalization process of analytical knowledge. The
results of externalization are stored into a knowledge
warehouse by using XML.

To be able to support analytical knowledge ware-
housing, XML is implemented to define standard docu-
ments for externalization, which includes five different
categories as above. The XML-based externalization
provides a structured and standard way for analytical
knowledge representation and development of knowl-
edge warehousing.

Qualitative Multi-Dimensional Analysis

The multi-dimensional analysis requires numerical
data as input entries. This type of quantitative data is
critical because it helps the aggregation function to
represent the characteristics of data cube and provide

rapid access to the entire data warehouse. However,
non-numerical data cannot be operated through the
multi-dimensional analysis technique. Therefore, this
section developsadynamic solutionapproach of “quali-
tative” multidimensional technique for decision-making
based on traditional multidimensional techniques and
OLAP techniques.

The nature of data classifies two different types of
the multi-dimensional analysis. For numerical data,
quantitative multi-dimensional analysis (Q-n MA)
is used to operate on this type of data. For example,
the OLAP fits in this class. For non- numerical data,
qualitative multi-dimensional analysis (Q-1 MA) is
implemented to operate on it. There is not much lit-
erature published in the qualitative multi-dimensional
analysis area. Contemporary software cannot perform
qualitative multi-dimensional analysis effectively due
to the lack of commonality of data sharing.

In general, there are two different types of multi-
dimensional analysis based on single fact or multiple
facts: static and dynamic. The key difference between
static and dynamic is that “static” represents merely a
fact without taking any variability into consideration
while “dynamic” reflects any changes. For example, in
the time dimension analysis, emphasizing sales of only
one specific month is a “static” status. Modeling the
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Figure 4. The flow chart of externalization process of analytical knowledge
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sales changes among different months is a “dynamic”
analysis. Based on the “static”’ and “dynamic” status, the
operation characteristics of quantitative and qualitative
multi-dimensional analysis are as follows:

1.  Quantitative static multi-dimensional analysis
For Q-n MA, the aggregation function embedded
in the data cube can be generated. The results
of the aggregation function only show the facts
under a particular situation. Therefore, itis called
“static.”

2. Qualitative static multi-dimensional analysis
The Q-1 MA approach operates on hon-numeri-
cal data. The application of “static” techniques,
which shows detailed facts in the data cube, can
be observed.

3. Quantitative dynamic multi-dimensional analy-
sis
In Q-n MA, the dynamic approach should be
capable of modeling any input entry changes for
the aggregation function from data cubes through
a selection of different dimensions and levels.
Based on structures of the dimension and level,
there are two types of analysis: parallel and verti-
cal analysis. Parallel analysis concentrates on the
relationship between elements in the data cube at
the same level. Relationship between brothers is
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an example of this kind of relationship. Vertical
analysis emphasizes the relationship in the data
cube at different but consecutive levels. In Q-I
MA, the dynamic approach includes orthogonal,
parallel and vertical analysis.

The orthogonal analysis concentrates on different
facts in the same data cube. Because the facts depend
on the selection of different dimensions and levels in
the cube, the important information could be identified
through orthogonal analysis. However the elicited in-
formation requires additional analysis through domain
experts. Based on dimension and level structures, there
are also two different types of analysis: parallel and
vertical analysis. Again, “parallel analysis” focuses
on the specific level in data cubes and extracts some
identical events. Then the events are compared. The
“vertical analysis” concentrates on the different but
contiguous levels in data cubes. For analytical knowl-
edge, “similarity” or “difference” depends on usage of
the data analysis techniques.

Development of Analytical Knowledge
Warehouse (AKW)

In this section, analytical knowledge is modeled and
stored as a similar way of data warehousing using the
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dimensional modeling approach that is one of the best
ways to model/store decision support knowledge for
data warehouse (Kimball et al., 1998).

The analytical knowledge warehouse stores XML-
based analytical knowledge (AK) documents (Li,
2001). Analytical knowledge warehouse emphasizes
that “based on data warehouse techniques, the XML-
based AK documents can be efficiently and effectively
stored and managed.” The warehouse helps enterprises
carry out the activities in knowledge life cycle and
support decision-making in enterprise (Turban and
Aronson, 2001).

The purpose of this design is that the knowledge
documents can be viewed multi-dimensionally. Di-
mensional modeling is a logical design technique that
seeksto present the data in astandard framework that is
intuitive and allows for high-performance access. It is
inherently dimensional and adheres to a discipline that
uses the relational model with some important restric-
tions. Every dimensional model is composed of one
table with a multipart key, called the fact tables, and
a set of smaller tables called dimensional tables. Note
that a dimension is a collection of text-like attributes
that are highly correlated with each other.

In summary, the goals of analytical knowledge
warehouse are to apply the quantitative multi-dimen-
sion analysis technique, to explore static and dynamic
knowledge, and to support enterprise for decision-
making.

FUTURE TRENDS

1. Asystematic mechanism to analyze and study the
evolution of analytical knowledge over time. For
example, mining operations of different types of
analytical knowledge evolved could be executed
after a particular event (e.g., 911 Event) in order
to discover more potential knowledge.

2. Enhancement of maintainability for the well-struc-
tured analytical knowledge warehouse. More-
over, revelation of different types of analytical
knowledge (e.g., outcomes extracted through the
OLAP or Al techniques) is critical and possible
solutionapproaches need to be proposed in further
investigation.

3. Application of intelligent agents. Currently, the
process of knowledge acquisition is to passively
deliver knowledge documents to the user, who

requests. If the useful knowledge could be trans-
mitted into the relevant staff members actively,
the value of that knowledge can be intensified. It
is very difficult to intelligently detect the useful
knowledge because the conventional knowledge
is not structural. In this research, knowledge has
been manipulated through the multi-dimensional
analysis technique into analytical knowledge
(documents), which is the result of knowledge
externalization process. Consequently, if the
functionality of intelligent agent can be modeled,
then the extracted knowledge can be pushed to
desired users automatically. Application of in-
telligent agent will be a cutting edge approach
and the future of application of intelligent agent
should be promising.

CONCLUSION

In the chapter, representation of analytical knowledge
and system of analytical knowledge warehousing
through XML were proposed. Components and struc-
tures of the multi-dimensional analysis were introduced.
Models of the qualitative multi-dimensional analysis
were developed. The proposed approach enhanced the
multi-dimensional analysis in terms of apprehending
dynamic characteristics and qualitative nature. The
qualitative models of the multi-dimensional analysis
showed great promise for application in analytical
knowledge warehouse. The main contribution of this
chapter is that analytical knowledge has been well and
structurally defined that could be represented by XML
and stored in the AK warehouse. Practically, analytical
knowledge not only efficiently facilitates the explora-
tion of useful knowledge but also shows the ability to
conduct meaningful knowledge mining on the web for
business intelligence.
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KEY TERMS

Business Intelligence: Sets of tools and technolo-
gies designed to efficiently extract useful information
from oceans of data.

Data Analysis Techniques: The technique to
analyze data such as data warchouses, OLAP, data
mining.

Data Mining: The nontrivial extraction of implicit,
previously unknown, and potentially useful information
from data and the science of extracting useful informa-
tion from large data sets or databases.

Data Warehouses: The main repository of an
organization’s historical data, its corporate memory. It
contains the raw material for management’s decision
support system. The critical factor leading to the use
of a data warehouse is that a data analyst can perform
complex queries and analysis, such as data mining, on
the information without slowing down the operational
systems.

Knowledge Management: Manage knowledge in
an efficient way through knowledge externalization,
sharing, innovation, and socialization.

On-Line Analytical Processing: An approach to
quickly providing answers to analytical queries that
are multidimensional in nature.

Qualitative Data: The data extremely varied in
nature includes virtually any information that can be
captured that is not numerical in nature.
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INTRODUCTION

Intraditional dataanalysis, data points lieina Cartesian
space, and an analyst asks certain questions: (1) What
distribution can I fit to the data? (2) Which points are
outliers? (3) Are there distinct clusters or substruc-
ture? Today, data mining treats richer and richer types
of data. Social networks encode information about
people and their communities; relational data sets
incorporate multiple types of entities and links; and
temporal information describes the dynamics of these
systems. With such semantically complex data sets, a
greater variety of patterns can be described and views
constructed of the data.

This article describes a specific social structure
that may be present in such data sources and presents
a framework for detecting it. The goal is to identify
tribes, or small groups of individuals that intentionally
coordinate their behavior—individuals with enough
in common that they are unlikely to be acting inde-
pendently.

While thistask can only be conceived of inadomain
of interacting entities, the solution techniques return to
the traditional data analysis questions. In order to find
hidden structure (3), we use an anomaly detection ap-
proach: develop a model to describe the data (1), then
identify outliers (2).

BACKGROUND

This article refers throughout to the case study by
Friedland and Jensen (2007) that introduced the tribes
task. The National Association of Securities Dealers
(NASD) regulates the securities industry in the United
States. (Since the time of the study, NASD has been
renamed the Financial Industry Regulatory Authority.)
NASD monitors over 5000 securities firms, oversee-
ing their approximately 170,000 branch offices and
600,000 employees that sell securities to the public.

One of NASD’s primary activities is to predict and
prevent fraud among these employees, called registered
representatives, or reps. Equipped with data about the
reps’ past employments, education, and “disclosable
events,” it must focus its investigatory resources on
those reps most likely to engage in risky behavior.
Publications by Neville et al. (2005) and Fast et al.
(2007) describe the broader fraud detection problem
within this data set.

NASD investigators suspect that fraud risk depends
onthe social structure among reps and their employers.
In particular, some cases of fraud appear to be com-
mitted by what we have termed tribes—groups of reps
that move from job to job together over time. They
hypothesized such coordinated movement among jobs
could be predictive of future risk. To test this theory,
we developed an algorithm to detect tribe behavior.
The algorithm takes as input the employment dates
of each rep at each branch office, and outputs small
groups of reps who have been co-workers to a striking,
or anomalous, extent.

This task draws upon several themes from data
mining and machine learning:

Inferring latent structure in data. The data we
observe may be a poor view of a system’s underlying
processes. It is often useful to reason about objects or
categories we believe exist in real life, but that are not
explicitly represented inthe data. The hiddenstructures
can be inferred (to the best of our ability) as a means
to further analyses, or as an end in themselves. To do
this, typically one assumes an underlying model of
the full system. Then, a method such as the expecta-
tion-maximization algorithm recovers the best match
between the observed data and the hypothesized unob-
served structures. This type of approach is ubiquitous,
appearing for instance in mixture modelsand clustering
(MacKay, 2003), and applied to document and topic
models (Hofmann, 1999; Steyvers, et al. 2004).
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Inrelational domains, the latent structure mostcom-
monly searched for is clusters. Clusters (in graphs) can
be described as groups of nodes densely connected by
edges. Relational clusteringalgorithms hypothesize the
existence of this underlying structure, then partition
the data so as best to reflect the such groups (Newman,
2004; Kubica et al., 2002; Neville & Jensen, 2005).
Such methods have analyzed community structures
within, for instance, a dolphin social network (Lusseau
& Newman, 2004) and within a company using its
network of emails (Tyler etal., 2003). Other variations
assume some alternative underlying structure. Gibsonet
al. (1998) use notions of hubs and authorities to reveal
communitiesonthe web, whilearecentalgorithmby Xu
et al. (2007) segments data into three types—clusters,
outliers, and hub nodes.

For datasets with links that change over time, a
variety of algorithms have been developed to infer
structure. Two projects are similar to tribe detection
in that they search for specific scenarios of malicious
activity, albeit in communication logs: Gerdes et al.
(2006) look for evidence of chains of command, while
Magdon-Ismail et al. (2003) look for hidden groups
sending messages via a public forum.

For the tribes task, the underlying assumption is
that most individuals act independently in choosing
employments and transferring among jobs, but that
certainsmall groups make their decisions jointly. These
tribes consist of members who have worked together
unusually muchinsome way. Identifying these unusual
groups is an instance of anomaly detection.

Anomaly detection. Anomalies, or outliers, are
examples that do not fit a model. In the literature, the
term anomaly detection often refers to intrusion detec-
tion systems. Commonly, any deviations from normal
computer usage patterns, patterns which are perhaps
learned from the data as by Teng and Chen (1990), are
viewed as signs of potential attacks or security breaches.
More generally for anomaly detection, Eskin (2000)
presents a mixture model framework in which, given a
model (with unknown parameters) describing normal
elements, a data set can be partitioned into normal
versus anomalous elements. When the goal is fraud
detection, anomaly detection approaches are often ef-
fective because, unlike supervised learning, they can
highlight both rare patterns plus scenarios not seen in
training data. Bolton and Hand (2002) review anumber
of applications and issues in this area.
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MAIN FOCUS

As introduced above, the tribe-detection task begins
with the assumptionthat most individuals make choices
individually, but that certain small groups display
anomalously coordinated behavior. Such groups leave
traces that should allow us to recover them within large
data sets, even though the data were not collected with
them in mind.

In the problem’s most general formulation, the
input is a bipartite graph, understood as linking indi-
viduals to their affiliations. In place of reps working
at branches, the data could take the form of students
enrolled in classes, animals and the locations where
they are sighted, or customers and the music albums
they have rated. A tribe of individuals choosing their
affiliations in coordination, in these cases, becomes a
group enrolling in the same classes, amother-child pair
that travels together, or friends sharing each other’s
music. Not every tribe will leave a clear signature,
but some groups will have sets of affiliations that are
striking, either in that a large number of affiliations
are shared, or in that the particular combination of
affiliations is unusual.

Framework

We describe the algorithm using the concrete example
of the NASD study. Each rep is employed at a series
of branch offices of the industry’s firms. The basic
framework consists of three procedures:

1.  For every pair of reps, identify which branches
the reps share.

2. Assign a similarity score to each pair of reps,
based on the branches they have in common.

3. Group the most similar pairs into tribes.

Step 1 is computationally expensive, but straight-
forward: For each branch, enumerate the pairs of reps
who worked there simultaneously. Then for each pair
of reps, compile the list of all branches they shared.

The similarity score of Step 2 depends on the choice
of model, discussed in the following section. This is
the key component determining what kind of groups
the algorithm returns.

After each rep pair is assigned a similarity score,
the modeler chooses a threshold, keeps only the most
highly similar pairs, and creates a graph by placing an
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edge between the nodes of each remaining pair. The
graph’s connected components become the tribes.
That is, a tribe begins with a similar pair of reps, and
it expands by including all reps highly similar to those
already in the tribe.

Models of “Normal”

The similarity score defines how close two reps are,
given the set of branches they share. A pair of reps
should be considered close if their set of shared jobs
is unusual, i.e., shows signs of coordination. In decid-
ing what makes a set of branches unusual, the scoring
function implicitly or explicitly defines a model of
normal movement.
Some options for similarity functions include:

Count the jobs. The simplest way to score the
likelihood of a given set of branches is to count them:
A pair of reps with three branches in common receives
the score 3. This score can be seen as stemming from a
naive model of how reps choose employments: At each
decision point, a rep either picks a new job, choosing
among all branches with equal probability, or else
stops working. Under this model, any given sequence
of n jobs is equally likely and is more likely than a
sequence of n+1 jobs.

Measure duration. Another potential scoring func-
tion is to measure how long the pair worked together.
This score could arise from the following model: Each
day, reps independently choose new jobs (which could
be the same as their current jobs). Then, the more days
a pair spends as co-workers, the larger the deviation
from the model.

Evaluate likelihood according to a Markov pro-
cess. Each branch can be seen as a state in a Markov
process, and a rep’s job trajectory can be seen as a
sequence generated by this process. At each decision
point, a rep either picks a new job, choosing among
branches according to the transition probabilities, or
else stops working.

This Markov model captures the idea that some job
transitions are more common than others. For instance,
employees of one firm may regularly transfer to another
firm in the same city or the same market. Similarly,
when a firm is acquired, the employment data records
its workforce as “changing jobs” en masse to the new
firm, which makes that job change appear popular. A
model that accounts for common versus rare job transi-

tions can judge, for instance, that a pair of independent
colleagues in Topeka, Kansas (where the number of
firms is limited) is more likely to share three jobs by
chance, than a pair in New York City is (where there
are more firms to choose from); and that both of these
are more likely than for an independent pair to share
a job in New York City, then a job in Wisconsin, then
a job in Arizona.

The Markov model’s parameters can be learned
using the whole data set. The likelihood of a particular
(ordered) sequence of jobs,

P (Branch A — Branch B — Branch C — Branch D)
is
P (start at Branch A)-P(A —->B)-P(B—>C)-P(C > D)

The branch-branch transition probabilities and
starting probabilities are estimated using the number
of reps who worked at each branch and the number
that left each branch for the next one. Details of this
model, including needed modifications to allow for
gaps between shared employments, can be found in
the original paper (Friedland & Jensen, 2007).

Use any model that estimates a multivariate
binary distribution. In the Markov model above, it
is crucial that the jobs be temporally ordered: A rep
works at one branch, then another. When the data
comes from a domain without temporal information,
such as customers owning music aloums, an alterna-
tive model of “normal” is needed. If each rep’s set of
branch memberships is represented as a vector of 1°s
(memberships) and 0’s (non-memberships), in a high-
dimensional binary space, then the problem becomes
estimation of the probability density in this space.
Then, to score a particular set of branches shared by
a pair of reps, the estimator computes the marginal
probability of that set. A number of models, such as
Markov random fields, may be suitable; determining
which performwell, and which dependencies to model,
remains ongoing research.

Evaluation
In the NASD data, the input consisted of the complete
table of reps and their branch affiliations, both his-

torical and current. Tribes were inferred using three
of the models described above: counting jobs (soBs),
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measuring duration (Years), and the Markov process
(proB). Because it was impossible to directly verify the
tribe relationships, anumber of indirect measures were
used to validate the resulting groups, as summarized
in Table 1.

The first properties evaluate tribes with respect to
their rarity and geographic movement (see table lines
1-2). The remaining properties confirm two joint hy-
potheses: that the algorithm succeeds at detecting the
coordinated behavior of interest, and that this behavior
ishelpful in predicting fraud. Fraud was measured viaa
risk score, which described the severity of all reported
events and infractions in a rep’s work history. If tribes
contain many reps known to have committed fraud, then
they will be useful in predicting future fraud (line 3).
And ideally, groups identified as tribes should fall into
two categories. First is high-risk tribes, in which all or
most of the members have known infractions. (In fact,
an individual with a seemingly clean history in a tribe
with several high-risk reps would be a prime candidate
for future investigation.) But much more common will
be the innocuous tribes, the result of harmless sets of
friends recruiting each other from job to job. Within
ideal tribes, reps are not necessarily high-risk, but they
should match each other’s risk scores (line 4).

Throughoutthe evaluations, the Joss and Pros mod-
els performed well, whereas the yEars model did not.
Joss and rros selected different sets of tribes, but the
tribes were fairly comparable under most evaluation
measures: compared to random groups of reps, tribes
had rare combinations of jobs, traveled geographically
(particularly for proB), had higher risk scores, and were
homogenous. The tribes identified by YEARs poorly

Table 1. Desirable properties of tribes
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matched the desired properties: not only did these
reps not commit fraud, but the tribes often consisted
of large crowds of people who shared very typical job
trajectories.

Informally, soBs and pros chose tribes that differed
in ways one would expect. Joss selected some tribes
that shared six or more jobs but whose reps appeared
to be caught up in a series of firm acquisitions: many
other repsalso had those same jobs. Prog selected some
tribes that shared only three jobs, yet clearly stood out:
Of thousands of colleagues at each branch, only this
pair had made any of the job transitions in the series.
Oneexplanation why prog did not perform conclusively
better is its weakness at small branches. If a pair of reps
works together at a two-person branch, then transfers
elsewhere together, the model judges this transfer to be
utterly unremarkable, because it is what 100% of their
colleagues at that branch (i.e., just the two of them) did.
For reasons like this, the model seems to miss potential
tribes that work at multiple small branches together.
Correcting for this situation, and understanding other
such effects, remain as future work.

FUTURE TRENDS

One future direction is to explore the utility of the tribe
structure to other domains. For instance, an online
bookstore could use the tribes algorithm to infer book
clubs—individuals that order the same books at the
same times. More generally, customers with unusually
similar tastes might want to be introduced; the similar-
ity scores could become a basis for matchmaking on

Property

Why this is desirable

Tribes share rare combinations of jobs.

Tribes are more likely to traverse multiple zip codes.

Tribes have much higher risk scores than average.

Tribes are homogenous: reps in a tribe have similar
risk scores.

An ideal tribe should be fairly unique in its job-hopping
behavior.

Groups that travel long distances together are unlikely to
be doing so by chance.

If fraud does tend to occur in tribe-like structures, then on
average, reps in tribes should have worse histories.

Each tribe should either be innocuous or high-risk.
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dating websites, or for connecting researcherswho read
or publish similar papers. In animal biology, there is
a closely related problem of determining family ties,
based on which animals repeatedly appear together in
herds (Cairns & Schwager, 1987). These “association
patterns” might benefit from being formulated as tribes,
Oor even vice versa.

Work to evaluate other choices of scoring models,
particularly those that can describe affiliation patterns in
non-temporal domains, isongoing. Additional research
will expand our understanding of tribe detection by
examining performance across different domains and
by comparing properties of the different models, such
as tractability and simplicity.

CONCLUSION

The domains discussed here (stock brokers, online
customers, etc.) are rich in that they report the interac-
tions of multiple entity types over time. They embed
signatures of countless not-yet-formulated behaviors
in addition to those demonstrated by tribes.

Thetribes framework may serve asaguide to detect-
ing any new behavior that a modeler describes. Key
aspects of this approach include searching for occur-
rences of the pattern, developing a model to describe
“normal” or chance occurrences, and marking outliers
as entities of interest.

The compelling motivation behind identifying tribes
or similar patterns is in detecting hidden, but very real,
relationships. For the most part, individualsin large data
sets appear to behave independently, subject to forces
that affect everyone in their community. However, in
certain cases, there is enough information to rule out
independence and to highlight coordinated behavior.
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KEY TERMS

Anomaly Detection: Discovering anomalies, or
outliers, in data.

Branch: In the NASD schema, a branch is the
smallest organizational unit recorded: every firm has
one or more branch offices.

Branch Transition: The NASD study examined pat-
terns of job changes. If employees who work at Branch
A often work at Branch B next, we say the (branch)
transition between Branches A and B is common.

Latent Structure: In data, a structure or pattern
that is not explicit. Recovering such structures can
make data more understandable, and can be a first step
in further analyses.

Markov Process: Model that stochastically chooses
a sequence of states. The probability of selecting any
state depends only on the previous state.

Registered Representative (rep): Term for indi-
vidual in the NASD data.

Tribe: Small group of individuals acting inacoordi-
nated manner, e.g., moving from job to job together.
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INTRODUCTION

In a world where the number of choices can be over-
whelming, recommender systems help users find and
evaluate items of interest. They connect users with
items to “consume” (purchase, view, listen to, etc.)
by associating the content of recommended items or
the opinions of other individuals with the consuming
user’s actions or opinions. Such systems have become
powerful tools in domains from electronic commerce
to digital libraries and knowledge management. For
example, a consumer of just about any major online
retailer who expresses an interest in an item — either
through viewing a product description or by placing the
item in his “shopping cart” — will likely receive recom-
mendations for additional products. These products can
be recommended based on the top overall sellers on
a site, on the demographics of the consumer, or on an
analysis of the past buying behavior of the consumer
as a prediction for future buying behavior. This paper
will address the technology used to generate recom-
mendations, focusing on the application of datamining
techniques.

BACKGROUND

Many different algorithmic approaches have been ap-
plied to the basic problem of making accurate and effi-
cientrecommender systems. The earliest “recommender
systems” were content filtering systems designed to
fight information overload in textual domains. These
were often based on traditional information filtering
and information retrieval systems. Recommender
systemsthatincorporate information retrieval methods
are frequently used to satisfy ephemeral needs (short-
lived, often one-time needs) from relatively static
databases. For example, requesting a recommendation
for a book preparing a sibling for a new child in the
family. Conversely, recommender systems that incor-

porate information-filtering methods are frequently
used to satisfy persistentinformation (long-lived, often
frequent, and specific) needs from relatively stable
databases in domains with a rapid turnover or frequent
additions. For example, recommending AP stories to a
user concerning the latest news regarding a senator’s
re-election campaign.

Without computers, a person often receives rec-
ommendations by listening to what people around
him have to say. If many people in the office state
that they enjoyed a particular movie, or if someone
he tends to agree with suggests a given book, then he
may treat these as recommendations. Collaborative
filtering (CF) is an attempt to facilitate this process of
“word of mouth.” The simplest of CF systems provide
generalized recommendations by aggregating the evalu-
ations of the community at large. More personalized
systems (Resnick & Varian, 1997) employ techniques
such as user-to-user correlations or a nearest-neighbor
algorithm.

The application of user-to-user correlations derives
from statistics, where correlations between variables
are used to measure the usefulness of a model. In rec-
ommender systems correlations are used to measure
the extent of agreement between two users (Breese,
Heckerman, & Kadie, 1998) and used to identify users
whose ratings will contain high predictive value for a
given user. Care must be taken, however, to identify
correlations that are actually helpful. Users who have
only one or two rated items in common should not be
treated as strongly correlated. Herlocker et al. (1999)
improved system accuracy by applying a significance
weight to the correlation based on the number of co-
rated items.

Nearest-neighbor algorithms compute the distance
between users based on their preference history. Dis-
tances vary greatly based on domain, number of users,
number of recommended items, and degree of co-rating
betweenusers. Predictions of how much auser will like
an item are computed by taking the weighted average
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of the opinions of a set of neighbors for that item. As
applied in recommender systems, neighbors are often
generated online on a query-by-query basis rather than
through the off-line construction of a more thorough
model. As such, they have the advantage of being able
torapidly incorporate the most up-to-date information,
but the search for neighbors is slow in large databases.
Practical algorithms use heuristics to search for good
neighbors and may use opportunistic sampling when
faced with large populations.

Both nearest-neighbor and correlation-based rec-
ommenders provide a high level of personalization in
their recommendations, and most early systems using
these techniques showed promising accuracy rates. As
such, CF-based systems have continued to be popular
in recommender applications and have provided the
benchmarks uponwhich more recentapplications have
been compared.

DATA MINING IN RECOMMENDER
APPLICATIONS

Theterm datamining referstoabroad spectrum of math-
ematical modeling techniques and software tools that
are used to find patterns in data and user these to build
models. In this context of recommender applications,
the term data mining is used to describe the collection
of analysis techniques used to infer recommendation
rules or build recommendation models from large
data sets. Recommender systems that incorporate data
mining techniques make their recommendations using
knowledge learned from the actions and attributes of
users. These systems are often based on the develop-
ment of user profiles that can be persistent (based on
demographic or item “consumption” history data),
ephemeral (based on the actions during the current
session), or both. These algorithms include clustering,
classification techniques, the generation of association
rules, and the production of similarity graphs through
techniques such as Horting.

Clustering techniques work by identifying groups
of consumers who appear to have similar preferences.
Once the clusters are created, averaging the opinions
of the other consumers in her cluster can be used to
make predictions for an individual. Some clustering
techniques representeach user with partial participation
in several clusters. The prediction is then an average
acrossthe clusters, weighted by degree of participation.
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Clustering techniques usually produce less-personal
recommendations than other methods, and in some
cases, the clusters have worse accuracy than CF-based
algorithms (Breese, Heckerman, & Kadie, 1998). Once
the clustering is complete, however, performance can
be very good, since the size of the group that must be
analyzed is much smaller. Clustering techniques can
also be applied as a “first step” for shrinking the can-
didate set in a CF-based algorithm or for distributing
neighbor computations across several recommender
engines. While dividing the population into clusters
may hurt the accuracy of recommendations to users
near the fringes of their assigned cluster, pre-cluster-
ing may be a worthwhile trade-off between accuracy
and throughput.

Classifiers are general computational models for
assigning a category to an input. The inputs may be
vectors of features for the items being classified or data
about relationships among the items. The category is
a domain-specific classification such as malignant/be-
nign for tumor classification, approve/reject for credit
requests, or intruder/authorized for security checks.
One way to build a recommender system using a
classifier is to use information about a product and a
customer as the input, and to have the output category
represent how strongly to recommend the product to
the customer. Classifiers may be implemented using
many different machine-learning strategies including
ruleinduction, neural networks, and Bayesian networks.
In each case, the classifier is trained using a training
set in which ground truth classifications are available.
It can then be applied to classify new items for which
the ground truths are not available. If subsequent
ground truths become available, the classifier may be
retrained over time.

For example, Bayesian networks create a model
based on a training set with a decision tree at each
node and edges representing user information. The
model can be built off-line over a matter of hours or
days. The resulting model is very small, very fast,
and essentially as accurate as CF methods (Breese,
Heckerman, & Kadie, 1998). Bayesian networks may
prove practical for environments in which knowledge
of consumer preferences changes slowly with respect
to the time needed to build the model but are not suit-
able for environments in which consumer preference
models must be updated rapidly or frequently.

Classifiers have been quite successful in a variety
of domains ranging from the identification of fraud
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and credit risks in financial transactions to medical
diagnosis to intrusion detection. Good et al. (1999)
implemented induction-learned feature-vector clas-
sification of movies and compared the classification
with CF recommendations; this study found that the
classifiers did not perform as well as CF, but that com-
bining the two added value over CF alone.

One of the best-known examples of data mining
in recommender systems is the discovery of associa-
tion rules, or item-to-item correlations (Sarwar et. al.,
2001). These techniques identify items frequently
found in “association” with items in which a user has
expressed interest. Association may be based on co-
purchase data, preference by common users, or other
measures. Initssimplestimplementation, item-to-item
correlation can be used to identify “matching items”
for a single item, such as other clothing items that
are commonly purchased with a pair of pants. More
powerful systems match an entire set of items, such as
those in a customer’s shopping cart, to identify appro-
priate items to recommend. These rules can also help
a merchandiser arrange products so that, for example,
a consumer purchasing a child’s handheld video game
seesbatteries nearby. More sophisticated temporal data
mining may suggest that a consumer who buys the
video game today is likely to buy a pair of earplugs in
the next month.

Item-to-item correlation recommender applica-
tions usually use current interest rather than long-term
customer history, which makes them particularly well
suited for ephemeral needs such asrecommending gifts
or locating documents on a topic of short lived interest.
A user merely needs to identify one or more “starter”
items to elicit recommendations tailored to the present
rather than the past.

Association rules have been used for many years
in merchandising, both to analyze patterns of prefer-
ence across products, and to recommend products to
consumers based on other products they have selected.
An association rule expresses the relationship that one
product is often purchased along with other products.
The number of possible association rules grows ex-
ponentially with the number of products in a rule, but
constraints on confidence and support, combined with
algorithms that build association rules with itemsets of
n items from rules with n-1 item itemsets, reduce the
effective search space. Association rules can form a
very compact representation of preference data that may
improve efficiency of storage as well as performance.

They are more commonly used for larger populations
rather than for individual consumers, and they, like other
learning methods that first build and then apply models,
are less suitable for applications where knowledge of
preferences changes rapidly. Association rules have
been particularly successfully in broad applications
suchas shelf layout in retail stores. By contrast, recom-
mender systems based on CF techniques are easier to
implement for personal recommendation in a domain
where consumer opinions are frequently added, such
as online retail.

In addition to use in commerce, association rules
have become powerful tools in recommendation ap-
plications in the domain of knowledge management.
Such systems attempt to predict which Web page or
document can be most useful to a user. As Géry (2003)
writes, “The problem of finding Web pages visited to-
getheris similar to finding associations among itemsets
in transaction databases. Once transactions have been
identified, each of them could represent a basket, and
each web resource an item.” Systems built on this ap-
proach have been demonstrated to produce both high
accuracy and precision in the coverage of documents
recommended (Geyer-Schultz et al., 2002).

Horting is a graph-based technique in which nodes
are users, and edges between nodes indicate degree of
similarity between two users (Wolf et al., 1999). Pre-
dictions are produced by walking the graph to nearby
nodes and combining the opinions of the nearby us-
ers. Horting differs from collaborative filtering as the
graph may be walked through other consumers who
have not rated the product in question, thus exploring
transitive relationships that traditional CF algorithms
do not consider. In one study using synthetic data,
Horting produced better predictions than a CF-based
algorithm (Wolf et al., 1999).

FUTURE TRENDS

As data mining algorithms have been tested and vali-
dated in their application to recommender systems, a
variety of promising applications have evolved. In this
section we will consider three of these applications
— meta-recommenders, social data mining systems,
and temporal systems that recommend when rather
than what.

Meta-recommenders are systems that allow users
to personalize the merging of recommendations from
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a variety of recommendation sources employing any
number of recommendation techniques. In doing so,
these systems let users take advantage of the strengths of
each different recommendation method. The SmartPad
supermarket product recommender system (Lawrence
et al., 2001) suggests new or previously unpurchased
products to shoppers creating shopping lists on a per-
sonal digital assistant (PDA). The SmartPad system
considers a consumer’s purchases across a store’s
product taxonomy. Recommendations of product
subclasses are based upon a combination of class and
subclass associations drawn from information filtering
and co-purchase rules drawn from data mining. Product
rankings within a product subclass are based upon the
products’ sales rankings within the user’s consumer
cluster, a less personalized variation of collaborative
filtering. MetaLens (Schaferetal.,2002) allows users to
blend content requirements with personality profiles to
allow users to determine which movie they should see.
It does so by merging more persistentand personalized
recommendations, with ephemeral content needs such
as the lack of offensive content or the need to be home
by a certain time. More importantly, it allows the user
to customize the process by weighting the importance
of each individual recommendation.
Whileatraditional CF-based recommender typically
requires users to provide explicit feedback, a social
data mining system attempts to mine the social activity
records of a community of users to implicitly extract
the importance of individuals and documents. Such
activity may include Usenet messages, system usage
history, citations, or hyperlinks. TopicShop (Amento
etal., 2003) is an information workspace which allows
groups of common Web sites to be explored, organized
into user defined collections, manipulated to extract
and order common features, and annotated by one or
more users. These actions on their own may not be of
large interest, but the collection of these actions can be
mined by TopicShop and redistributed to other users to
suggest sites of general and personal interest. Agrawal
et al. (2003) explored the threads of newsgroups to
identify the relationships between community members.
Interestingly, they concluded that due to the nature of
newsgroup postings—usersare more likely to respond to
those with whom they disagree — “links” between users
are more likely to suggest that users should be placed
in differing partitions rather than the same partition.
Although this technique has not been directly applied
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to the construction of recommendations, such an ap-
plication seems a logical field of future study.

Although traditional recommenders suggest what
item a user should consume they have tended to ignore
changes over time. Temporal recommenders apply data
mining techniques to suggest when a recommendation
should be made or when a user should consume an
item. Adomavicius and Tuzhilin (2001) suggest the
construction of a recommendation warehouse, which
stores ratings in a hypercube. This multidimensional
structure can store data on not only the traditional user
and item axes, butalso for additional profile dimensions
such as time. Through this approach, queries can be
expanded from the traditional “what items should we
suggest to user X” to “at what times would user X be
most receptive to recommendations for product Y.”
Hamlet (Etzioni et al., 2003) is designed to minimize
the purchase price of airplane tickets. Hamlet combines
theresults fromtime seriesanalysis, Q-learning, and the
Ripperalgorithmto create amulti-strategy data-mining
algorithm. By watching for trends inairline pricing and
suggesting when a ticket should be purchased, Hamlet
was able to save the average user 23.8% when savings
was possible.

CONCLUSION

Recommender systems have emerged as powerful
tools for helping users find and evaluate items of
interest. These systems use a variety of techniques to
help users identify the items that best fit their tastes or
needs. While popular CF-based algorithms continue to
produce meaningful, personalized results in a variety
of domains, data mining techniques are increasingly
being used in both hybrid systems, to improve recom-
mendations in previously successful applications, and
in stand-alone recommenders, to produce accurate
recommendations in previously challenging domains.
The use of data mining algorithms has also changed the
types of recommendations as applications move from
recommending what to consume to also recommending
when to consume. While recommender systems may
have started as largely a passing novelty, they clearly
appear to have moved into a real and powerful tool ina
variety of applications, and that data mining algorithms
can be and will continue to be an important part of the
recommendation process.
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KEY TERMS

Association Rules: Used to associate items in a
database sharing some relationship (e.g., co-purchase
information). Often takes the for “if this, then that,”
such as, “If the customer buys a handheld videogame
then the customer is likely to purchase batteries.”

Collaborative Filtering: Selecting content based
on the preferences of people with similar interests.
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Meta-Recommenders: Provide users with per-
sonalized control over the generation of a single
recommendation list formed from the combination of
rich recommendation data from multiple information
sources and recommendation techniques.

Nearest-Neighbor Algorithm: Arecommendation
algorithm that calculates the distance between users
based on the degree of correlations between scores
in the users’ preference histories. Predictions of how
much a user will like an item are computed by taking
the weighted average of the opinions of a set of nearest
neighbors for that item.

The Application of Data-Mining to Recommender Systems

Recommender Systems: Any system that provides
a recommendation, prediction, opinion, or user-con-
figured list of items that assists the user in evaluating
items.

Social Data-Mining: Analysis and redistribution
of information from records of social activity such
as newsgroup postings, hyperlinks, or system usage
history.

Temporal Recommenders: Recommenders that
incorporate time into the recommendation process.
Time can be either an input to the recommendation
function, or the output of the function.

This work was previously published in Encyclopedia of Data Warehousing and Mining, edited by J. Wang, pp. 44-48, copyright 2005 by
Information Science Reference, formerly known as Idea Group Reference (an imprint of IGI Global).
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INTRODUCTION

In this chapter, we give a survey of applications of the
kernel methods introduced in the previous chapter. We
focus on different application domains that are particu-
larly active in both direct application of well-known
kernel methods, and in new algorithmic developments
suited toaparticular problem. In particular, we consider
the following application fields: biomedical engineer-
ing (comprising both biological signal processing and
bioinformatics), communications, signal, speech and
image processing.

KERNEL METHODS IN BIOMEDICINE
AND BIOINFORMATICS

Kernel methods have been extensively used to solve
biomedical problems. For instance, a study of predic-
tion of cyclosporine dosage in patients after kidney
transplantation using neural networks and kernel-based
methods was carried out in (Camps-Valls et al., 2002).
Recently, (Osowski, Hoai, & Markiewicz, 2004) pro-
posed a committee of experts formed by several sup-
port vector machines (SVM) for the recognition of 13
heart rhythm types.

The most impressive results of kernels have been
obtained in genomics and computational biology, due
to both the special characteristics of data and the great
interestin solving biological problems since the Human
genome sequencing. Their ability to work with high
dimensional data, to process and efficiently integrate
non-vectorial string data, make them very suitable to
solve various problems arising in computational biol-
ogy. Since the early papers using SVM in bioinformat-

ics (Mukherjee et al., 1998), the applications of these
methods have grown exponentially, and many novel
and powerful methods have been developed (only in
2004, more than 1000 papers have been devoted to this
topic). The use of kernel methods in computational
biology has been accompanied by new developments
to match the specificities and the needs of the field,
such as methods for feature selection in combination
with the classification of high-dimensional data, the
introduction of string kernels to process biological
sequences, or the development of methods to learn
from several kernels simultaneously (‘composite ker-
nels’). The interested reader can find a comprehensive
introduction in (Vert, 2006).

KERNEL METHODS IN
COMMUNICATIONS

There are four situations that make kernel methods
good candidates for use in electromagnetics (Martinez-
Ramon, 2006): 1) No close solutions exist, and the
only approaches are trial and error methods. In these
cases, kernel algorithms can be employed to solve the
problem. 2) The application requires operating in real
time, and the computationtime is limited. Inthese cases,
a kernel algorithm can be trained off-line, and used in
testmode inreal time. The algorithms can be embedded
in any hardware device. 3) Faster convergence rates
andsmallererrorsare required. Kernel algorithms have
shown superior performance in generalization ability
in many problems. Also, the block optimization and
the uniqueness of solutions make kernelized versions
of linear algorithms (as SVM) faster than many other
methods. 4) Enough measured data exist to train a
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regression algorithm for prediction and no analytical
tools exist. In this case, one can actually use an SVM
to solve the part of the problem where no analytical
solution exist and combine the solution with other
existing analytical and closed form solutions.

The use of kernelized SVMs has been already
proposed to solve a variety of digital communications
problems. The decision feedback equalizer (Sebald &
Buclew, 2000) and the adaptive multi-user detector
for Code Division Multiple Access (CDMA) signals
in multipath channels (Chenetal., 2001) are addressed
by means of binary SVM nonlinear classifiers. In (Rah-
man et al., 2004) signal equalization and detection for
a MultiCarrier (MC)-CDMA system is based on an
SVM linear classification algorithm. Koutsogiannis et
al. (2002) introduced the use of KPCA for classification
and de-noising of communication signals.

KERNEL METHODS IN SIGNAL
PROCESSING

Many signal processing supervised and unsupervised
schemes such as discriminant analysis, clustering,
principal/independent component analysis, or mutual
information extraction have been addressed using
kernels (see previous chapters). Also, an interesting
perspective for signal processing using SVM can be
found in (Mattera, 2005), which relies on a different
point of view to signal processing.

The use of time series with supervised SVM al-
gorithms has mainly focused on two DSP problems:
(1) non-linear system identification of the underlying
relationship between two simultaneously recorded
discrete-time processes, and (2) time series predic-
tion (Drezet and Harrison 1998; Gretton et al., 2001;
Suykens, 2001). Inboth of them, the conventional SVR
considers lagged and buffered samples of the available
signals as its input vectors.

These approaches pose several problems and op-
portunities. First, the statement of linear signal models
inthe primal problem, which will be called SVM primal
signal models, will allow us to obtain robust estimators
of the model coefficients (Rojo-Alvarez et al., 2005a)
in classical DSP problems, such as ARMA modeling,
the y-filter, and spectral analysis (Rojo-Alvarez et al.,
2003, Camps-Valls et al., 2004, Rojo-Alvarez et al.,
2004). Second, the consideration of nonlinear SVM-
DSP algorithms can be addressed from two different
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approaches: (1) RKHS signal models, which state the
signal model equation in the feature space (Martinez-
Ramon et al., 2005), and (2) dual signal models, which
are based on the nonlinear regression of each single
time instant with appropriate Mercer’s kernels (Rojo-
Alvarez et al., 2005b).

KERNEL METHODS IN SPEECH
PROCESSING

Aninteresting and active research field is that of speech
recognition and speaker verification. First, there have
been many attempts to apply SVMs to improve exist-
ing speech recognition systems. Ganapathiraju (2002)
uses SVMs to estimate Hidden Markov Models state
likelihoods, Venkataramani etal. (2003) applied SVMs
to refine the decoding search space, and in (Gales and
Layton, 2004) statistical models for large vocabulary
continuous speech recognition were trained using
SVMs. Second, early SVM approaches by Schmidtand
Gish (1996), and then by Wan and Campbell (2000),
used polynomial and RBF kernels to model the distri-
bution of cepstral input vectors. Further improvements
considered mapping to feature space using sequence
kernels (Fine et al. 2001). In the case of speaker veri-
fication, the recent works of Shriberg et al. (2005) for
processing high-level stylistic or lexical features are
worth mentioning.

\Voice processing has been performed by using
KPCA. Lima et al. (2005) used sparse KPCA for voice
feature extraction and then used them for speech rec-
ognition. Mak et al. (2005) used KPCA to introduce
speaker adaptation in voice recognition schemes.

KERNEL METHODS IN IMAGE
PROCESSING

One of the first works proposing kernel methods in the
context of image processing was (Osuna et al., 1997),
where a face detection system was proposed. Also, in
(Papagiorgiou & Poggio, 2000) a face, pedestrian, and
car detection method based on SVMsand Haar wavelets
to represent images was presented.

The previous global approaches demonstrated good
results for detecting objects under fixed viewing condi-
tions. However, problems occur when the viewpoint
and pose vary. Different methods have been built to
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tackle these problems. For instance, the component-
based approach (Heisele et al., 2001) alleviates this
face detection problem. Nevertheless, the main issues
in this context are related to: the inclusion of geometric
relationships between components, which were partially
addressed in (Mohan et al., 2001) using a two-level
strategy; and automatically choose components, which
was improved in (Heisele et al., 2002) based on the
incorporation of 3D synthetic face models database.
Alternative approaches, completely automatic, have
been later proposed inthe literature (Ullmanetal. 2002),
and kernel direct discriminate analysis (KDDA) was
used by Lu et al (2006) for face recognition.

Liu et al. (2004) used KICA to model face appear-
ance, showing that the method is robust with respect
to illumination, expression and pose variations. Zheng
etal. (2006) used KKCA for facial expression recogni-
tion. Another application is object recognition. In the
special case where the objectsare human faces, itopens
to face recognition, an extremely lively research field,
with applications to video surveillance and security
(see http://www.face-rec.org/). For instance, (Pontil
& Verri, 1998) identified objects in the COIL database
(http://mvww1.cs.columbia.edu/CAVE/). Vaswani etal.
(2006) use KPCA for image and video classification.
Texture classification using kernel independent compo-
nent analysis has been, for example, used by Cheng et
al. (2004), and KPCA, KCCA and SVM are compared
in Horikawa (2005). Finally, it is worth mentioning
the matching kernel (Wallraven et al., 2003), which
uses local image descriptors; a modified local kernel
(Boughorbel, 2005), or the pyramid local descriptions
(Grauman & Darrell, 2005).

Kernel methods have been used in multi-dimensional
images, i.e. those acquired in (relatively high) number
N of spectral bands acquired from airborne or satel-
lite sensors. Support Vector Machines (SVMs) were
first applied to hyperspectral image classification in
(Gualtieri & Cromp, 1998) and their capabilities were
further analyzed in (Camps-Valls et al., 2004) in terms
of stability, robustness to noise, and accuracy. Some
other kernel methods have been recently presented to
improve classification, such as the kernel Fisher dis-
criminant (KFD) analysis (Dundar & Langrebe, 2004),
or Support Vector Clustering (SVC) (Song, Cherian, &
Fan, 2005). In (Camps-Valls & Bruzzone, 2005), an
extensive comparison of kernel-based classifiers was
conducted in terms of the accuracy of methods when

working in noisy environments, high input dimension,
and limited training sets. Finally, a full family of com-
posite kernels for efficient combination of spatial and
spectral information in the scene has been presented
in (Camps-Valls, 2006).

Classification of functional magnetic resonance
images (fMRI) is a novel technique that may lead to
a quantity of discovery tools in neuroscience. Clas-
sification in this domain is intended to automatically
identify differences in distributed neural substrates
resulting from cognitive tasks. The application of kernel
methods has given reasonable results in accuracy and
generalization ability. Recent work by Cox and Savoy
(Cox and Savoy, 2003) demonstrated that linear dis-
criminantanalysis (LDA) and support vector machines
(SVM)allowdiscrimination of 10 class visual activation
patterns evoked by the visual presentation of various
categories of objects on a trial-by-trial basis within
individual subjects. LaConte etal., (2005) used a linear
SVM for online pattern recognition of left and right
motor activation in single subjects. Wang et al (Wang
et al., 2004) applied an SVM classifier to detect brain
cognitive states across multiple subjects. In (Martinez-
Ramon et al., 2005a), a work has been presented that
splits the activation maps into areas, applying a local
(or base) classifier to each one. In (Koltchinskii et al,
2005), theoretical bounds on the performance of the
method for the binary case have been presented, and in
(Martinez-Ramon et al, 2006), a distributed boosting
takes advantage of the fact that the distribution of the
information in the brain is sparse.

FUTURE TRENDS

Kernel methods have been applied in bioinformatics,
signal and speech processing, and communications,
but there are many areas of science and engineering in
which these techniques have not been applied, namely
the emerging techniques of chemical sensing (such
as olfaction), forecasting, remote sensing, and many
others. Our prediction is that, provided that kernel
methods are systematically showing improved results
over other techniques, these methods will be applied
inagrowing amount of engineering areas, as long as to
an increasing amount of activity in the areas surveyed
in this chapter.
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CONCLUSION

This chapter has revised the main applications encoun-
tered in the active field of machine learning known as
kernel methods. This well-established field has emerged
very useful in many application domains, mainly due to
the versatility of the provided solutions, the possibility
to adapt the method to the application field, the math-
ematical elegance and many practical properties. The
interested reader can find more information on these
application domains in (Camps-Valls, 2006), where a
suite of applications and novel kernel developments
are provided. The application and development of
kernel methods to new fields and also the challenging
questions answered so far ensure exciting results in
the near future.
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KEY TERMS

Bioinformatics: This is the application of informat-
ics to analysis of experimental data and simulation of
biological systems.

Biomedicine: This refers to the application of engi-
neeringtothe medicine. Itinvolves the design of medical
equipment, prosthesis, and systems and algorithms for
diagnose and therapy.

Communications: Communicationistheactof send-
ingamessageto one or more receivers. Inthis context, we
use the word communication to refer to the technologies
and theory of telecommunications engineering.

Composite Kernels: Acomposite kernel (see chapter
1 for a definition of kernel) is a linear combination of
several Mercer kernels K;(x,x;) of the form

K(xi,xj)zgaiKi(xi,xj)

For the composite kernel to be a Mercer kernel, it needs
to be semi definite positive. A sufficient condition for
a linear combination of Mercer kernels to be a valid
Mercer kernel is simply a, > 0.

Image Processing: Thistermreferstoany manipula-
tion of digital images in order to compress/decompress,
transfer it through a communications channel or alter its
properties, such as color, textures, definition, etc. More
interestingly, image processing includes all techniques
used in order to obtain information embedded in a digi-
tal image or a sequence of digital images, for example,
detection and classification of objects or events into a
sequence of images.

Kernel Methods: Ashortened name for Kernel-based
learning methods (see previous chapter for an introduc-
tion to kernel methods). Kernel methods include all
machine learning algorithms that are intrinsically linear
but, through a nonlinear transformation of the input
data into a highly dimensional Hilbert space, present
nonlinear properties from the point of view of the input
data. The Hilbert space must be provided with an inner
product that can be expressed as a function of the input
data itself, thus avoiding the explicit use of vectors in
these spaces. Such an inner product satisfies the so called
Mercer conditions and is called a Mercer Kernel.

Signal Processing: It is the analysis, interpretation
and manipulation of signals. Usually, one calls signal

to a set of data that has been collected sequentially
and thus it has temporal properties. Signal processing
includes, among others, storage, reconstruction, detec-
tion of information in presence of noise, interferences or
distortion, compression, encoding, decoding and many
other processing techniques that may involve machine
learning.

Speech Processing: Signal processing of speech
signals. An important group of speech processing tech-
niques are those devoted to speech communications.
Here, the processing includesanalog todigital and digital
toanalog conversions, and compression/decompression
algorithms that usually use speech modeling through
autoregressive models of small voice frames, exploit-
ing their local stationarity properties. Another important
block of techniques is the speech recognition, which
involves machine learning techniques. Traditionally,
Hidden Markov Models have been used for speech
recognition, but recently kernel methods have been used
with promising results. Also, there isan intense research
in text-to-speech conversion.

Support Vector Machines (SVM): ASVMisalin-
ear learning machine constructed through an algorithm
that uses an optimization criterion which is based on the
compromise between the training error and the complex-
ity of the resulting learning machine. The optimization
criterion for classification is

1 N
L=2uff +c3 e
i=1

subject to

Y, (WTXi + b)> 1-¢,
=0

where w are the parameters of the learning machine, x;
arethetraining dataandy, are their corresponding labels,
and &, are the so called slack variables. The criterion
minimizes the training data classification error plus the
complexity of the machine through the minimization
of the norm of the machine parameters. This is equiva-
lent to maximize the generalization properties of the
machine. The resulting parameters are expressed as a
linear combination of a subset of the training data (the
support vectors). This algorithm is easily extensible to
a nonlinear algorithm using the kernel trick, reason for
what it is usually considered a kernel method. A similar
algorithm is used for regression.
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INTRODUCTION

Much information stored in current databases is not
always present at necessary different levels of detail
or granularity for Decision-Making Processes (DMP).
Some organizations have implemented the use of central
database - Data Warehouse (DW) - where information
performs analysis tasks. This fact depends on the Infor-
mation Systems (IS) maturity, the type of informational
requirements or necessities the organizational structure
and business own characteristic.

Afurtherimportant pointis the intrinsic structure of
complex data; nowadays itis very common towork with
complex data, due to syntactic or semantic aspects and
the processing type (Darmont et al., 2006). Therefore,
we must design systems, which can to maintain data
complexity to improve the DMP.

OLAP systems solve the problem of present dif-
ferent aggregation levels and visualization for mul-
tidimensional data through cube’s paradigm. The
classical data analysis techniques (factorial analysis,
regression, dispersion, etc.) are applied to individuals
(tuples or individuals in transactional databases). The
classic analysis objects are not expressive enough to
represent tuples, which contain distributions, logic
rules, multivaluate attributes, and intervals. Also, they
must be able to respect their internal variation and
taxonomy maintaining the dualism between individual
and class.

Consequently, we need anew data type holding these
characteristics. This is just the mathematical concept
model introduced by Diday called Symbolic Object
(SO). SO allows modeling physic entities or real world
concepts. The former are the tuples stored in transac-
tional databases and the latter are high entities obtained
from expert’s analysis, automatic classification or some
particular aggregation taken from analysis units (Bock
& Diday, 2000).

The SO concept helps construct the DW and it is
an important development for Data Mining (DM): for
the manipulation and analysis of aggregated informa-
tion (Nigro & Gonzalez Cisaro, 2005). According to
Calvanese, data integration is a central problem in
the design of DWSs and Decision Support Systems
(Calvanese, 2003; Cali, et al., 2003); we make the
architecture for Symbolic Object Warehouse construc-
tion with integrative goal. Also, it combines with Data
Analysis tasks or DM.

This paper is presented as follows: First, Back-
ground: DW concepts are introduced. Second, Main
Focus divided into: SOs Basic Concepts, Construing
SOs and Architecture. Third, Future Trends, Conclu-
sions, References and Key Terms.

Background

The classical definition given by the theme’s pioneer
is “a Data Warehouse is a subject-oriented, integrated,
time-variant, and non-volatile collection of data in
support of management’s Decision-Making Process”
(Inmon, 1996). The fundamental purpose of a DW is to
empower the business staff with information thatallows
making decisions based on consolidated information.
Inessence, a DW s inacontinuous process of transfor-
mation as regards information and business rules; both
of them must be considered at design time to assure
increase robustness and flexibility of the system.

Extraction, Transformation and Load (ETL)
constitute the fundamental process in the DW. It is
liable for the extraction of data from several sources,
their cleansing, customization and insertion intoa DW
(Simitsis, etal., 2005). When complex data is involved,
this process becomes difficult, because of the integra-
tion of different semantics (especially with text data,
sound, images, etc) or complex structures. So, it is
necessary to include integration functions able to join
and to merge them.

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.



Architecture for Symbolic Object Warehouse

Metadata management, in DW construction, helps
the user understand the stored contents. Information
about the meaning of data elements and the avail-
ability of reports are indispensable to successfully
use the DW.

The generation and management of metadata serve
two purposes (Staudt et al., 1999):

1. To minimize the efforts for development and
administration of a DW
2. To improve the extraction from it.

Web Warehouse (WW) is a major topic widely re-
searched and developed (Han & Kamber, 2001), as a
resultof the increasing and intensive use in e-commerce
and e-business applications. WW tools and applications
are morphing into enterprise portals and analytical ap-
plications are being extended to transactional systems.
With the same direction, the audiences for WW have
expanded asanalytical applications have rapidly moved
(indirectly) into the transactional world ERP, SCM and
CRM (King, 2000).

Spatial data warehousing (SDW) responds to the
need of providing users with a set of operations for
easily exploring large amounts of spatial data, as well
as for aggregating spatial data into synthetic informa-
tion most suitable for decision-making (Damiani &
Spaccapietra, 2006). Gorawski & Malczok (2004)
present a distributed SDW system designed for storing
and analyzing a wide range of spatial data. The SDW
works with the new data model called cascaded star
model thatallows efficient storing and analyzes of huge
amounts of spatial data.

MAIN FOCUS

SOs Basic Concepts

Formally, a SO is a triple s = (a, R, d) where R is a
relation between descriptions, d is a description and
“a” is a mapping defined from Q(discourse universe)
in L depending on R and d (Diday, 2003).

According to Gowda’s definition: “SOs are exten-
sions of classical data types and they are defined by
a logical conjunction of events linking values and
variables in which the variables can take one or more
values, and all the SOs need not be defined on the same
variables” (Gowda, 2004). We consider SOs as a new

data type for complex data define algebra at Symbolic
Data Analysis.

An SO models an individual or a class maintaining
its taxonomy and internal variation. In fact, we can
represent a concept by its intentional description, i.e.
the necessary attributes to characterize to the studied
phenomenon and the description allows distinguishing
ones from others.

The key characteristics enumerated by Gowda
(2004) that do SO a complex data are:

e All objects of a symbolic data set may not be
defined on the same variables.

»  Each variable may take more than one value or
even an interval of values.

. In complex SOs, the values, which the variables
take, may include one or more elementary ob-
jects.

e The description of an SO may depend on the
existing relations between other objects.

e Thedescriptorvalues may have typicality values,
which indicate frequency of occurrence, relative
likelihood, level of importance of the values,

There are two main kinds of SOs (Diday & Bil-
lard, 2002):

*  Boolean SOs: The instance of one binary rela-
tion between the descriptor of the object and the
definition domain, which is defined to have values
true or false. If [y (w) R d] = {true, false} is a
Boolean SO. Example: s=(pay-mode € {good;
regular}), here we are describing an individual/
class of customer whose payment mode is good
or regular.

e Modal SOs: In some situations, we cannot say
true or false, we have a degree of belonging, or
some linguistic imprecision as always true, often
true, fifty-fifty, often false, always false; here we
say that the relation is fuzzy. If [y (w)Rd] e L
=[0,1] is a Modal SO. Example: s=(pay-mode
€ [(0.25) good; (0.75) regular]), at this point we
aredescribingan individual/class of customer that
has payment mode: 0.25 good; 0.75 regular.

The SO extension is a function that helps recognize

when an individual belongs to the class description or a
class fits into a more generic one. In the Boolean case,
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the extent of an SO is denoted Ext(s) and defined by
the extent of “a”, which is: Extent (a) = {w € Q/a
(w) = true}. In the Modal instance, given a threshold
a, it is defined by Ext_(s)= Extent (a)={w € Q/a
(W) > a}.

It is possible to work with SOs in two ways:

. Induction: We know values of their attributes then
we know what class they belong.

. Generalization: We want to form a class from
the generalization/specialization process of the
values of the attributes of a set of individuals.

There is an important number of methods (Bock et
al, 2000) developed to analyze SO, which were imple-
mented in Sodas 1.2 and Sodas 2.5 software through
Sodas and Asso projects respectively; whose aim is to
analyze official data from Official Statistical Institu-
tions (see ASSO or SODAS Home Page).

The principal advantages in SO use are (Bock &
Diday, 2000; Diday, 2003):

. It preserves the confidentiality of the informa-
tion.

. It supports the initial language in the one that SOs
were created.

. It allows the spread of concepts between Data-
bases.

*  Being independent from the initial table, they
are capable of identifying some individual coin-
cidence described in another table.

Table 1. Customer

Architecture for Symbolic Object Warehouse

Asaresult of working with higher units called con-
cepts necessarily described by more complex data, DM
is extended to Knowledge Mining (Diday 2004).

Construing SOs

Now we are going to create SOs, Let’s suppose we want
toknow client’s profile grouped by work’s activity. How
do we model this kind of situations with SOs?

The SOs descriptor must have the following at-
tributes:

1. Continent
2. Age
3. Study Level

Suppose that in our operational databases we have
stored the relational Tables 1 and 2.

Notice we take an SO as every value of the variable
work activity. The SOs descriptors are written in the
same notation used in Bock and Diday’s book:

SO-Agriculture (4)=[Study Level={“low”(0.50),
“medium”(0.50)}] A [Continent = {“Ameri-
ca”(0.5), “Europe”(0.25), “Oceania”(0.25)}] A
[Age= [30:42]]].

SO-Manufactures (3) = [Study Level
={“low”(0.33), “medium”(0.33), “high”(0.33)}]
A [Continent = {“Asia”(0.33), “Europe”(0.66)}]
A [Age=[28:501]].

ZCustomer Initial Transaction | Age | Country | Study Level | Work’s Activity

041 23-May-03 50 Spain Medium Manufactures
033 25-Jul-03 45 China High Manufactures
168 30-Jul-03 30 Australia | Low Agriculture
457 2-Jan-04 39 Sudan High Services

542 12-Feb-04 35 Argentina | Medium Agriculture
698 13-April-04 48 India High Services

721 22-Aug-04 60 France High Services

844 15-Sep-04 53 Canada Medium Services

987 25-Oct-04 42 Italy Low Agriculture
1002 10-Nov-04 28 Germany | Low Manufactures
1299 28-Dec-04 34 EEUU Medium Agriculture
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Table 2. Taxonomy

Country | Continent
Spain Europe
China Asia
Australia | Oceania
Sudan Africa
Argentina | America
India Asia
France Europe
Canada America
Italy Europe
Germany | Europe
EEUU America

SO-Services (4) [Study Level={“medium”(0.25),
“high”(0.75)}] A [Continent = {“Africa”
(0.25), “America”(0.25), “Asia”(0.25), “Eu-
rope”(0.25)}] A [Age= [39:60]]].

Now we have second order units representing the
concept activity of our clients. The number in brackets
is the quantity of individuals belonging to the SO, the
variables show the values for the class, for example
SO-Manufactures: the variable Study Level shows
equal probability. The clients are distributed 33 % in
Asia and 66 % in Europe. The age is between 39 and
60 years.

To plan the analysis units or SOs we need:

. Knowledge domain,

. Rules of the business,

e Type of information stored in the operational
systems, -organizational structures.

We call the former elements Background Knowi-
edge.

Architecture

Figure 1 shows the information flows, information
knowledge and the mostimportant tasks covered by this
architecture (Gonzalez Cisaro, Nigro & Xodo, 2006).
Generally, almostall current DWand DM solutions are
based ondecoupled architectures. DM tools suppose the
data to be already selected, cleaned and transformed.
Solutions integrating steps must be addressed.

Figure 2 showsaconceptual architecture to identify
the most important modules of the system. A manager
is associated to each of them, so that they achieve
flexibility (it is simple to add new functions); and the
functionality encapsulation in every component helps
the design organization and modularization. Thus, we
can distinguish:

e System functionalities.
*  What component carries out each task
. Information/knowledge workflows.

In the next paragraphs, a briefly explanation of each
component functionality is completed.

Intelligent Interface: It is responsible for the con-
nection between the systemand the user. We design this
component with two Intelligent Discovery Assistants
(Bernstein et al., 2005); one assists in DW tasks and
the other with analysis or DM.

ETL Manager: The user defines the SO descriptor
and the system must obtain the data from operational
databases and external sources. Two different types
loads are assumed:

. Initial a predefined SO descriptor, which models
the principal business concepts.

e Ad hoc with new SOs, which respond to new
informational requirements.

The major sub components of ETL Manager mod-
ule are:

ETL Scheduler
. Extraction Engine &Load Engine
*  Transformation & Clean Engine

Mining & Layout Manager: It is the core analysis.
Itshows SOs descriptors and makes all type of graphics.
Particularly, graphic subcomponent has to implement
Zoom Star graphic (Noirhomme, 2000, 2004), which
is the best way to visualize SOs. The main subcom-
ponents are:

. Mining Scheduler

. Method Engine

. Method DB

*  Graphic Manager

. Exploration Manager
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Figure 1. Information & knowledge flow
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SO Store Manager: Itstores the SOs, SOs metadata,
does concurrence control, audits and it is safe. Also,
the component logs, controls, assigns and changes
roles with the users.

Metadata for SOs, as Vardaki (2004) affirms, should
describe the symbolic variables, their nature, compo-
nentsand domain. All metadata necessary for Symbolic
data creation and processing can be presented as a
metadata template or modeled in a separate metadata
schema. The advance of the modeling process is that
it will indicate not only the metadata items considered
andinastructured format, specify their relation and the
operators/transformations that can be applied for further
manipulations. In this architecture, an independently
adopted schemato store metadata about SOs- Metadata
DB was adopted.

The SO Store Management has four key subcom-
ponents:

. SO & Metadata Scheduler
. SO Database

. Metadata DB

. Auditor

Future Trends

The next step is the formal specification of the archi-
tecture in terms of design. The problems to be resolved
are:

e The construction of a language to manipulate
SOs.

. How to store SOs since temporary and spatial
efficiency is necessary.

Giventhe functional modularity, an object-oriented
implementation would be the most suitable. Another
implementation that would be very attractive isthrough
a multi-agents system.

Potential progress in the algorithms that work on
SOs will be guided by the techniques to be explored
and developed. The most important and useful in DM
are: Association Rules, Regressions, Cluster Interpret-
ability and other types of Neuronal Networks.

CONCLUSION

An SO allows representing physics entities or real
word concepts in dual form, respecting their internal
variations and structure. The SO Warehouse permits
the intentional description of most important concepts
by means of the initial language users make use of.

The quality control, security and accuracy of in-
formation are obtained in SO creation processes, since
the null values means are established in this process
and the metadata are included (the latter are especially
important in DW and the DMP).

One of the most valued advantages in the use of SO
is the capacity to carry out various levels of analysis,
with which the output of one method is the input of the
other. This canbe observed in clustering or classification
methods, as in most cases the output is a SOs set.

The principal disadvantages arisen by the use of
SOs are:

. The complexity in the determination of whomwill
be the best SOs that will represent the analysis
tasks in the organization.

. When to update or to change SOs.

As a result of the flexibility and modularity of its
design, our architecture allows an integrated environ-
ment of work, with possibilities of improvement and
growth. As regards Symbolic Data Analysis, DW &
DM integration is very important since it can be very
practical to add the discovered knowledge into DW.
We discover new potential clients characteristics or
relations thus SO descriptors in DW can be updated,
creating new SOs. Therefore, the work with higher units
like SOs could improve Knowledge Management and
Decision-Making Processes.
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KEY TERMS

Cascaded Star Model: Amain fact table. The main
dimensions form smaller star schemas in which some
dimension tables may become a fact table for other,
nested star schemas.

Customer Relationship Management (CRM):
A methodology used to learn more about customers’
wishes and behaviors in order to develop stronger
relationships with them.
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Enterprise Recourse Planning (ERP): Asoftware
application that integrates planning, manufacturing,
distribution, shipping, and accounting functions into
a single system, designed to serve the needs of each
different department within the enterprise.

Intelligent Discovery Assistant: Helps data min-
ers with the exploration of the space of valid DM
processes. It takes advantage of an explicit ontology
of data-mining techniques, which defines the various
techniques and their properties. (Bernstein et al, 2005,
pp 503-504).

Knowledge Management: An integrated, system-
atic approach to identifying, codifying, transferring,
managing, and sharing all knowledge of an organiza-
tion.

Supply Chain Management (SCM): The practice
of coordinating the flow of goods, services, informa-
tion and finances as they move from raw materials to
parts supplier to manufacturer to wholesaler to retailer
to consumer.

Symbolic Data Analysis: A relatively new field
that provides arange of methods foranalyzing complex
datasets. Itgeneralizes classical methods of exploratory,
statistical and graphical data analysis to the case of
complex data. Symbolic data methods allow the user
to build models of the data and make predictions about
future events (Diday 2002).

Zoom Star: Agraphical representation for SOwhere
eachaxis correspondtoavariable inaradial graph. Thus
it allows variables with intervals, multivaluate values,
weighted values, logical dependences and taxonomies
to be represented. A 2D and 3D representation have
been designed allowing different types of analysis.
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INTRODUCTION

An association pattern describes how a group of items
(for example, retail products) are statistically associ-
ated together, and a meaningful association pattern
identifies ‘interesting’ knowledge from data. A well-
established association pattern is the association rule
(Agrawal, Imielinski & Swami, 1993), which describes
how two sets of items are associated with each other.
For example, an association rule 4-->B tells that ‘if
customers buy the set of product A, they would also
buy the set of product B with probability greater than
or equal to c’.

Association rules have been widely accepted for
their simplicity and comprehensibility in problem
statement, and subsequent modifications have also been
made in order to produce more interesting knowledge,
see (Brin, Motani, Ullman and Tsur, 1997; Aggarwal
and Yu, 1998; Liu, Hsu and Ma, 1999; Bruzzese and
Davino, 2001; Barber and Hamilton, 2003; Scheffer,
2005; Li, 2006). A relevant concept is the rule inter-
est and excellent discussion can be found in (Shapiro
1991; Tan, Kumar and Srivastava, 2004). Huang et al.
recently developed association bundles asanew pattern
for association analysis (Huang, Krneta, Lin and Wu,
2006). Rather than replacing the association rule, the
association bundle provides a distinctive pattern that
can present meaningful knowledge not explored by
association rules or any of its modifications.

BACKGROUND

Association bundles are important to the field of Asso-
ciation Discovery. The following comparison between
association bundles and association rules support this
argument. This comparison is made with focus on the
association structure.

An association structure describes the structural
features of an association pattern. It tells how many
association relationships are presented by the pattern,
and whether these relationships are asymmetric or
symmetric, between-set or between-item. Forexample,
anassociation rule contains one associationrelationship,
and this relationship exists between two sets of item,
and it is asymmetric from the rule antecedent to the
rule consequent. However, the asymmetric between-set
associationstructure limitsthe application of association
rules in two ways. Firstly, when reasoning based on an
association rule, the items in the rule antecedent (or
consequent) must be treated aswhole -acombined item,
not as individual items. One can not reason based on an
associationrulethatacertainindividual antecedent item,
asone ofthe many items inrule antecedent, isassociated
with any or all of the consequent items. Secondly, one
must be careful that this association between the rule
antecedent and the rule consequent is asymmetric. If
the occurrence of the entire set of antecedent items
is not deterministically given, for example, the only
given information is that a customer has chosen the
consequent items, not the antecedent items, it is highly
probably that she/he does not chose any of the antecedent
items. Therefore, for applications where between-item

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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symmetricassociationsare required, forexample, cross
selling a group of items by discounting on one of them,
association rules cannot be applied.

The association bundle is developed to resolve
the above problems by considering the symmetric
pair-wise between-item association structure. There
are multiple association relationships existing in an
association bundle - every two bundle-elements are
associated with each other, and this between-element
association issymmetric—there isno difference between
the two associated items in terms of antecedence or
consequence. With the symmetric between-element
association structure, association bundles can be applied
to applications where the asymmetric between-set
association rules fail. Association bundles support
marketing efforts where the sales improvement is
expected on every element in a product group. One
such example is the shelf management. An associa-
tion bundle suggests that whenever and whichever an
item i in the bundle is chosen by customers, every
other item j in the bundle should possibly be chosen
as well, thus items from the same bundle should be
put together in the same shelf. Another example is the
cross-selling by discounting. Every weekend retailers
print on their flyers the discount list, and if two items
have strong positive correlation, they should perhaps
not be discounted simultaneously. With this reasoning,
an association bundle can be used to do list checking,
such that only one item in an association bundle will
be discounted.

PRINCIPAL IDEAS

Let S be a transaction data set of N records, and | the
set of items defining S. The probability of an item k is
defined as Pr(k) = |S(k)|/ N, where |S(k)| is the number
of records containing the item k. The joint probability
of two items j and k is defined as Pr(j,k) = |S(G.k)| /
N, where |S(j,k)| is the number of records containing
both j and k. The conditional probability of the item j
with respect to the item k is defined as Pr(jlk) = Pr(j) /
Pr(j,k), and the [ift the item j and k is defined as Lifi(j k)
= Pr(j.k) / ( Pr(j)*Pr(k) ).

Definition. An association bundle is a group of items
b={i,....i } asubsetofl, thatany two elementsi and
i, of b are associated by satisfying that

(i). the lift for i, and i _is greater than or equal to a
given threshold L, that is,

Pr(i, i)/ (Pr(i) * Pr(i) ) >=L;

(ii). both conditional probabilities between i and i are
greater than or equal to a given threshold T, that is,

Pr(i; li)>=T and Pr(i_| i,-) >=T.

An example is shown in the Figure 1 on associa-
tion bundles. Figure 1 contains six tables. The first
table shows the transaction data set, which is the one
that used by Agrawal etc. (Agrawal, et. al., 1994) to
illustrate the identification of association rules. The
second and the third tables display the between-item
conditional probability and lift values, respectively.
The forth table displays the item pairs that have the
conditional probability and lift values greater than or
equal to the given thresholds, these item pairs are as-
sociated item pairs by definition. The fifth table shows
the identified association bundles. For comparison,
we display the association rules in the sixth table. A
comparison between the association bundles and the
association rules reveals that the item set {2,3,5} is
identified as an association rule but not an association
bundle. Check the fourth table we can see the item
pair {2,3} and the item pair {3,5} actually have the
lift values smaller than 1, which implies that they are
having negative association with each other.

We further introduce association bundles in the fol-
lowing four aspects—association measure, threshold
setting of measure, supporting algorithm, and main
properties—via comparisons between association
bundles and association rules.

Association Measure

The conditional probability (confidence) is used as the
association measure for association rules (Agrawal,
Imielinski & Swami, 1993), and later other measures
are introduced (Liu, Hsu and Ma, 1999, Omiecinski
2003). Detailed discussions about association mea-
sures can be found in (Tan, Kumar and Srivastava,
2004). Association bundles use the between-item lift
and the between-item conditional probabilities as the
association measures (Huang, Krneta, Lin and Wu,
2006). The between-item lift guarantees that there is
strong positive correlation between items: the between-
item conditional probabilities ensure that the prediction
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of one item with respect to another is accurate enough
to be significant.

Threshold Setting of Measure

The value range of the confidence threshold is defined in
[0,1] inassociation rule mining, whichisthe valuerange
of the conditional probability. In association bundles,
the value ranges for threshold are determined by data.
More specifically, the between-item lift threshold
L(beta) and the between-item conditional probability
threshold T(alpha) are defined, respectively, as,

L (beta)=L ,+ beta * (L,,-L,), beta isin [0,1],
T(alpha)=P,+ alpha * (P,,-P,), alphaisin [0,1],

where L, and L,, are the mean and maximum between-
item lifts of all item pairs whose between-item lifts are
greater than or equal to 1, P, and P, are the mean and
maximum between-item conditional probabilities of
all item pairs; and beta and alpha are defined as the
Strength Level Threshold.

Supporting Algorithm

Identifying “frequent itemsets” is the major step of asso-
ciationrule mining, and quite a few excellentalgorithms
such as the ECLAT (Zaki, 2000), FP-growth (Han,
Pei, Yin & Mao, 2004), Charm (Zaki & Hsiao 2002),
Closet (Pei, Han & Mao, 2000) have been proposed.
The identification ofassociation bundles does not com-
pute ~“frequent itemsets"”, instead, it contains one scan
of data for pair-wise item co-occurrence information,
and then a “Maximal Clique Enumeration” under a
graph model which maps each item into a vertex and
each associated item pair into an edge.

Main Properties

Compactness of association: Inan association bundle
there are multiple association conditions which are
imposed pair-wise on bundle items, whereas in an
association rule there is only one association condition
which is imposed between rule antecedent and rule
consequent.

Rare item problem: Different from association rule
mining, association bundle identification avoids the
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rare item problem. The rare item problem (Mannila,
1998) refers to the mining of association rules involv-
ing low frequency items. Since lowering the support
threshold to involve low frequency items may result
that the number of association rules increases in a
““super-exponential” fashion, it is claimed in (Zheng,
Kohavi & Mason, 2001) that “no algorithm can handle
them”. As such, the rare item problem and the relevant
computational explosion problem become a dilemma
for association rule mining. Some progresses (Han
& Fu, 1995; Liu, Hsu & Ma, 1999; Tao, Murtagh &
Farid, 2003; Seno & Karypis, 2005) have been made to
address this dilemma. Different from association rules,
association bundlesimpose no frequency threshold upon
item(s). Therefore in association bundle identification
the rare item problem disappeared - rare items can
form association bundles as long as they have a strong
between-item association.

Large size bundle identification: An association rule
cannot have size larger than the maximum transac-
tion size, because the simultaneous co-occurrence
condition (the minimum support) is imposed on rule
items. Association bundles have no minimum support
requirement, thus can have large size.

FUTURE TRENDS

Association bundles have an association structure
that presenting meaningful knowledge uncovered by
association rules. With the similar structural analysis
approach, other structures of interest can also be
explored. For example, with respect to the between-set
asymmetric association structure (association rules)
and the between-item symmetric association structure
(association bundles), the between-all-subset symmetric
association structure can present a pattern that has
the strongest internal association relationships. This
pattern may help revealing meaningful knowledge on
applications such as fraud detection, in which the fraud
is detected via the identification of strongly associated
behaviors. As of association bundles, research on
any new pattern must be carried out over all related
subjects including pattern meaning exploration,
association measure design and supporting algorithm
development.
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CONCLUSION

In this article we describe the notion of Association
Bundle Identification. Association bundles were pre-
sented by Huang et. al. (Huang, Krneta, Lin & Wau,
2006) as a new pattern of association for data mining.
On applications such as the Market Basket Analysis,
association bundles can be comparedto, butessentially
distinguished from the well-established association
rules. Association bundles present meaningful and
important associations that association rules unable
to identify.

We describe association bundles over four aspects
- association structure, association measure, threshold
setting, and identification algorithms - and try to clarify
these ideas via comparisons between association
bundles and association rules.
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KEY TERMS AND THEIR DEFINITIONS

Association Bundle: Association bundleisapattern
that has the symmetric between-item association
structure. It uses between-item lift and between-item
conditional probabilities asthe association measures. Its
algorithm contains one scan of data set and a maximal
clique enumeration problem. It can support marketing
applications such as the cross-selling group of items
by discounting on one of them.

Association Pattern: An association pattern
describes how a group of items are statistically
associated together. Association rule is an association
pattern of how two sets of items are associated with
each other, and association bundle is an association
pattern of how individual items are pair-wise associated
with each other.

Association Rule: Association rule is a pattern that
has the asymmetric between-set association structure.
It uses support as the rule significance measure, and
confidence as the association measure. Its algorithm
computes frequent itemsets. It can support marketing
applications such as the shopping recommendation
based on in-basket items.
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Association Structure: Association structure
describes the structural features of the relationships in
an association pattern, such as how many relationships
are contained in a pattern, whether each relationship
is asymmetric or symmetric, between-set or between-
item.

Asymmetric Between-set Structure: Association
rules have the asymmetric between-set association
structure, that is, the association relationship in an
association rule exists between two sets of itemand it is
asymmetric from rule antecedent to rule consequent.

Strength Level Threshold: In association bundle
identification, the threshold for association measure
takes values in a range determined by data, which is
different from the fixed range [0,1] used in association
rule mining. When linearly mapping this range into
[0,1], the transformed threshold is defined as the
Strength Level Threshold.

Symmetric Between-item Structure: Association
bundle has the symmetric between-item association
structure, that is, the association relationship exists
between each pair of individual items and is in a
symmetric way.
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INTRODUCTION

The enormous expansion of data collection and stor-
age facilities has created an unprecedented increase in
the need for data analysis and processing power. Data
mining has long been the catalyst for automated and
sophisticated data analysis and interrogation. Recent
advances indatamining and knowledge discovery have
generated controversial impact in both scientific and
technological arenas. On the one hand, data mining
is capable of analyzing vast amounts of information
within a minimum amount of time, an analysis that has
exceeded the expectations of even the most imagina-
tive scientists of the last decade. On the other hand, the
excessive processing power of intelligent algorithms
which is brought with this new research area puts at
risk sensitive and confidential information that resides
in large and distributed data stores.

Privacy and security risks arising from the use of
data mining techniques have been first investigated in
an early paper by O’ Leary (1991). Clifton & Marks
(1996) were the first to propose possible remedies to
the protection of sensitive data and sensitive knowl-
edge from the use of data mining. In particular, they
suggested a variety of ways like the use of controlled
access to the data, fuzzification of the data, elimination
of unnecessary groupings in the data, data augmenta-
tion, as well as data auditing. A subsequent paper by
Clifton (2000) made concrete early results in the area
by demonstrating an interesting approach for privacy
protection that relies on sampling. A main result of
Clifton’s paper was to show how to determine the right
sample size of the public data (data to be disclosed to
the public where sensitive information has been trimmed
off), by estimating at the same time the error that is
introduced from the sampling to the significance of
the rules. Agrawal and Srikant (2000) were the first to
establish a new research area, the privacy preserving
data mining, which had as its goal to consider privacy
and confidentiality issues originating in the mining of
the data. The authors proposed an approach known as
data perturbation that relies on disclosing a modified

database with noisy data instead of the original data-
base. The modified database could produce very similar
patterns with those of the original database.

BACKGROUND

One of the main problems which have been investigated
within the context of privacy preserving data mining is
the so-called association rule hiding. Association rule
hiding builds on the data mining area of association
rule mining and studies the problem of hiding sensitive
association rules from the data. The problem can be
formulated as follows.

Let I = {i,i, ....i } be a set of binary literals,
called items. Let D be a transactional database, where
each transaction T contains a set of items (also called
an itemset) from I, such that TcI. A unique identifier
TID (stands for transaction id) is associated with each
transaction. We assume that the items in an itemset
are sorted in lexicographic order. An association rule
is an implication of the form X=Y, where Xcl, YclI
and XnY=J. We say that a rule X=Y holds in the
database D with confidence c if [ XUY|/|X|>c (where
|X| is the cardinality of the set X) and support s if
|XUY|/N>s, where N is the number of transactions in
D. An association rule mining algorithm proceeds by
finding all itemsets that appear frequently enough in the
database, so that they can be considered interesting, and
by deriving from them all proper association rules that
arestrong (above alower confidence level) enough. The
association rule hiding problem aims at the prevention
ofasubset of the association rules from being disclosed
during mining. We call these rules sensitive, and we
argue that in order for a rule to become non-sensitive,
its support and confidence must be brought below the
minimum support and confidence threshold, so that it
escapes mining at the corresponding levels of support
and confidence. More formally we can state: Given a
database D, a set R of rules mined from database D at a
pre-specified threshold of support and confidence, and
asubset R, (R, < R) of sensitive rules, the association
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rule hiding refers to transforming the database D into a
database D’ of the same degree (same number of items)
as D in such a way that only the rules in R-R, can be
mined from D’ at either the pre-specified or even higher
thresholds. We should note here that in the association
rule hiding problem we consider the publishing of a
modified database instead of the secure rules because
we claim that a modified database will certainly have
higher utility to the data holder compared to the set of
secure rules. This claim relies on the fact that either a
different data mining approach may be applied to the
published data, or a different support and confidence
threshold may be easily selected by the data miner, if
the data itself is published.

It has been proved (Atallah, Bertino, ElImagarmid,
Ibrahim, & Verykios, 1999) that the association rule
hiding problemwhichisalsoreferred to asthe database
sanitization problem is NP-hard. Towards the solution
of this problem a number of heuristic and exact tech-
niques have been introduced. In the following section
we present a thorough analysis of some of the most
interesting techniques which have been proposed for
the solution of the association rule hiding problem.

MAIN FOCUS

In the following discussion we present three classes of
state of the art techniques which have been proposed
for the solution of the association rule hiding problem.
The first class contains the perturbation approaches
which rely on heuristics for modifying the database
values so that the sensitive knowledge is hidden. The
use of unknowns for the hiding of rules comprises
the second class of techniques to be investigated in
this expository study. The third class contains recent
sophisticated approaches that provide a new perspec-
tive to the association rule hiding problem, as well as
aspecial class of computationally expensive solutions,
the exact solutions.

Perturbation Approaches

Atallah, Bertino, EImagarmid, lbrahim & \erykios
(1999) were the first to propose a rigorous solution to
the association rule hiding problem. Theirapproach was
based on the idea of preventing disclosure of sensitive
rules by decreasing the support of the itemsets generat-
ing the sensitive association rules. This reduced hiding
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approach is also known as frequent itemset hiding.
The heuristic employed in their approach traverses the
itemset lattice in the space of items from bottom to top
in order to identify these items that need to turn from 1
to 0 so that the support of an itemset that corresponds
to a sensitive rule becomes lower than the minimum
support threshold. The algorithm sorts the sensitive
itemsets based on their supports and then it proceeds
by hiding all of the sensitive itemsets one by one. A
major improvement over the first heuristic algorithm
which was proposed in the previous work appeared in
the work of Dasseni, Verykios, ElImagarmid & Bertino
(2001). The authors extended the existing association
rule hiding technique from using only the support of the
generating frequent itemsets to using both the support
of the generating frequent itemsets and the confidence
of the association rules. In that respect, they proposed
three new algorithms that exhibited interesting be-
havior with respect to the characteristics of the hiding
process. Verykios, EImagarmid, Bertino, Saygin &
Dasseni (2004) along the same lines of the first work,
presented five different algorithms based on various
hiding strategies, and they performed an extensive
evaluation of these algorithms with respect to different
metrics like the execution time, the number of changes
in the original data, the number of non-sensitive rules
which were hidden (hiding side effects or false rules)
and the number of “ghost” rules which were produced
after the hiding. Oliveira & Zaiane (2002) extended
existing work by focusing on algorithms that solely
remove information so thatthey create asmaller impact
in the database by not generating false or ghost rules. In
their work they considered two classes of approaches:
the pattern restriction based approaches that remove
patterns completely from sensitive transactions, and
the item restriction based approaches that selectively
remove items from sensitive transactions. They also
proposed various performance measures for quantify-
ing the fraction of mining patterns which are preserved
after sanitization.

Use of Unknowns

Acompletely different approach to the hiding of sensi-
tive association rules was taken by employing the use
of unknowns in the hiding process (Saygin, \erykios
& Elmagarmid, 2002, Saygin, Verykios & Clifton,
2001). The goal of the algorithms that incorporate un-
knowns in the hiding process was to obscure a given
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set of sensitive rules by replacing known values by
unknowns, while minimizing the side effects on non-
sensitive rules. Note here that the use of unknowns
needs a high level of sophistication in order to perform
equally well as the perturbation approaches that we
presented before, although the quality of the datasets
after hiding is higher than that in the perturbation ap-
proaches since values do not change behind the scene.
Although the work presented under this category is
in an early stage, the authors do give arguments as to
the difficulty of recovering sensitive rules as well as
they formulate experiments that test the side effects
on non-sensitive rules. Among the new ideas which
were proposed in this work, is the modification of
the basic notions of support and confidence in order
to accommodate for the use of unknowns (think how
an unknown value will count during the computation
of these two metrics) and the introduction of a new
parameter, the safety margin, which was employed in
order to account for the distance below the support or
the confidence threshold that a sensitive rule needs to
maintain. Further studies related to the use of unknown
values for the hiding of sensitive rules are underway
(Wang & Jafari, 2005).

Recent Approaches

The problem of inverse frequent itemset mining was
defined by Mielikainen (2003) in order to answer the
following research problem: Given a collection of
frequent itemsets and their support, find a transactional
database such that the new database precisely agrees
with the supports of the given frequent itemset collec-
tion while the supports of other itemsets would be less
than the predetermined threshold. Arecentstudy (Chen,
Orlowska & Li, 2004) investigates the problem of us-
ing the concept of inverse frequent itemset mining to
solve the association rule hiding problem. In particular,
the authors start from a database on which they apply
association rule mining. After the association rules
have been mined and organized into an itemset lattice,
the lattice is revised by taking into consideration the
sensitive rules. This means that the frequent itemsets
that have generated the sensitive rules are forced to
become infrequent in the lattice. Given the itemsets
that remain frequent in the lattice after the hiding of
the sensitive itemsets, the proposed algorithm tries to
reconstruct a new database, the mining of which will
produce the given frequent itemsets.

Another study (Menon, Sarkar & Mukherjee 2005)
was the first to formulate the association rule hiding
problem as an integer programming task by taking
into account the occurrences of sensitive itemsets in
the transactions. The solution of the integer program-
ming problem provides an answer as to the minimum
number of transactions that need to be sanitized for
each sensitive itemset to become hidden. Based on
the integer programming solution, two heuristic ap-
proaches are presented for actually identifying the
items to be sanitized.

A border based approach along with a hiding al-
gorithm is presented in Sun & Yu (2005). The authors
propose the use of the border of frequent itemsets to
drive the hiding algorithm. In particular, given a set
of sensitive frequent itemsets, they compute the new
(revised) border on which the sensitive itemsets have
just turned to infrequent. In this way, the hiding algo-
rithm is forced to maintain the itemsets in the revised
positive border while is trying to hide those itemsets in
the negative border which have moved from frequent
to infrequent. A maxmin approach (Moustakides &
Verykios, 2006) is proposed that relies on the border
revision theory by using the maxmin criterionwhichisa
method indecision theory for maximizing the minimum
gain. The maxmin approach improves over the basic
border based approach both in attaining hiding results
of better quality and in achieving much lower execu-
tion times. An exact approach (Gkoulalas-Divanis &
Verykios 2006) that is also based on the border revision
theory reliesonan integer programming formulation of
the hiding problem that is efficiently solved by using a
Binary Integer Programming approach. The important
characteristic of the exact solutions is that they do not
create any hiding side effects.

Wu, Chiang & Chen (2007) present a limited side
effect approach that modifies the original database to
hide sensitive rules by decreasing their support or con-
fidence. The proposed approach first classifies all the
valid modifications that can affect the sensitive rules,
the non-sensitive rules, and the spurious rules. Then,
it uses heuristic methods to modify the transactions in
an order that increases the number of hidden sensitive
rules, while reducing the number of modified entries.
Amiri (2007) presents three data sanitization heuristics
that demonstrate high data utility at the expense of com-
putational speed. The first heuristic reduces the support
of the sensitive itemsets by deleting a set of supporting
transactions. The second heuristic modifies, instead of
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deleting, the supporting transactions by removing some
itemsuntil the sensitive itemsetsare protected. The third
heuristic combines the previous two by using the first
approach to identify the sensitive transactions and the
second one to remove items from these transactions,
until the sensitive knowledge is hidden.

Still another approach (Oliveira, Zaiane & Saygin,
2004) investigates the distribution of non-sensitive rules
for security reasons instead of publishing the perturbed
database. The proposed approach presents a rule sani-
tization algorithm for blocking inference channels that
may lead to the disclosure of sensitive rules.

FUTURE TRENDS

Many open issues related to the association rule hiding
problemare stillunder investigation. The emergence of
sophisticated exact hiding approaches of extremely high
complexity, especially for very large databases, causes
the consideration of efficient parallel approaches to be
employed for the solution of this problem. Alot more
work is in need to provide hiding solutions that take
advantage of the use of unknowns. More sophisticated
techniques need to emerge regarding the solution of the
hiding problem by making use of database reconstruc-
tion approaches. Ongoing work considers yet another
solution which is to append to the original database a
synthetically generated database so that the sensitive
knowledge is hidden in the combined database which
is disclosed to the public.

CONCLUSION

In the information era, privacy comprises one of the
most important issues that need to be thoroughly inves-
tigated and resolved before dataand information can be
given to the public to serve different goals. Privacy is
not constrained to personally identifiable information,
but it can be equally well refer to business information
or other forms of knowledge which can be produced
from the processing of the data through data mining
and knowledge discovery approaches. The problem of
association rule hiding has been in the forefront of the
privacy preserving data mining area for more than a
decade now. Recently proposed approaches have been
creating enormous impact in the area while at the same
time open the way to new research problems. Although
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the systematic work all these years have created a lot of
research results, there is still a lot of work to be done.
Apart from ongoing work in the field we foresee the
need of applying these techniques to operational data
warehouses so that we can evaluate in a real environ-
ment their effectiveness and applicability. We also
envision the necessity of applying knowledge hiding
techniques to distributed environments where infor-
mation and knowledge is shared among collaborators
and/or competitors.
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KEY TERMS

Association Rule Hiding: The process of lowering
the interestingness of anassociation rule inthe database
by either decreasing the support or the confidence of
the rule, while the number of changes and side effects
is minimized.

Database Reconstruction: Generation of a data-
base that exhibits certain statistical behavior. Such a
database can be used instead of the original database

(i.e., be disclosed to the public) with the added value
that privacy is not breached.

Data Sanitization: The process of removing sen-
sitive information from the data, so that they can be
made public.

Exact Hiding Approaches: Hiding approaches
that provide solutions without side effects, if such
solutions exist.

Frequent Itemset Hiding: The process of decreas-
ing the support of a frequent itemset in the database by
decreasing the support of individual items that appear
in this frequent itemset.

Heuristic Hiding Approaches: Hiding approaches
thatrely on heuristics in order to become more efficient.
These approaches usually behave sub-optimally with
respect to the side effects that they create.

Inverse Frequent Itemset Mining: Given a set of
frequent itemsets along with their supports, the task
of the inverse frequent itemset mining problem is to
construct the database which produces the specific set
of frequent itemsets as output after mining.

Knowledge Hiding: The process of hiding sensi-
tive knowledge in the data. This knowledge can be ina
form that can be mined from a data warehouse through
a data mining algorithm in a knowledge discovery in
databases setting like association rules, a classification
or clustering model, a summarization model etc.

Perturbed Database: A hiding algorithm modi-
fies the original database so that sensitive knowledge
(itemsets or rules) is hidden. The modified da